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Chairs Fischer and Cruz, Ranking Members Lujan and Cantwell, and members of the
Subcommittee, thank you for holding this important hearing and inviting me to appear before
you today.

My name is Asad Ramzanali, and I’m the Director of Artificial Intelligence and Technology
Policy at the Vanderbilt Policy Accelerator (VPA), a center at Vanderbilt University. I have
experience working in the technology industry and in technology policy, including previously
serving as the chief of staff and deputy director for strategy at the White House Office of Science
and Technology Policy (OSTP), and as a staffer for members of the House and Senate. I started
my career on the business side of Silicon Valley — first on the corporate strategy team at Intuit,
then managing a startup accelerator backed by JPMorgan. My testimony reflects my personal
views and does not represent the views of Vanderbilt University or VPA.

Telecommunications and Al are deeply interdependent. At the most basic level, Al data centers
depend on fiber networks to move data in and out of their facilities. More critically, American
leadership in Al depends on all Americans being able to access the benefits of Al. This is why we
need to deploy high-speed, reliable broadband to every home and business in the country.

The biggest threat Al presents to telecommunications is cybersecurity. Network intrusions by
Salt Typhoon showed that the telecommunications industry’s cybersecurity practices are akin to
“a house full of open windows,” as one investigation described it.! Just when Al tools started
showing a capacity to enable stronger cyberattacks, the Federal Communications Commission
(FCC) weakened cybersecurity requirements. Headline-grabbing cyber incidents like OpenAl’s
recent model testing episode involving Hugging Face make abundantly clear that today’s
cybersecurity regime is no longer commensurate with the threat landscape. A near-term path
forward has two tenets: First, telecommunications carriers should be required to harden cyber
defenses. Second, the government should mandate pre-deployment model testing and require
mitigations to identified risks. Those mitigations must account for the distinct affordances of
closed and open-weight models. No testing requirement should result in a ban on open-weight
models.

Next, the long history of telecom policy offers concrete lessons for Al governance debates.
Consider three facets of this history. First, since the earliest days of telecommunications, nearly
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two centuries ago, providers have operated under nondiscrimination regimes in which a provider
must treat similarly situated customers the same. Al model providers have now also become
gatekeepers and should be prohibited from picking winners and losers among startups and
companies that build atop their models. Second, telecommunications policy is often governed
under a shared federal-state-local policy regime. Federal law, for instance, lets local governments
charge cable companies a franchise fee. The unprecedented construction of Al data centers,
which is also drawing record levels of public outcry, could benefit from a similar coherent
regime that clarifies rather than eliminates the roles of each level of government. Preserving
local control should enable municipal-level data center moratoriums, but a minimum franchise
fee would let communities negotiate to find real benefits. Third, after the dot-com bubble burst,
this committee investigated the fraud and financial engineering that contributed to that bubble.
Today, the global economy is in an Al overinvestment bubble of far larger magnitude and
involving more complex financial engineering. Congressional investigations of those practices
before today’s bubble bursts would be far better than after. The lessons from telecom history are
far from perfect analogs, but they at least provide some precedents on governing technologies.

1. The Intersection of AI and Telecommunications

A. How Telecommunications Networks Enable Al
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This Al Tech Stack, like any model, is an oversimplification. Many other aspects of software,
hardware, and networks could be added. And of course, Al depends on a broader socio-technical
ecosystem that includes a deep base of research and development (R&D), prior technological
advancements (e.g., the internet, semiconductors, smartphones, batteries), a well-trained
workforce, a competitive marketplace, and significant intellectual and creative content, among
other things.

Telecommunications networks play two essential roles in enabling Al. First, data centers
predominantly rely on fiber networks. The broader data center debate is often focused on other
key inputs (e.g., electricity and water), in part because of particular constraints or issues with
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those inputs. For example, data centers’ energy use and its effect on electricity prices are
constantly in the headlines. The fact that fiber networks are not the focus of the policy debates
should not be seen as reducing their role. Fiber networks are how data moves in and out of data
centers, which explains why tier 1 data center cluster where fiber is readily available.?

Second, the success of American Al depends on Americans being able to use Al tools, especially
when their jobs or education depend on it. In that context, consumer access to high-speed, low-
latency, reliable broadband is a critical policy objective that has been elusive for decades. Today,
only 60% of homes are passed by fiber.* Unfortunately, government support for closing this
digital divide has made too little progress recently.’ Congress should re-prioritize deploying
high-quality networks to every home and business in the country, along with deploying the
necessary middle-mile and other support networks.

B. Al-Enabled Opportunities and Threats to Telecommunications Networks

The opportunities of Al adoption by the telecommunication ecosystem come in many forms. I’1l
defer to other witnesses to speak to how industry actors are using Al to increase efficiency and in
other ways. I’ll note two uses that have specific public policy effects:

e  When a caller dials 9-1-1 speaking a language other than English, a public safety
answering point (PSAP) (i.e., 9-1-1 call center) can take minutes to identify which
language the caller is speaking to transfer them to the appropriate responder. Al-based
systems being used today can identify the caller’s language and transfer the emergency
call to the appropriate person in seconds. PSAPs are also using Al to transcribe calls,
reduce call background noise, and in other ways.®

e Given the limited nature of radiofrequency spectrum available for the wide array of
domains where it could be used for commercial, scientific, national security, and other
objectives, Al continues to hold promise in enabling more effective spectrum sharing and
dynamic spectrum allocation. Late last year, the Pentagon announced a demonstration
project with five industry and academic teams as part of the Advanced Spectrum
Coexistence project, mandated under the 2023 National Spectrum Strategy.’

In contrast to those opportunities, the advancement of Al also exacerbates one major threat to
telecommunications networks: cybersecurity. Before Al started being used for cyberattacks at
scale, telecommunications providers were vulnerable to intrusions and experienced major ones.
Starting in 2021, Salt Typhoon, a Chinese state-sponsored group, breached at least eight U.S.
carriers. It reached the systems that carriers use to fulfill lawful-intercept requests, allowing it to
geolocate users and intercept the calls and texts of high-profile targets, including then-candidates
Trump, Vance, and Harris. This attack was carried out largely by using stolen credentials and
exploiting known, unpatched equipment vulnerabilities; more advanced hacking techniques, like
exploiting zero-day vulnerabilities, have not been reported as part of this event.® One press
investigation called the U.S. telecommunications system “a house full of open windows,”
arguing the carriers may “never fully expunge the hacking group from their networks.”® As
recently as February of this year, an FBI official confirmed the threat posed to U.S.
telecommunications networks from Salt Typhoon “is still very, very much ongoing.”!° I
appreciate Ranking Member Cantwell’s oversight efforts to highlight the critical nature of these
attacks.!!
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In response to the Salt Typhoon intrusion, in January 2025, the FCC under Chairwoman Jessica
Rosenworcel required carriers to secure their networks against cyber intrusion and also proposed
mandatory cybersecurity risk-management plans.'> On November 20, 2025, the FCC under
Chairman Brendan Carr reversed these efforts, relying instead on carriers’ voluntary “agreement
to take extensive steps to protect national security.”!3

Even before the FCC weakened cybersecurity requirements, Al was strengthening the hand of
cyber attackers. In August 2025, Anthropic reported that a Chinese threat actor successfully used
Claude to enhance a cyber offensive that ultimately appears to have compromised Vietnamese
telecommunications providers and government databases.'* Days before the FCC’s reversal,
Anthropic disclosed it had disrupted what it called the first documented large-scale Al-enabled
cyberattack: a Chinese state-linked group manipulated Claude Code into automating most
aspects of an espionage campaign against 30 targets.!’

Earlier this month, an even starker case occurred. During OpenAl’s internal testing, a model with
safeguards deliberately reduced, bypassed the company's sandbox controls, gained internet
access, and breached the digital infrastructure of the Al-hosting platform Hugging Face, all to
obtain the answers to the evaluation it was being run against. OpenAl later disclosed that its
model breached at least four additional third-party accounts.!® As others have pointed out,
OpenAl clearly should have been monitoring the incident more actively, could have used air gap
systems for the test, and could have taken other steps to mitigate the effects of the test.!” This
cyber incident requires serious study. This committee should launch an investigation to establish
the facts and missteps.

However, gathering facts is necessary but insufficient. We are undergoing a meaningful
escalation of cyber risks that requires a significant shift in policy thinking from two angles. First,
telecommunications carriers, like all critical infrastructure operators and large organizations,
should be required to harden their cyber defenses. In telecommunications, this starts with
requiring carriers to secure their networks, as the FCC started doing in January 2025. Relatedly,
as the telecommunications ecosystem transitions from largely analog equipment to software-
defined systems, vendors should prioritize security-by-design, along with openness and
interoperability. As a general principle, cybersecurity requirements should match the threat
landscape such that critical infrastructure is resilient to state-of-the-art cyberattacks.

Second, our posture toward cybersecurity must change. Today’s regime for cybersecurity
consists of companies voluntarily testing, red-teaming, and disclosing incidents; government
agencies publishing best practices and working with companies in bespoke arrangements; and
researchers responsibly disclosing vulnerabilities. This regime is insufficient for today’s realities.
The seriousness of Al accelerated risks from cybersecurity, and those associated with chemical,
biological, radiological, and nuclear (CBRN) weapons, necessitates mandatory pre-deployment
testing by government agencies that can work with operators of critical infrastructure and digital
infrastructure companies to remediate vulnerabilities.

Critically, testing requirements should apply to closed-weight and open-weight models alike, but
the methods of mitigating risks identified in that testing will need to be distinct to account for the
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differing technical affordances of closed-weight and open-weight systems. This regime should
not have the effect of banning open-weight models because of the critical role those play in
improving competition, enabling research, and responding to cyber intrusions.!® Recently, in two
separate letters, over 150 little tech startups'® and several large incumbents made these points.?

II. Lessons From Telecommunications Policy to Inform AI Governance Debates

Beyond these specific areas of intersection between Al and telecommunications networks, the
government’s 180-year history of regulating the telecommunications sector can be instructive in
how policymakers should approach Al governance.

A. Nondiscrimination Rules Can Enable Innovation

Nondiscrimination principles—treating similarly situated customers alike—have a long history
and trace back to at least the Middle Ages.?! In the context of telecommunications, every major
shift in communication technologies has been closely followed by applying nondiscrimination
principles. In 1844, Samuel Morse transmitted the first message via telegraph on a demonstration
line that Congress funded. In 1846, when Morse set up a corporation to commercialize his
invention, the corporate bylaws of the organization, established under a specific chartering
statute by the Maryland state legislature, included a provision specifying that, with respect to
transmission of telegraph dispatches, “the first to come shall be first served, without regard to
sex, wealth, or station,” subject to certain exceptions, including prioritizing government
transmission in times of “great public emergencies.”?* This provision was inspired by the long-
standing operating principles of the Post Office, which ultimately took over administration of the
1844 demonstration line, along with by a desire to curtail emergent speculative financial
practices that capitalized on information speed.?* The idea was ported into state laws, starting
with New York in 1848.%* In 1860, Congress instituted the first-in-first-out telegraph principle as
a condition of the government-subsidized transcontinental telegraph line.?’

A similar story played out with the telephone networks, though in different ways. Alexander
Graham Bell invented the telephone in 1876. Three years later, the Connecticut legislature
passed a law amending its telegraph statutes by simply adding “or telephone” after each
reference to telegraph,?® which attached the state’s existing nondiscrimination provision to
telephone networks.?” In 1887, a court applied nondiscrimination requirements, as an aspect of
common carrier requirements, to the telephone network. For decades, AT&T fought against
subscribers using third-party equipment attached to its network.?® After multiple court cases and
FCC proceedings on the matter, the Commission’s landmark Carterfone decision in 1968 made
clear that AT&T could not discriminate against third-party equipment.?’ This decision is seen as
creating the conditions for innovations like the answering machine, fax machine, and modem,
which enabled the internet itself.*°

Al model providers (e.g., OpenAl, Anthropic, Google) have business conflicts of interest that
mean a nondiscrimination principle is worthy of consideration.’! As one example, consider that
Anthropic curtailed Windsurf's API access to its leading Claude models because press reports
suggested that OpenAl was slated to acquire the startup.>> Windsurf was then an independent Al
coding application that was built atop Anthropic’s models, among others. However, at the same
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time, Anthropic’s own Claude Code was rising in popularity, creating an inescapable conflict:
Anthropic was competing with its customer.>*> Any provider that both supplies infrastructure to
startups and competes with them faces this conflict, and a nondiscrimination rule should apply to
all of them prospectively, regardless of which company happens to be ahead. In recent batches of
startups selected by the accelerator Y Combinator, as many as 90% of startups were Al
companies.** An Al model provider has the capacity to pick winners and losers, rather than
letting competitive forces, customer demand, and market force determine outcomes.* For this
reason, Congress should consider prohibiting Al model providers from unreasonably or unjustly
discriminating via pricing, speed, or service quality among similarly situated customers.>®

B. Federal, State, and Local Governments Each Play Critical Roles in Governance

Telecommunications networks have long been governed in a shared jurisdiction between federal,
state, and local governments. From the earliest days of the telegraph to modern broadband
buildouts, Congress and courts have recognized the importance of respecting this shared
jurisdiction model. As one example, consider the Cable Communications Policy Act of 1984,
which authorized a state or local government to grant cable franchises: reserve channel capacity
for public, educational, or governmental (PEG) use; and charge a franchise fee up to 5% of cable
revenues. It also authorized the FCC to set technical standards, issue regulations to remedy
violations and promote diversity of information sources, and waive certain regulatory limits.>’

Today’s data center buildout is happening without a coherent governance regime. The speed of
the ungoverned buildout has been hit with serious backlash that includes dozens of shelved
construction plans,*® hundreds of protests,*® and hundreds of thousands of petition signatures.*
People are understandably upset about everything from rising electricity costs to the effect
construction has on water sources, to how constant noise affects nearby residents. Two
underappreciated factors worsen these dynamics. First, the details of many data center deals are
shielded behind nondisclosure agreements.*! Second, in at least 37 states, taxpayers are funding
this construction through tax breaks and subsidies. In four states—Georgia, Texas, Virginia, and
Ohio—those breaks cost taxpayers over $1 billion per year.** Often the bar for receiving those
benefits is astonishingly low: In Missouri, a data center needs to create only 10 jobs and invest
just $25 million to avoid all state and local sales and use taxes.* Responses to these issues have
been small relative to the volume of protest. Federal policymakers have proposed voluntary
commitments for data centers to absorb energy price increases,* and some states are considering
rolling back their tax subsidies. Over 100 municipalities, left with few tools to respond, have
enacted data center moratoriums, as has the state of New York. Moratoriums are inherently a
blunt tool, provide no governance over the thousands of existing and planned data centers,* and
often lack clear factors for ending the pause.

The cable regulation regime is far from perfect, and its political history is markedly different
from today’s data center debates. However, Congress could establish a real shared-jurisdiction
data center regime that scraps state data center subsidies in favor of a minimum franchise fee paid
to local governments willing to accept a data center, encouraging companies to bid up local
benefits. Federal standards could require limits on emissions and encourage low-water cooling
systems, among other things. Critically, such a regime should preserve a local jurisdiction’s right
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to enact a moratorium since there’s no need for every municipality in the country to accept data
centers.

C. Infrastructure Overinvestment Causes Bubbles

Last but certainly not least, telecom history also warns about what happens when infrastructure
investment outpaces revenues. Nearly daily, experts across government, finance, and even the
technology industry itself point to the fact that the U.S. and global economy are in fact in a
bubble based on overinvestment in AL.*® At core is a relatively simple math problem: trillions in
investment are chasing tens of billions in revenue, which is agnostic of the pace of technological
advancement. This year alone, hyperscalers are on track to invest more in capital expenditures
relative to GDP than the U.S. experienced during the Manhattan Project, the expansion of
electricity, the Apollo space program, or the construction of the interstate highway system.*’ This
is worsened by the fact that the investments are dominating nearly every capital and asset class,
which increasingly includes circular financing (which enabled fraud in the dot-com bubble*®),
private credit (which Jamie Dimon recently compared to cockroaches*’), special-purpose
vehicles (which Enron famously used®’), and credit default swaps and asset-backed securities
(which contributed to the 2008 financial crash®!).>?

During the dot-com bubble that burst in the early 2000s, hundreds of thousands of Americans
lost their jobs and the U.S. economy lost trillions in value. The Nasdaq lost nearly 80% of its
value between its March 2000 high and October 2002 low. That bubble inflating was based on
unproven tech business models, but its deeper causes involved an overinvestment in
telecommunications infrastructure, complex financial engineering, and fraud.’* This committee
held several hearings investigating those practices in 2001 and 2002.>* Of course, it would have
been better to investigate the industry’s troubling finances before the bubble burst.

As bad as the dot-com bubble bursting was, today’s Al overinvestment is actually more like the
even more economically calamitous 2008 financial crash because of the magnitude of the
investments involved and the complex interlocking financing described. This committee should
investigate these practices now, before a crash.

Conclusion

Telecommunications networks enable Al, and Al is changing aspects of telecommunications. The
biggest change is the risk posed by Al-enabled cyberattacks. As Congress engages in various
aspects of Al governance, telecommunications history presents many lessons and models worth
considering. These are, of course, imperfect analogs, but they show that policymakers can and
should enact policies to govern the risks of technologies. Thank you for inviting me to testify,
and I look forward to your questions.
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