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 1. Introduction.  
 

Chairman Fischer, Ranking Member Luján, Chairman Cruz, Ranking Member Cantwell, 
and distinguished Senators, thank you for the invitation to testify today. My name is Bob 
Everson, and I am a proud resident of Dallas, Texas. I have spent more than 25 years at Cisco, 
where I currently serve as chief architect of our provider mobility team. In this role, I lead 
Cisco’s platform definition and development, end-to-end architecture, ecosystem strategy, and 
strategic partnerships. My focus includes developing AI systems that operate across distributed 
environments and defining the mobile networking technologies, architectures, and products that 
advance enterprise mobility, IoT, and the platforms and ecosystems needed to bring these 
capabilities to scale. 
 

For decades, Cisco has served as the foundational layer for the world’s most critical 
networks, supporting a diverse customer base that spans service providers, global enterprises, 
government agencies, and small-to-medium businesses. Today, Cisco is building the critical 
infrastructure for the AI era. Our goal is to ensure the United States remains the global leader 
in fixed and wireless technology by building a secure, interoperable infrastructure ecosystem 
where licensed, unlicensed, and satellite networks work in concert and where networks are 
secure, observable, and highly scalable. While Cisco develops the infrastructure, our 
customers—whether fixed or mobile service providers, enterprises, governments, or 
hyperscalers—operate their own networks. For service providers, Cisco provides the core 
infrastructure behind the tower and the Radio Access Network (RAN).  
 

Beyond hardware, we are integrating AI into the network itself. Cisco’s deep expertise in 
network analytics and security makes it possible for us to automate operations, predict and 
prevent anomalies in real time, and enable customers to bring AI models into the enterprise with 
visibility and trust by leveraging the network. We recognize that AI workloads—characterized by 
massive data movement, high-density traffic, and some anticipated use cases requiring sub-
millisecond latency—place unprecedented demands on the network. By combining our industry-
leading networking, security, and observability portfolios, Cisco is ensuring that as organizations 
scale their AI initiatives, they do so on a foundation of resilience, security, and performance.  
 

I want to first thank this Committee, and Congress, for its tireless work to make 800 MHz 
of spectrum available for commercial use and for recognizing the importance of the 6 GHz band 
to enterprise networks powering schools, manufacturing facilities, hospitals, and campuses of all 
sizes. A balanced spectrum policy is critical to enhancing service for consumers and businesses 
in both rural and urban areas and across different modes and use cases of technology. I would 
also like to thank Federal Communications Commission (FCC) Chairman Brendan Carr and 
National Telecommunications and Information Administration (NTIA) Administrator Arielle 
Roth for their leadership in bringing these efforts to life. As I will explain, network traffic is only 
going to increase in volume and complexity, and these policies will help enable continued U.S. 
technological leadership.  
 

At Cisco, our approach toward AI in communications networks can be distilled into two 
questions: How is AI reshaping our networks, and how can networks leverage the power of AI?  
Today, I will address these questions and share how Cisco is building the infrastructure for more 



 

 

resilient, secure, and capable networks. My testimony draws on three recently released reports 
that draw from real-world traffic analysis, third-party data, Cisco-controlled lab tests with AI 
agents, and interviews with more than 6,000 organizations, all of which I have appended to my 
written testimony.  
 
 2. AI Usage Is Reshaping the Network. 
  
 AI traffic has led to increased demand—we expect a 209% increase in campus and 
branch traffic volume in the next three years. However, the more consequential shift is in the 
nature of that traffic. Today, I will highlight what drives that change and how networks and 
policy must evolve to support its deployment and adoption.1 AI workloads are not like traditional 
web traffic: they will change traffic shape, symmetry, duration, and criticality.2 AI workloads are 
also twice as long in duration and significantly more upstream-heavy due to large, context-rich 
prompts. The use of new agentic AI, AI inferencing, and applications built on the connectivity 
fabric that AI-native networks will make possible are largely driving these workloads. 
 
 Agentic AI: AI agents are supercharging demand on the network, generating up to 450% 
more traffic per task than humans in a Cisco-controlled test. Unlike consumer-driven traffic, 
which produces minor, episodic spikes throughout the day, AI agents are always on.3 Agents may 
continually perform automated network configuration checks, analyze telemetry data, or interact 
with other agents to perform business functions.  
 

Additionally, survey data shows 67% of respondents reporting an increase in “east-west” 
traffic.4,5 Modern AI models are rarely processed by a single server; they are distributed across 
clusters of GPUs and compute nodes. These nodes must constantly communicate with one 
another to share model parameters, gradients, and training data, which creates a massive amount 
of lateral traffic within a network. Traditional planning assumptions (e.g., burstiness, downlink 
dominance, human-paced interactions) will need to adapt to the new reality of AI and agentic AI 
traffic that lasts longer, demands more upstream capacity, and operates at software speed. 
Continuous measurement of AI-specific Key Performance Indicators (KPIs) and adaptive 
network architectures will be essential to sustain expectations for performance and user 
experience, particularly as network operators use agentic operations to assist with network 
management functions. 
 
 AI Inferencing: While AI inference traffic is currently negligible compared to dominant 
categories such as video streaming, observed growth rates are exceptional. Token-consumption 
data shows nearly 10x year-over-year growth, while some service provider measurements show 

 
1 “AI Impact on Wide Area Networks,” Cisco. (June 2026). Available at: 
https://www.cisco.com/c/dam/en/us/solutions/collateral/artificial-intelligence/mass-scale-infrastructure/ai-network-
traffic-report.pdf. 
2 Id. 
3 Supra, Note 1. 
4 “East-West” traffic refers to the movement of data between servers, devices, or nodes within a network, rather than 
moving into or out of the network. 
5 “No Time to Wait: The Accelerating Impact of AI on Campus and Branch Networks,” Cisco. (June 2026). 
Available at: https://www.cisco.com/c/dam/m/en_us/solutions/networking/ai-impact-campus-branch-
networks/documents/the-accelerating-impact-of-ai-on-campus-and-branch-networks.pdf. 

https://www.cisco.com/c/dam/en/us/solutions/collateral/artificial-intelligence/mass-scale-infrastructure/ai-network-traffic-report.pdf
https://www.cisco.com/c/dam/en/us/solutions/collateral/artificial-intelligence/mass-scale-infrastructure/ai-network-traffic-report.pdf
https://www.cisco.com/c/dam/m/en_us/solutions/networking/ai-impact-campus-branch-networks/documents/the-accelerating-impact-of-ai-on-campus-and-branch-networks.pdf
https://www.cisco.com/c/dam/m/en_us/solutions/networking/ai-impact-campus-branch-networks/documents/the-accelerating-impact-of-ai-on-campus-and-branch-networks.pdf


 

 

around 4x growth in just the last eight months.6 Sustained growth at these rates signals that AI 
traffic will become a meaningful component of overall network traffic by 2035.7 AI inference 
paths will also become strategic network assets, requiring high levels of resilience, observability, 
and differentiated treatment (e.g., Quality of Service (QoS) and path security).8 
 
 Enterprise Networks: In campus and branch networks—like the one that powers the 
Senate office building we are sitting in today—we have already seen customers report a 34% 
increase in traffic tied to AI workloads over the last 12 months, and they expect to see a 96% 
increase this coming year.9 Half of enterprise customers report that AI demand is concentrated on 
their Wi-Fi networks, and 73% of organizations already face or expect to face campus and 
branch capacity limitations within the next 24 months.10 This is largely because large majorities 
of organizations report increases in east-west traffic, latency-sensitive traffic, and continuous, 
automated AI traffic.11 While the large majority of AI to date has come from foundation models 
running on central infrastructure, we are seeing enterprises deploy more small language models, 
open-source models, and specialized models—such as vision and voice models—which can be 
distributed throughout the network. Each of these characteristics underscores the value of the 
FCC’s forward-thinking decision in 2020 to authorize the full 6 GHz band for unlicensed Wi-Fi 
use. Indeed, wireless leaders deploying 6 GHz-capable Wi-Fi networks report that the band is 
solving their congestion issues, enabling high-bandwidth applications, and supporting AI 
workloads and applications. These developments are translating into concrete economic benefits: 
one study reports that the U.S. 6 GHz decision will generate $1.2 trillion in economic value per 
year by 2027.12 
 
 Infrastructure: AI is driving the shift toward edge computing. Service providers must also 
consider "AI-native" traffic profiles for several reasons, including technical considerations, cost, 
and data sovereignty and security issues.  
 

• Technical: Physical AI use cases such as robotics, autonomous vehicles, and industrial 
automation could require sub-millisecond decision-making. If an autonomous robot sends 
data to a central cloud and has to wait for a response, the round-trip latency could be too 
high for safe, real-time operation.  

• Cost: AI operations generate massive amounts of data. For example, high-definition 
video analytics for public safety can generate terabytes of data daily. Backhauling that 
data to a central cloud is prohibitively expensive and creates massive network congestion. 

• Data Sovereignty and Security: Enterprises and governments are increasingly 
concerned about data sovereignty and security. Many customers have security or 
regulatory concerns about moving sensitive information across the public internet to a 
third-party cloud.  

 
 

6 Supra, Note 1.  
7 Id.  
8 Id.  
9 Supra, Note 5.  
10 Id.  
11 Id.  
12 Telecom Advisory Services, “Assessing the Economic Value of Wi-Fi in the United States” (September 2024), 
Available at: https://www.teleadvs.com/assessing-the-economic-value-of-wi-fi-in-the-united-states/.  

https://www.teleadvs.com/assessing-the-economic-value-of-wi-fi-in-the-united-states/


 

 

AI operations at the edge of the network address each of these challenges. Latency is 
dramatically reduced by cutting the distance data needs to travel. Processing data locally 
similarly allows for transmission of only the result to the cloud, reducing bandwidth and cloud-
related costs. And operating at the edge keeps sensitive data local, reducing the risk of 
interception or unauthorized access. 
 
 3. Networks Will Leverage AI for Increased Performance and Resiliency. 
 

While AI workloads present several challenges for network operators seeking to ensure 
seamless performance, reliability, and security, there is a tremendous opportunity to leverage AI 
to deliver new applications and better performance, infuse security into the fabric of the network, 
and manage the increased complexity. 
 
 Agentic Operations: Agentic AI will change the nature of traffic on the network, but it 
will also provide network operators new tools to operate at machine speed and deliver greater 
performance, efficiency, and security. For service providers, whose networks are the backbone of 
the entire digital economy, AgenticOps—the shift from manual, human-led network 
management to an autonomous, AI-driven operational model overseen by humans—is not just a 
luxury; it is a necessity for managing the exponential growth in traffic and the stringent latency 
requirements of AI-native applications. Cisco is helping service providers navigate the transition 
to AgenticOps by providing the infrastructure, telemetry, and intelligence required to manage the 
massive complexity of modern networks. Cisco’s products help service providers close 
"visibility gaps" in complex, distributed networks. Cisco’s deep visibility tools allow AI agents 
to map the entire path of a data flow across public and private infrastructure to identify the root 
cause of latency or packet loss in seconds rather than hours.  
 
 AgenticOps also allows the network to act as a self-healing system. Cisco’s AI-native 
tools enable the network to reroute traffic, adjust capacity, or reconfigure network nodes when 
the system detects performance degradation or an impending hardware failure.13 This 
dramatically increases uptime and reliability for mission-critical services. AI-driven networks 
can also help deliver greater energy efficiency by continuously optimizing network operations 
through intelligent automation using real-time telemetry.14 AgenticOps enables networks to 
dynamically adjust power usage, traffic routing, and resource allocation, allowing operators to 
power down underutilized components during low-demand periods and reduce energy 
consumption without compromising service quality.15    
 
 One of the most significant challenges for network operators is the talent gap in 
managing increasingly complex, software-defined networks. AgenticOps allows operators to 
automate repetitive, low-value tasks—such as ticket resolution, configuration updates, and 
routine maintenance. These tools also help close the workforce talent gap by lowering the barrier 

 
13 Masum Mir, “Leading the Next Era of Intelligent Connectivity,” (Oct. 28, 2025). Available at: 
https://blogs.cisco.com/news/leading-the-next-era-of-intelligent-
connectivity?dtid=osolie001456&utm_loc=ar&utm_lang=en.  
14 “Energy Management in the AI Era: Cisco’s Digital Transformation Advantage,” Available at: 
https://blogs.cisco.com/industries/energy-management-in-the-ai-era-ciscos-digital-transformation-advantage 
15 Id. 

https://blogs.cisco.com/news/leading-the-next-era-of-intelligent-connectivity?dtid=osolie001456&utm_loc=ar&utm_lang=en
https://blogs.cisco.com/news/leading-the-next-era-of-intelligent-connectivity?dtid=osolie001456&utm_loc=ar&utm_lang=en
https://blogs.cisco.com/industries/energy-management-in-the-ai-era-ciscos-digital-transformation-advantage


 

 

to entry and allowing more junior analysts to ramp up quickly. By automating these tasks, 
Cisco’s AI-enabled platforms can free network engineers to focus on higher-level architectural 
strategy and innovation, and free cybersecurity analysts to dedicate more time to strategic threat 
hunting and detection engineering.  
 
 Resiliency and Security: In an AgenticOps environment, the network transitions from a 
passive transport layer to the primary cybersecurity enforcement point. Cisco empowers service 
providers to implement AI-native security that operates at machine speed—a critical requirement 
in today’s dynamic threat landscape.16 By leveraging Cisco’s purpose-built Deep Network 
Models, we analyze traffic patterns in real time to distinguish between legitimate AI-driven 
workloads and malicious anomalies.17 This predictive capability allows our customers to identify 
vulnerabilities before they escalate. Should a device or service be compromised, the network can 
autonomously isolate the threat, halt lateral movement and safeguard the broader service 
provider infrastructure against sophisticated cyberattacks.18  
 
 Moreover, AI-native architectures enable network operators to simulate and validate 
cybersecurity patches on a digital twin of the network.19 This capability eliminates the “patching 
paradox”—where the fear of downtime prevents critical security updates—by ensuring that 
every change is tested for stability and performance at machine speed. To maintain essential 
human oversight in an AgenticOps environment, we enable network operators to leverage a 
collaborative interface that allows security engineers to visualize, discuss, and refine complex 
policies with AI assistance.20 This human-in-the-loop approach ensures that while our network 
operations run at machine speed, strategic security decisions remain guided by human expertise 
and transparent, shared visibility. 
 

AI-Enabled Network Applications: In addition to changes in traffic patterns, networks are 
moving toward AI-native platforms that will become the fabric of intelligent connectivity rather 
than a simple pipe. As network operators move compute toward the network edge—such as at a 
cell site where a tower sits—they will be able to run applications directly from the network.  
 

One promising application is Integrated Sensing and Communication (ISAC), which 
combines wireless communications and radio-frequency sensing to “see” objects’ position and 
path using radio waves that reflect off them. Unlike optical sensors, it can detect intrusion even 
in low-light conditions, through smoke, or around obstructions where traditional video analytics 
might fail. This technology has been prototyped and demonstrated already, and it holds great 
promise for autonomous systems and robotics, AI-driven smart facilities, and public safety.  
 

 
16 “Shields Up: Cisco Live Protect Closes Vulnerability Gap with Compensating Controls,” June, 2, 2026. Available 
at:  https://blogs.cisco.com/news/shields-up-cisco-live-protect-closes-vulnerability-gap-with-compensating-controls  
17“Cisco Hypershield – Our Vision to Combat Unknown Vulnerabilities,” Available at: 
https://blogs.cisco.com/security/cisco-hypershield-our-vision-to-combat-unknown-vulnerabilities.  
18 Id. 
19 See, https://www.cisco.com/c/en/us/products/collateral/security/hypershield/hypershield-
so.html#Solvingrealcustomerchallenges.  
20 See, https://blogs.cisco.com/ai/ai-canvas-controlled-availability.  

https://blogs.cisco.com/news/shields-up-cisco-live-protect-closes-vulnerability-gap-with-compensating-controls
https://blogs.cisco.com/security/cisco-hypershield-our-vision-to-combat-unknown-vulnerabilities
https://www.cisco.com/c/en/us/products/collateral/security/hypershield/hypershield-so.html#Solvingrealcustomerchallenges
https://www.cisco.com/c/en/us/products/collateral/security/hypershield/hypershield-so.html#Solvingrealcustomerchallenges
https://blogs.cisco.com/ai/ai-canvas-controlled-availability


 

 

Robotics: For example, ISAC enables the network to provide collision avoidance and 
path optimization, offloading some of the computational burden from the robot’s own 
onboard sensors and ensuring safer operations in complex industrial environments.  
 
AI-Driven Smart Facilities: By sensing occupancy and environmental changes through 
ISAC, the network can dynamically adjust energy, HVAC, and lighting systems in 
enterprise campuses. This creates "self-aware" buildings that optimize for both human 
comfort and energy efficiency. 
 
Public Safety: Because the network can act as a pervasive radar system to track objects 
in restricted areas, ISAC could support Counter-Unmanned Aircraft Systems missions 
leveraging commercial networks around a stadium or critical infrastructure.  

 
Cisco and its partners are already exploring this technology, having demonstrated an 

early version at NVIDIA’s GTC DC Conference last year and at Mobile World Congress 
Barcelona this spring.  
 

The network will also enable ‘Physical AI’, which is the integration of digital intelligence 
with physical action that allows machines to operate independently in environments where 
conditions change continuously.21 While traditional AI is confined to software-based analysis, 
physical AI is designed to interact with the physical world. Physical AI applications—whether a 
warehouse robot rerouting around an unexpected obstacle, robotics in a manufacturing facility, or 
intelligent transportation infrastructure—will drive significant demand and constraints on the 
network while also opening new business monetization opportunities for network operators. 
Demand is driven by several factors: 1) data collection from many types of sensors such as 
cameras for visual detail, lidar for depth, and radar for motion detection; 2) decision-making and 
reinforcement learning (where the model improves by attempting physical actions and receiving 
feedback to improve future action); and, 3) performing physical action through mechanical 
components like motors, conveyors, or robotic arms.22 

 
Each of these applications represents how AI is changing the network design: they 

require compute at the edge. They require an AI-native network core capable of integrating 
terrestrial and non-terrestrial networks and they require additional capacity to manage east-west 
traffic as agents, devices, and networks work in concert. Ultimately, Cisco envisions a 
combination of interoperable technologies to ensure ubiquitous, seamless, secure, and reliable 
connectivity for all end users, regardless of whether communications travel on wired, licensed, 
unlicensed, or satellite networks. 
 
4. Policy Considerations.  
 

As this Committee considers the changing landscape, I offer three suggestions that will 
help enable continued U.S. leadership and better outcomes for American consumers and 
businesses.  
 

 
21 See, https://www.cisco.com/site/us/en/learn/topics/artificial-intelligence/what-is-physical-ai.html.  
22 Id.  

https://www.cisco.com/site/us/en/learn/topics/artificial-intelligence/what-is-physical-ai.html


 

 

First, we must work together to protect American leadership in AI and compute and 
remain focused on building an American AI-native tech stack for wireless networks. However, 
we cannot wait for 6G standards to begin deployment; and we aren’t. Through the AI-WIN 
partnership, Cisco, NVIDIA, MITRE, Booz Allen Hamilton, ODC, and T-Mobile are 
collaborating to develop America’s first AI-native wireless telecommunications stack, while also 
developing innovative technologies to support new use cases in 5G-Advanced networks. We seek 
to leverage American leadership in AI and compute to demonstrate technical success through 
real-world deployments, ultimately shaping international standards to meet American companies 
where the technology is moving. I encourage Congress to lean in on areas where the United 
States has a strategic leadership role, such as compute, core networking, and applications.  
 

Second, as compute infrastructure becomes more distributed and moves closer to the 
network edge, service providers may face increased infrastructure demands. Policies that enable 
the responsible and efficient permitting and deployment of this infrastructure will be essential to 
helping service providers offer new services as the network becomes an AI-native platform. 
Additionally, as Congress considers the future of the Universal Service Fund, we encourage you 
to consider how these changes in network traffic will affect the operational costs borne by rural 
health care facilities, service providers, and schools, regardless of whether they are rural or 
urban. 
 

Finally, I encourage this Committee to continue its bipartisan approach to a balanced 
spectrum policy. As WRC-27 approaches, the United States needs to maintain its global 
leadership and expand its support for unlicensed operations in the 6 GHz band, including by 
authorizing higher-power operations and allowing expanded use in key enterprise environments. 
Likewise, the 800 MHz of spectrum made available for mobile use will be essential to enabling 
the connectivity needed to power new applications on AI-native networks, including the volume 
of uplink traffic we expect to see.  
 
5. Conclusion. 
 

We are at an exciting inflection point in how AI is transforming our communications 
networks. As Cisco works with service providers, critical infrastructure operators, enterprises, 
and governments to deploy the foundational infrastructure of the AI era, we are proud to offer 
our expertise to this Committee and to Congress to help shape a technology future that connects 
consumers, businesses, and communities. Thank you for the invitation to testify, and I look 
forward to answering your questions.   
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The AI Impact on Wide Area Networks report represents the key findings and takeaways from a research 
initiative led by Cisco Systems, Inc. The report combines real-world traffic analysis (using the assurance tool 
Cisco Crosswork Assurance User Experience), third-party industry data, and Cisco controlled lab tests of AI 
agents. It explores how AI-driven traffic differs from traditional non-AI web traffic, with a focus on the impact 
of agentic AI traffic and the implications for network design, capacity planning, and assurance. 

What sets the report apart is it’s based on real-world traffic data including an early lens on agentic AI traffic 
(currently small but growing fast) that lets us start to see and measure a new class of AI network traffic and 
understand the implications. The report includes:

• Direct measurement of live AI inference traffic across service provider networks

• Empirical tests of AI traffic characteristics to train models that identify and track AI flows with precision

• A repeatable measurement framework and baseline to track AI traffic evolution and forecasting on an 
annual basis

About the report
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Key Findings
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AI inference traffic is small today—but is growing extremely 
fast. 
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Agentic AI fundamentally amplifies network usage.

A, agents act as network “power users,” oSerating at soItZare sSeed 
rather than hXPan sSeed. (PSirical testing shoZs�

• 8S to 450% more total traffic is generated Ser tasN Zhen SerIorPed E\ 
an agent.

• ASSro[iPatel\ 70% of that traffic is AI inference� PaNing inIerence 
Saths Pission�critical.

• 7he connectivit\ EetZeen agent logic and A, Podels eIIectivel\ 
EecoPes the agent·s “spinal cord”³a critical deSendenc\ ZhereE\ an\ 
netZorN degradation directl\ iPSairs agent IXnctionalit\.

AI traffic impact by 2035*
Enterprise networks:
:ithoXt agentic A,� enterSrise traIIic is SroMected to groZ E\ aEoXt 2.�[ 
over the ne[t decade. :ith agentic A, adoStion� traIIic groZth coXld 
increase E\ aEoXt 9x� driven E\ aXtonoPoXs tasN e[ecXtion and inIerence�
heav\ ZorNIloZs. 

Consumer networks:
ConsXPer A, adoStion is accelerating and Zill reach near�Xniversal Xsage 
E\ the Pid�20�0s. A, and agentic A, are SroMected to increase consXPer�
driven netZorN traIIic E\ aEoXt 6.6x� reSresenting aEoXt 6�� additional 
groZth coPSared to non�A, scenarios³PaNing this the doPinant driver oI 
overall internet traIIic e[Sansion. A, inIerence traIIic is SroMected to Ee 2�� 
oI total netZorN traIIic E\ 20��.

*Source: Cisco model

70% 
oI that traIIic is A, inIerence

450%  
Pore total traIIic

A, agents

Network latency is not the dominant bottleneck—yet.

(nd�to�end A, inIerence latenc\ is driven SriParil\ E\ Podel Srocessing� 
t\Sicall\ ranging IroP hXndreds oI Pilliseconds to several seconds. 
1etZorN latenc\ is cXrrentl\ sPall enoXgh and does not \et MXstiI\ 
large�scale architectXral shiIts toZard edge inIerence SXrel\ Ior latenc\ 
reasons. ,nIerence hardZare iPSrovePents Zill lead to netZorN latenc\ 
EecoPing Pore relevant� and Ze are alread\ seeing SrooI Soints oI that. 
0easXring and assXring the A, inIerence e[Serience is EecoPing critical 
Ior Serceived service TXalit\.

63%
additional groZth 

netZorN traIIic

A, and agentic A,

�s a � seconds Ior A, inIerence 
latenc\ vs. a 20��0 Pilliseconds 

Ior netZorN latenc\
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Takeaways
• AI and agentic AI will not just increase traffic volume—they will change traffic shape, symmetry, duration, 

and criticality.

• AI inference paths will become strategic network assets, requiring high levels of resilience, observability, 
and differentiated treatment, for example, Quality of Service (QoS) and path security.

• Traditional planning assumptions (burstiness, downlink dominance, human-paced interactions) will need to 
adapt to the new reality of AI and agentic AI traffic that lasts longer, demands more upstream capacity, 
and operates at software speed.

• Continuous measurement of AI-specific Key Performance Indicators (KPIs) and adaptive network 
architectures will be essential to sustain expectations for performance and user experience.

This report marks the first step in ongoing research on the impact of AI on network traffic. As AI adoption 
deepens across enterprises and consumers, future research work will refine projections, validate emerging 
patterns, and guide operators in evolving their networks for an AI-driven world.
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Introduction

AdoStion oI A, and A,�Eased aSSlications sXch as A, agents is groZing at a ver\ Iast Sace. ,n 
a Cisco reSort Zith 2Pdia� �0� oI e[ecXtives vieZ agentic A, as critical to coPSan\ sXrvival 
E\ 202�2. 2ther indXstr\ reSorts conIirP siPilar groZth SroMections Ior Eoth enterSrises and 
consXPer A, aSSlications. ,n this conte[t� service Sroviders and organi]ations rXnning large�
scale netZorNs need to evalXate hoZ the SroliIeration oI A, is going to iPSact netZorNs in 
terPs oI traIIic groZth� Satterns� or other characteristics.

7his reSort is the Iirst in an annXal series Zhere Ze Zill share Ne\ Iindings and iPSlications to 
helS netZorN leaders PaNe decisions on the evolXtion oI their netZorN inIrastrXctXre. Cisco 
has initiated research on A, traIIic Satterns and hoZ the\ diIIer IroP non�A, ZeE�Eased 
transactions� Zith a sSeciIic lens on agentic A, traIIic and aSSlications. 7he data Sresented 
in the reSort is Eased on real traIIic data anal\sis IroP Cisco Crosswork Assurance User 
Experience� Cisco ePSirical tests� and third�Sart\ reSorts.

2  Cisco reSort 7he 5ace to Agentic A,� :h\ ,nIrastrXctXre :ill 0aNe or %reaN :orNIorce 7ransIorPation.  
https://www.cisco.com/c/dam/en/us/solutions/collateral/artificial-intelligence/race-to-agentic-ai-report.pdf
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Data analysis and findings
Data volume growth
7he Iirst TXestions netZorN oSerators are tr\ing to ansZer are ´+oZ PXch A, traIIic Zill e[ist"µ and ´+oZ Zill this 
traIIic iPSact oXr netZorN"µ 

A, traIIic� in this case� reIers to A, inIerence traIIic Zhich IloZs across the :A1 EetZeen the device reTXesting 
Podel inIerence and the data center or location Zhere the Podel is hosted and the inIerence haSSens. ,nside data 
centers� teraE\tes oI traIIic IloZs are haSSening dXring A, Podel training� EXt that traIIic is not crossing the :A1� 
e[ceSt Ior large data transIers Ior A, training SXrSoses. 

7he actXal volXPe oI A, inIerence traIIic is still negligiEle coPSared Zith other t\Ses oI traIIic� sXch as video 
streaPing� and Zill liNel\ rePain ver\ loZ in relative terPs in the near terP. +oZever� there are ver\ signiIicant 
groZth rates� 

• 7oNen consXPStion groZth oI �0[ \ear�over�\ear in 2Sen5oXter A, IroP 'ecePEer 202� to 'ecePEer 202�.�3

Jan 13, 2025 Feb 17

8T

Token usage across models on OpenRouter

6T

4T

2T

Mar 24 Apr 28 Jun 2 Jul 7 Aug 11 Sep 15 Oct 20 Nov 24 Dec 29

LLM Leaderboard

Figure 1. OpenRouter token consumption CY2026

Source: Openrouter.ai

3 2Sen5oXter� //0 /eaderEoard. https://openrouter.ai/rankings#leaderboard
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7raIIic anal\sis Zith data IroP tZo service Sroviders shoZs consistent traIIic groZth Ior A, inIerence over a siPilar 
Seriod� 4x traffic growth over a period of eight months oI traIIic Ponitoring. 
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Figure 2. AI inference traffic volume evolution

Source: Cisco data

A, inIerence services are Xsing Eoth 7ransPission Control 3rotocol �7C3�� and 4XicN 8'3 ,nternet Connections 
�48,C��Eased transSort. 7he sSlit in terPs oI nXPEer oI IloZs is alPost �0�� Zhile in terPs oI data volXPe 48,C 
reSresents ���.

Implications: :hile A, inIerence traIIic is still loZ in aEsolXte terPs� sXstained high groZth rates Zill resXlt into 
a relevant Sortion oI all traIIic over tiPe. Clearl\� the adoStion oI A, E\ aSSlications and Xsers is driving Iast 
groZth. 7he adoStion oI 48,C as transSort Ior A, inIerence Sresents encr\Stion challenges Ior '3, s\stePs to 
detect traIIic at the aSSlication la\er.
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Data flow length
A, inIerence IloZs Sresent diIIerent characteristics coPSared to non�A, ZeE traIIic. :hile not draPatic� these 
diIIerences Pa\ iPSact caSacit\ Slanning. Anal\sis oI data IloZ length shoZs diIIerences EetZeen A, inIerence 
IloZs versXs regXlar ZeE transactions. 

Statistically, AI inference flows last 2x longer than regXlar ZeE transactions. 
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Figure 3. Flow duration distribution of AI inference flows vs. non-AI web transactions

Source: Cisco data

7he Pain driver is the Za\ A, inIerence traIIic generates content� one toNen at a tiPe� resXlting in longer and loZer 
rate IloZs coPSared to other IloZs. 

Implications: )or ´IloZ�aZareµ netZorN s\stePs that PXst NeeS state Ior IloZs in taEles� the SroliIeration oI 
A, inIerence IloZs that last longer Peans groZing IloZ taEles Zill need to Ee eIIectivel\ Slanned. 2ver tiPe� 
secXrit\ and IloZ�aZare netZorN s\stePs are liNel\ to EecoPe Pore distriEXted to coSe Zith IorZarding state 
groZth� siPilar to the aSSroach Xsed E\ Cisco Hypershield™.



© 2026  Cisco and/or its affiliates. All rights reserved.  | 12

AI Impact on Wide Area Networks: Cisco 2026 report

Data flow rate
5elated directl\ to the IloZ length� the data IloZ rate Ior A, inIerence IloZs shoZs a diIIerent Sattern coPSared to 
regXlar ZeE transactions. Median flow rate is 10x larger for regular web transactions compared to AI Inference 
flows. 
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Figure 4. Flow rate distribution of AI inference flows vs. non-AI web transactions 

Source: Cisco data

7he Pain reason Ior this diIIerence is the Srocess that generates the data in A, inIerence. A data IloZ that occXrs 
one token at a time is liNe having a ´shaSerµ aSSlied to the data IloZ. 5egXlar ZeE traIIic IloZs SeaN PXch higher� 
as the content can Ee retrieved IroP Zherever it is stored and delivered to the Xser. 

Implications: 'iIIerent Pedian average�traIIic and SeaN�to�average rates Pa\ reTXire diIIerent 4o6 settings in 
the netZorN to Panage A, inIerence traIIic versXs non�A, inIerence ZeE transactions. 
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Traffic asymmetry
3otential changes in traIIic as\PPetr\ are e[Sected Zith A, inIerence traIIic. 1etZorN traIIic as\PPetr\ varies 
deSending on access t\Se �PoEile vs. Zireline netZorNs� and services. 0oEile netZorN traIIic tends to Ee Pore 
XSstreaP heav\ dXe to social netZorNing� Zith Pore content sent XSstreaP coPSared to Zireline netZorNs. 

Anal\sis oI A, inIerence IloZs versXs non�A, ZeE transactions shoZs clear diIIerences in traIIic s\PPetr\. As 
)igXre � shoZs� in A, inIerence traIIic� 9% of flows have more upstream traffic than downstream traffic 
coPSared to other +773 transactions� Zhere this occXrs in onl\ aEoXt 0.�� oI the IloZs. 
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Figure 5. Traffic flow symmetry of AI inference flows vs. non-AI web transactions

Source: Cisco data

:e Ioresee this trend IXrther consolidating and growing. 7he reason Ior this diIIerence is the Iact that A, 
inIerence reTXests oIten caStXre a groZing aPoXnt oI conte[t in the SroPSt in order to SrodXce a relevant 
resSonse. As adoStion oI agentic A, groZs� Pore signiIicant changes to netZorN traIIic s\PPetr\ Satterns can Ee 
e[Sected. Agents Zill caStXre continXoXs conte[t as tasNs are e[ecXted� and this state needs to Ee inserted into 
the SroPSts. 

Implications: 3articXlarl\ Ior radio caSacit\ Slanning� traIIic s\PPetr\ assXPStions are a relevant Iactor. As 
adoStion oI A, inIerence and agentic A, groZs� it Zill Ee iPSortant to tracN the evolXtion oI traIIic s\PPetr\� as 
it Zill continXe decreasing over tiPe. 
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Network latency impact
/arge /angXage 0odel �//0� inIerence reTXests tend to have signiIicantl\ higher latenc\ than t\Sical ZeE 
A3, calls� and the resSonse tiPes can Ee Pore variaEle. 7raditional ZeE aSSlication 5(67 A3,s oIten strive Ior 
sXEsecond or even sXE��00�Pillisecond �Ps� resSonse tiPes. )or instance� a good API response time is typically 
below 100 ms in Pan\ ZeE scenarios. %\ contrast� even short //0 TXeries incXr resSonse tiPes oI hXndreds 
oI Pilliseconds MXst to Eegin SrodXcing an oXtSXt� and IXll resSonses oIten taNe seconds. //0 latenc\ can Ee 
Podeled as IolloZs�

Latency = Time To First Token (TTFT) + Time Per Output Token (TPOT) × Number of output tokens

77)7 is the initial overhead to Srocess the SroPSt� and 7327 is the generation tiPe Ser toNen. 7his Peans latenc\ 
groZs Zith oXtSXt length. )or e[aPSle� 2SenA, *37��.24 Pight taNe on the order oI � Ps Ser toNen� and AnthroSic 
ClaXde 2SXs �.� aEoXt 20 Ps Ser toNen. A 100-token GPT-5.2 answer could take about 1 second� and a 
Pa[iPXP�length 600�toNen ansZer coXld aSSroach �.� seconds. 7here is Zide variaEilit\ aPong //0s� Podel 
Sroviders� iPSlePentations� and the hardZare Xsed Ior inIerence. 

4  //0 /eaderEoard³CoPSarison oI over �00 A, Podels IroP 2SenA,� *oogle� 'eeS6eeN 	 2thers. 
https://artificialanalysis.ai/leaderboards/models

Implications: A, inIerence latenc\ varies Zidel\ IroP a IeZ hXndred Pilliseconds to PXltiSle seconds. 1etZorN 
latenc\ is still at this Soint a ver\ sPall coPSonent oI the total end�to�end inIerence latenc\. ,nIerence 
hardZare is� hoZever� evolving and EecoPing PXch Iaster. As inIerence accelerates� the netZorN latenc\ 
coPSonent Sla\s a Pore relevant role on the end�to�end Serceived e[Serience. 1etZorN latenc\ Zill EecoPe a 
Ne\ Iactor Ior inIerence distriEXtion� coPEined Zith others liNe scale� data sovereignt\� and secXrit\. Additionall\ 
6ervice 3roviders Zill need to Ponitor the actXal A, inIerence latenc\ that the cXstoPer is e[Seriencing� as it·s 
a Ne\ Iactor in Serceived Xser e[Serience. :ith Cisco� CrossZorN AssXrance� it is SossiEle to PeasXre Ne\ A, 
inIerence .3,s across diIIerent netZorN endSoints� along Zith netZorN and service .3,s.
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In addition to AI Inference flows, 
agentic AI as an AI application 
deserves a special focus due to 
its transformational impact and the 
implications for networks. 

AI agents are software processes 
that use an AI model as a brain to 
make decisions. Then, depending 
on the type of agent, multiple tools 
are used to complete specific tasks 
or goals. 

There are three main sources or 
destinations of data in an agent 
(see Figure 6):

• The agent itself (where the agent 
code runs)

• The AI model (where AI 
inference happens)

• The tools and/or sources of data 
for the agent

ODR Agent

OpenAI

Web proxy tool 

websites

Figure 6. AI Agent testing environment 

Source: Cisco

Agentic AI traffic patterns
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)or e[aPSle� Ze are Xsing an 2Sen 'eeS 5esearch agent IroP /angchain� �other agents Zill Eehave siPilarl\�. 
/et·s anal\]e Zhat haSSens Zhen a given tasN is reTXested to the agent �see )igXre ��.

Task: "For Cisco, gather public IR, socials, news, bets, partnerships, exec bios and social posts, 
organization, announcements, competitive"

Data sources

OpenAI

Agent triggered traffic
26.8MB

web sources analyzed

44
Agent-driven traffic growth

450%

Agent

74KB

5.9MB

11MB

3.8MB

5.9MB

74KB

LLM Inference traffic
70%

Web proxy 

44 different sources explored (via Web proxy tool)

Figure 7. AI agent traffic flows 

Source: Cisco

A reTXest to an agent generates a signiIicant aPoXnt oI netZorN traIIic EetZeen the diIIerent coPSonents oI the 
agent. 2verall� the netZorN traIIic generated or triggered E\ the agent is PXch larger than the netZorN traIIic 
generated iI the saPe tasN Zas SerIorPed PanXall\ E\ a hXPan. ,n oXr e[aPSle there is a 450% increase in 
traffic associated Zith Xsing an agent� and notaEl\� 70% of that new incremental traffic is AI inference. 

7he IolloZing are Ne\ considerations related to A, agent Eehavior and its interaction Zith and deSendenc\ on the netZorN�

• A, agents act as netZorN power users. Agents consXPe cloXd and netZorN resoXrces at software speed� 
coPSared to Zhen these tasNs are SerIorPed PanXall\ at human speed. 7his resXlts in a signiIicant increase in 
netZorN traIIic.

• A, inIerence traIIic is not onl\ a signiIicant Sortion� EXt the critical Sortion oI traIIic that is necessar\ Ior the agent 
to oSerate. 7he netZorN Sath EetZeen the agent code and the A, Podel can Ee considered the agent·s ‘spinal 
cord’. An\ IailXre or constraint in that coPPXnications Sath Zill signiIicantl\ iPSact the agent·s aEilit\ to oSerate. 

5  2Sen 'eeS 5esearch� https://github.com/langchain-ai/open_deep_research/tree/main
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Agent’s Spinal Cord

LLM

LLM

LLM

• On-device

• On-prem

• Private DC

• Public cloud

• [On-device]

• On-prem

• Private DC

• Public cloud

[MCP]

[MCP]

[MCP]

Tool_A Tool_B Tool_C

Agent

The new critical path

Figure 8. AI Agent traffic pattern and new critical path

Source: Cisco

Implications: As agentic AI adoption grows in both enterprise and consumer applications, network traffic will 
grow accordingly, primarily driven by the adoption of agents in user tasks. In that process, AI inference traffic 
will grow significantly as it is a large percentage of AI agent-driven traffic. Resiliency at the network level for 
communication paths is critical for AI inference across the agent ‘spinal cord’ between the agent code and the 
model.
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Looking ahead
7his reSort e[Slores the Eehavioral diIIerences and sSecial characteristics oI A, inIerence traIIic and agentic A, to 
Xnderstand the iPSact the traIIic can have on the netZorN. 

2Xr ne[t steS is to envision Zhat the IXtXre oI netZorN traIIic Pa\ looN liNe as consXPer and enterSrise adoStion 
increases Ior these technologies.

7his reSort Srovides SroMections throXgh 20��. :hile long�terP Podeling involves inherent Xncertaint\� the 
oEMective is to sXSSort service Sroviders and netZorN oSerators Zith e[tended Slanning hori]ons. As additional 
data EecoPes availaEle and Podels are reIined� XSdated SroMections Zill Ee issXed in IXtXre reSorts.

6  Gartner press release� *artner 3redicts �0� oI (nterSrise ASSs :ill )eatXre 7asN�6SeciIic A, Agents E\ 2026� 8S IroP /ess 
7han �� in 202�. 

7  Source: Cisco report The Race to Agentic AI: Why Infrastructure will make or break workforce integration.

8  ,%0� Agentic AI’s Strategic Ascent.

Enterprise usage of agentic AI and network impact: 2026-2035
Agentic A,� Zith aXtonoPoXs� action�taNing A, agents� is onl\ at the earl\ stages oI enterSrise Xsage� EXt 
PoPentXP is raSidl\ EXilding. Anal\sts note that adoStion in 202��202� Zas nascent �IeZer than �� oI enterSrise 
aSSlications had A, agents in 202�6�� \et organi]ations across indXstries are alread\ Slanning Ior ZidesSread 
iPSlePentation. .e\ SroMections Ior the Pid�2020s inclXde�

• By 2026: *artner Iorecasts that 40% of enterprise applications will include integrated, 
task-specific AI agents� XS IroP less than �� in 202�. 7his reIlects a raSid shiIt IroP 
siPSle chatEots toZard Pore caSaEle agents ePEedded in soItZare tools �Ior e[aPSle� 
A,�driven assistants in CXstoPer 5elationshiS 0anagePent >C50@� (nterSrise 5esoXrce 
3lanning >(53@� and ,7 service PanagePent aSSlications�.

• By 2027: 6Xrve\s shoZ adoStion accelerating \ear�over�\ear. A Cisco 5eSort� shoZs 
that E\ 202�� �0� oI e[ecXtives Eelieve their coPSan\·s coPSetitive sXrvival Zill deSend 
on agentic A,.7 ,n ,%0·s 202� gloEal e[ecXtive sXrve\� 2�� oI EXsiness leaders said the\ 
alread\ have A, agents taNing indeSendent action in their oSerations³and 67% expect 
to have AI agents autonomously making decisions in workflows by 2027.8 (ven in 
regXlated doPains� e[ecXtives anticiSate that agents Zill aXtoPate signiIicant ZorN 
�Ior e[aPSle� an average oI 29% say they will automate risk and compliance tasks 
by 2027 in leading IirPs�.

40%
oI enterSrise aSSlications 

Zill inclXde integrated�  
tasN�sSeciIic A, agents

%\ 2026

80%
Eelieve their coPSan\·s 
sXrvival Zill deSend on 

agentic A,.

%\ 202�
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7hese earl\ SroMections Xnderscore that agentic AI usage is moving from experimental to strategic. 
2rgani]ations are la\ing the groXndZorN throXgh investPents in generative A, SlatIorPs and aXtoPation� Zhich Zill 
Save the Za\ Ior deSlo\ing aXtonoPoXs agents.9 Cost redXction and SrodXctivit\ gains are Ne\ Potivators Ior earl\ 
adoSters ���� cite these as SriPar\ drivers�. %\ 202�� Pan\ enterSrises Zill have Srogressed IroP Slanning and 
Silots into active Xse oI A, agents in da\�to�da\ oSerations.

7he Xse oI A, agents Zill EecoPe coPPonSlace in EXsiness Srocesses. *artner anal\sts Sredict that E\ 202�� 
“one-third of all user interactions with software will shift from traditional apps to agentic AI-driven 
interfaces,”10 illXstrating hoZ Servasive these agents Zill Ee in ever\da\ ZorNIloZs. ,n cXstoPer oSerations� 
*artner e[Sects that 80% of routine customer service issues will be handled autonomously by AI agents by 
2029.11

/ooNing IXrther ahead� indXstr\ e[Serts anticiSate continued acceleration of agentic AI adoption into the 2030s� 
Zith these A, ´co�ZorNersµ EecoPing XEiTXitoXs across EXsiness doPains.

9  2Pdia� New Omdia Analysis 6hoZs Agentic A, 2XtSacing *roZth 5ates oI 7raditional *enerative A,� 6eStePEer 202�. 

10   Gartner press release

11   Gartner press release

12   Gartner press release 

Key forecasts and expectations for the mid-2030s include:

• Enterprise Software Revolution: *artner SroMects that E\ 20��� agentic A, Zill 
drive aSSro[iPatel\ 30% of all enterprise application software revenue� e[ceeding 
$450 billion gloEall\ �XS IroP MXst 2� oI soItZare revenXe in 202��.12 ,n essence� 
nearl\ one�third oI the enterSrise soItZare ParNet Pight Ee attriEXtaEle to A, agent 
caSaEilities E\ 20�� ² a radical shiIt in a decade. At that stage� Post enterSrise 
soItZare is e[Sected to have A, agents deeSl\ ePEedded� and neZ soItZare 
EXsiness Podels Zill revolve aroXnd aXtonoPoXs IXnctionalit\.

• New Normal of Work: %\ 20��� the enterSrise environPent Zill liNel\ IeatXre hXPans and A, agents ZorNing 
side E\ side in Post EXsiness Srocesses. *artner descriEes a dePocrati]ed IXtXre state Zhere ePSlo\ees 
roXtinel\ create or cXstoPi]e A, agents on�dePand� and aXtonoPoXs agents orchestrate coPSle[ ZorNIloZs 
across deSartPents.

30%
oI all enterSrise 

aSSlication soItZare 
revenXe� e[ceeding 

$450ãbillion  
gloEall\
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%\ the Pid�20�0s agentic AI is no longer viewed as an emerging technology, but rather as a standard 
component of enterprise operations. CoPSanies sloZ to ePErace aXtonoPoXs A, Pa\ Iind thePselves at a 
coPSetitive disadvantage. 2verall� the consensXs is that the 2020s are the adoption decade for agentic AI, and 
the 2030s will be the era of its maturation and full integration into the IaEric oI EXsiness.

%ased on the data caStXred IroP indXstr\ reSorts� the IolloZing caStXres a SroMection Podel Ior agentic A, 
Senetration in enterSrise tasNs IroP 2026 to 20��.

100%
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40%
30%
20%
10%
0%

2025 2026 2027 2028 2029 2030 2031 2032 2033 2034 2035

Estimated penetration of Agentic AI in Enterprise tasks
(2026-2035)

Figure 9. Projected adoption of agentic AI in enterprise tasks

Source: Cisco model

Considering the netZorN iPSlications oI Xsing A, agents to aXtoPate tasNs and the Iorecasted agentic A, 
Senetration� )igXre �0 shoZs the overall iPSact on netZorN traIIic driven E\ enterSrise services and agentic A, 
adoStion IroP 2026�20��.

2025
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1000%

800%

600%

400%

200%

0
2026 2027 2028 2029 2030 2031 2032 2033 2034 2035

Enterprise Services Network Traffic Projection 2026-2035
driven by Agentic AI adoption

Agentic AI Enterprise traffic Enterprise Network Traffic
with Agentic AI

Enterprise Network Traffic
without Agentic AI

Figure 10. Projected impact of agentic AI in enterprise services network traffic (% increase)

Source: Cisco model

:ithoXt agentic A,� enterSrise traIIic ZoXld Ee e[Sected to groZ E\ aEoXt 2�0� over the Seriod 2026�20��. +oZever� agentic 
AI will bring significant disruption and impact to enterprise network usage, driving 9x traffic growth.
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Consumer Usage of AI and Agentic AI and network impact: 2026-2035 
A, is raSidl\ EecoPing ePEedded in ever\da\ consXPer liIe and is Soised Ior an even Pore draPatic sXrge in 
adoStion. .e\ drivers inclXde generative AI chatbots and assistants �sXch as Chat*37�, AI in gaming and 
entertainment, AI-powered image and video generation, smart apps for shopping and banking, and the rise 
oI augmented reality (AR) e[Seriences that rel\ on cloXd A, inIerence. Agentic A, Zith aXtonoPoXs A, agents that 
can act on a Xser·s EehalI is also ePerging in Sersonal aSSlications.

ConsXPer adoStion oI A, reached a tiSSing Soint in the Pid�2020s. 6Xrve\s in Pid�202� 
IoXnd that 61% of adults in the U.S. had used AI in the past six months, Zith aEoXt 
19% using AI daily.13 6caled gloEall\� this eTXates to roXghl\ 1.7 to 1.8 billion people 
ZorldZide Zho have accessed A, tools� inclXding 500 to 600 million daily users. 7his 
e[Slosive groZth has coPe MXst a IeZ \ears aIter the advent oI PainstreaP generative 
A, �Chat*37 laXnched in late 2022�� indicating an XnSrecedented Sace oI consXPer 
technolog\ adoStion.

By 2030� Pan\ anal\sts SroMect that A, Zill Ee as coPPon in dail\ liIe as sPartShones are 
toda\. *artner sXggests that A, Zill Ee deeSl\ integrated into dail\ activities� Ior instance� 
E\ 202� a large share oI EXsiness SXrchases Pa\ Ee handled E\ A, agents�14 and the 
consXPer realP is on a siPilar traMector\. Cogni]ant and 2[Iord (conoPics Iorecast that 
AI-driven purchasing will account for about 46% of all consumer transactions in the 
U.S. by 2030.15 ,n other Zords� nearl\ halI oI consXPer sSending coXld Ee inIlXenced or 
e[ecXted E\ A, �Zith siPilar IigXres oI �6� in *erPan\ and ��� in AXstralia�. 

%\ the earl\ 20�0s� Ze can e[Sect most consumers to regularly rely on AI³either 
conscioXsl\ �sXch as asNing a chatEot or Xsing an A, assistant� or Eehind the scenes 
�A,�SoZered IeatXres in aSSs� aSSliances� and vehicles�. As A, EecoPes Pore trXsted 
and integrated� occasional Xsers toda\ are liNel\ to EecoPe dail\ Xsers E\ 20�0. 0enlo 
9entXres anal\sts e[Sect consXPer A, adoStion to XltiPatel\ catch up to enterprise AI in 
Eoth Xsage rates and econoPic valXe� given the Eroader reach into the general SoSXlation.

%\ 2035� SroMections tend to converge on the assXPStion that A, Zill Ee nearl\ XEiTXitoXs Ior an\one Xsing 
connected technolog\. AlthoXgh Srecise Senetration Sercentages Ior 20�� are scarce� it·s reasonaEle to e[Sect 
global consumer AI usage to approach close to 90% to 100% of internet users by the mid-2030s, eIIectivel\ 
Peaning billions of people interacting with AI daily. A, Zill liNel\ EecoPe a deIaXlt la\er in devices and services³
PXch liNe EroadEand or electricit\³largel\ invisiEle� \et indisSensaEle.

13  0enlo 9entXres� 202�� The State of Consumer AI. 

14  1etZorNZorld� AI’s Dark Side Shows in Gartner’s Top Predictions for IT Orgs� 2ctoEer 202�.

15   Cogni]ant� Cognizant Study Shows Consumers Who Embrace AI Could Drive $4.4 Trillion in Spending Over Five Years� 
-anXar\ 202�.
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A PaMor trend in this Seriod is the rise oI agentic AI� Zhere aXtonoPoXs A, agents can 
Sroactivel\ SerIorP tasNs Ior Xsers. 7hese range IroP personal shopping bots that Iind 
and EX\ SrodXcts Ior \oX to A, assistants that Panage schedXles� Iinances� or hoPe 
devices Zith PiniPal oversight. ,ndXstr\ IXtXrists Sredict that E\ 20�0� Sersonal A, 
assistants Zill act as consXPer Sro[ies³screening oIIers� negotiating deals� and aXtoPating 
decisions. 0organ 6tanle\ reSorts that as oI late 202�� roXghl\ 23% of Americans had 
made a purchase using AI in the past month.16 7he reSort e[Sects “agentic shoppers” to 
account for 10% to 20% of all e-commerce spending in the U.S. by 2030.

16  0organ 6tanle\� +ere CoPe the 6hoSSing %ots� 'ecePEer 202�. https://www.morganstanley.com/insights/articles/
agentic-commerce-market-impact-outlook

17  4XantXP%lacN� A, E\ 0cNinse\� 7he Agentic CoPPerce 2SSortXnit\� How AI Agents Are Ushering in a New Era Ior 
ConsXPers and 0erchants� 2ctoEer 202�. 

$3 to $5 trillion

of global retail revenue 
could be orchestrated by 

AI agents

%\ 20�0

23%

of Americans had made a 
purchase using AI in the 

past month

%\ 20�0

a majority of 
consumers 
worldwide 

will likely use 
AI assistants 
and tools as 
routinely as 
they use the 

internet

%\ 20�0

*loEall\� the iPSact oI agentic consXPer A, coXld Ee enorPoXs. 0c.inse\ research 
Iorecasts that E\ 20�0� $3 to $5 trillion of global retail revenue could be orchestrated 
by AI agents that anticiSate needs and e[ecXte SXrchases aXtonoPoXsl\.17 7his ZoXld 
Ee a seisPic shiIt in hoZ consXPers Iind and EX\ SrodXcts³a change on the order oI the 
original e�coPPerce revolXtion EXt Sotentiall\ occXrring at a PXch Iaster rate. Agentic A, 
isn·t liPited to shoSSing� siPilar aXtonoPoXs assistance inclXdes Sersonal Iinance �A, Eots 
oStiPi]ing investPents or EXdgets�� travel �A, agents Slanning triSs end to end�� and even 
health �A, assistants schedXling doctor visits or Panaging Pedications�.

,I even a Iraction oI that agent�Pediated SaradigP e[tends to consXPers� E\ 20�0� a 
t\Sical individXal Pight roXtinel\ rel\ on an A, agent to handle a host oI dail\ tasNs� IroP 
grocer\ reSlenishPent to Iiltering incoPing inIorPation. ,n short� agentic AI adoption� 
Zhile nascent toda\� is slated to EecoPe a PainstreaP asSect oI consXPer liIe in the 
2026�20�� tiPeIraPe� essentiall\ giving SeoSle a ´digital Sersonal assistantµ that is 
continXoXsl\ ZorNing on their EehalI. 

The device landscape for consumer AI is also broadening. 7he sPartShone rePains 
Ning in sheer nXPEers� EXt A, is SerPeating oXr hoPes� ZearaEles� cars� and ePerging A5 
interIaces. ,n 2026�20��� this PXltidevice SroliIeration ensXres that A, Zill Ee accessiEle 
alPost an\Zhere� an\tiPe. 7he net eIIect is that adoStion rates Zill cliPE not MXst EecaXse 
oI Sersonal SreIerence� EXt EecaXse the inIrastrXctXre and devices aroXnd Xs Zill Ee 
inherentl\ A,�enaEled.

%etZeen 2026 and 20��� A, is set to transition IroP a novel technolog\ to a Xniversal Xtilit\ 
in the consXPer Zorld. %oth general A, Xsage and agentic A, adoStion are SroMected to 
groZ e[Sonentiall\� reaching Eillions oI SeoSle and toXching all dePograShics gloEall\. 
%\ 20�0� a majority of consumers worldwide will likely use AI assistants and tools as 
routinely as they use the internet³Zith \oXnger generations leading the Za\ and older 
generations steadil\ IolloZing. Agentic A,� in the IorP oI Sersonal aXtonoPoXs agents� is 
e[Sected to handle an increasing share oI oXr digital and Sh\sical tasNs� IroP shoSSing 
to schedXling� heralding a neZ era oI convenience �and raising neZ TXestions aroXnd 
secXrit\� trXst� and control as Zell as Eias in Podels�.
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Physical AI Zill have a PaMor iPSact on netZorN inIrastrXctXre as roEotics technolog\ advances. %roader 
coPPercial adoStion across indXstrial and consXPer segPents Zill increase reliance on A, inIerence. 0an\ 
s\stePs Zill coPEine ePEedded� real�tiPe inIerence Ior iPPediate actions Zith cloXd�Eased reasoning 
caSaEilities. )or this anal\sis� roEots can Ee vieZed as Sh\sical agents eTXiSSed Zith tangiEle tools rather than 
SXrel\ digital ones. )roP a netZorN standSoint� Ze e[Sect the aggregate iPSact to Ee coPSaraEle to that oI digital 
agents. 7his is a critical area to Ponitor closel\ in IXtXre reSorts.

CrXciall\� these adoStion trends are not haSSening in isolation� the\ coincide Zith advancePents in devices� sXch 
as A5 ZearaEles� and deeSer integration oI A, into ever\ aSS and service. 7hereIore� consXPer A, Senetration can 
Ee visXali]ed not as a siPSle linear increase� EXt as an accelerating cXrve aSSroaching satXration. 5eSorts and 
Iorecasts consistentl\ Soint to high double-digit growth rates in AI usage and market size through the 2020s.18 
,I those trends hold� E\ 20�� Ze Zill live in a Zorld Zhere nearly everyone, across all age groups and regions, 
regularly relies on AI³:hether throXgh direct interactions or invisiEle assistance ePEedded in their environPent. 
,n eIIect� A, Zill Ee aPEient� an ever�Sresent coSilot Ior the average consXPer.

%ased on the data IroP indXstr\ reSorts� )igXre �� shoZs a SroMected Podel Ior A, and agentic A, adoStion in 
consXPer tasNs IroP 2026�20��.
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Figure 11. Projected adoption of AI and agentic AI in consumer digital tasks

Source: Cisco Model

18  *loEe1eZsZire� 9oice Assistant ASSlication 0arNet 5eSort 202��20��� Industry Revenues to Grow from $8.1 Billion in 2025 
to $153.5 Billion by 2035� 'ecePEer 202�. 
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1ot all consXPer tasNs or digital services have an eTXal iPSact on the netZorN� and not all oI theP Zill Ee eTXall\ 
iPSacted E\ A, or agentic A,. 7he Podel in )igXre �2 shoZs the aggregate iPSact on overall netZorN traIIic driven 
E\ the adoStion oI A, and agentic A, over the Seriod 2026�20��.
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Figure 12. Projected impact of AI and agentic AI in internet network traffic

Source: Cisco model

7he iPSlications are signiIicant� as consXPer traIIic is the SriPar\ contriEXtor to overall internet and service 
Srovider netZorN traIIic. :ithoXt the iPSact oI A, or agentic A,� netZorN traIIic is e[Sected to groZ �[ over the 
Seriod 202��20��� driven E\ the adoStion oI digital services. +oZever� Zith the adoStion oI A, and agentic A, 
across Pan\ oI those digital services� traffic is projected to grow 6.6x from today’s levels, or a 63% additional 
increment compared with the non-AI-impacted projection. A relevant Sortion oI that traIIic Zill Ee AI inference, 
which is expected to account for 25% of total traffic by 2035.
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Figure 13. Projected network traffic growth, AI inference traffic versus other traffic

Source: Cisco model
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Total network traffic will experience significant growth over the period 2029-2032, when adoption of agentic 
AI will experience a more pronounced increase, with a compound annual growth rate (CAGR) of around 25% in AI 
inference traffic.
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Other traffic AI Inference traffic
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Total Network Traffic CAGR including Agentic AI Impact

Figure 14. CAGR for both AI inference traffic and other traffic over the target period

Source: Cisco modeling

As adoption of AI and agentic AI continues in both enterprise and consumer digital services, the transformation 
ahead is significant in terms of network traffic volume, with new implications for traffic symmetry, flow 
duration, and resiliency for critical paths.

Further reading: Cisco report 2026 The Race to Agentic AI: Why Infrastructure Will Make or Break Workforce 
Transformation https://www.cisco.com/c/dam/en/us/solutions/collateral/artificial-intelligence/race-to-agentic-
ai-report.pdf.
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The evidence is compelling: more than three-quarters of 
organizations report operational efficiency gains (78%), 
see employee productivity improvements (75%), and 
report enhanced customer engagement (75%), while 
almost 7 in 10 (68%) experience positive revenue impacts 
from wireless investments. When organizations prioritize 
wireless strategically, they achieve returns that compound 
across the enterprise ― a true multiplier effect, with one 
network delivering multiple business outcomes.

However, this opportunity emerges alongside mounting 
complexity. Organizations must adapt to diverse 
connectivity needs and support a growing spectrum of 
users and devices ― from employees and contractors 
to autonomous robots, smart sensors, and AI-powered 
applications. New use cases appear daily, and IT teams 
are challenged to keep pace. This inaugural Cisco report 
explores the global state and future trends of wireless 
enterprise networking, revealing a “wireless AI paradox” 
with AI as both the leading driver for wireless return on 
investment (ROI) and the primary source of escalating 
challenges. The report is grounded in Wi-Fi as the primary 
enterprise connectivity layer, while examining the broader 
wireless ecosystem it enables, including AI-driven 
applications, IoT and OT environments, and emerging 
enterprise use cases.

We surveyed 6,098 wireless professionals from across 
the world who agree that AI simplifies operations and 
can free up over 850 hours per IT person, per year. But 

simultaneously, AI is challenging their infrastructure, the 
number one security threat, and the biggest talent risk.
Legacy infrastructure plus three key interconnected 
barriers must be addressed to resolve this paradox and 
unlock the full multiplier effect of wireless:

1. Solving operational complexity.
98% of organizations report increased complexity, driven 
by factors like organizational mergers and the proliferation 
of IoT workloads. Most IT teams remain trapped in reactive 
ticket management. While 81% of wireless leaders prefer 
AI to simplify operations, only 29% have achieved high-
level implementation.

2. Mitigating intensifying security threats.
AI-generated attacks are the leading driver of increased 
wireless security risk. Over half of organizations (58%) 
have experienced financial losses from wireless security 
incidents, with 50% of them exceeding US$1 million 
annually. Over a third (36%) of affected organizations 
report compromised IoT or OT devices as the culprit, 
representing a substantial threat to Wi-Fi as the most 
common connectivity technology for IoT.

3. Addressing talent shortages.
A shortfall of qualified staff amplifies complexity and threat 
vectors. Nearly 9 in 10 (86%) wireless leaders struggle 
to hire professionals, driving 70% higher security incident 
costs and trapping teams in reactive operations. While 
IT talent gravitates toward AI and cybersecurity, wireless 
teams need advanced AI expertise to fully realize the 
benefits of modern wireless.

These barriers are intertwined, compounding risk and 
making holistic action essential.

Organizations that successfully address legacy 
infrastructure and the three barriers together can unlock 
significant opportunities, becoming four times more likely 
to achieve strong wireless ROI (4:1 or higher). Strategic 
wireless investments yield measurable, compounding 
returns across multiple dimensions. This explains why 
wireless investment momentum continues to accelerate, 
especially as AI usage expands and innovations advance.

Wi-Fi is a strategic growth engine ― delivering 
measurable returns across multiple business 
dimensions simultaneously. This “multiplier 
effect” distinguishes wireless from other IT 
investments that typically optimize for a single 
outcome. In 2026, as organizations face the 
inflection point of connectivity demand and 
AI-driven transformation, strategic wireless 
investments are proving to be a catalyst for 
enterprise-wide success.

Executive summary

Cisco State of Wireless Report |  3© 2026 Cisco and/or its affiliates. All rights reserved.



Our research identifies four key recommendations to 
capture the multiplier effect:

 1.  Accelerate your Wi-Fi refresh timeline.

 2.  Get on the path to AI and automation.

 3.  Prioritize holistic security 
modernization.

 4.  Build and enhance wireless talent.

Now is the time to drive competitive advantage. 
Organizations that act decisively and holistically 
― by addressing legacy infrastructure, simplifying 
operations, mitigating wireless security threats, and 
augmenting talent with technology ― will position Wi-Fi 
as a strategic growth engine for the next decade. 

more likely to achieve strong 
returns on wireless investments+4x

Organizations investing holistically in 
AI, automation, modern security, and 
certified expertise have an edge on 
those that do not:

higher average ROI on 
wireless investments
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The opportunity: 
Wi-Fi as a strategic growth engine

Investment momentum continues to 
accelerate as benefits are realized

The business case for Wi-Fi investment is now undeniable. 
Organizations are seeing measurable ROI and the rise 
of business-critical AI deployments amplify the need for 
more resilient, higher performing Wi-Fi. Wireless budgets 
are growing accordingly, a trend that will likely intensify in 
the years ahead.

Eight in 10 organizations increased wireless investment 
over the past five years, with 29% implementing significant 
budgetary increases of 50% or more. What’s more, 82% 
forecast that wireless budgets will continue to rise, with 
over a third (35%) expecting investment increases of 50% 
or more over the next four to five years. This is a clear 
signal that wireless will play an increasingly critical role in 
enterprise strategy.

This acceleration extends beyond aggregate spending. 
Three times as many organizations (32%) expect high 
returns from wireless tech over the next two years 
compared to the previous two. This trajectory is driven 
by use cases that are increasingly wireless-first 
(see page 10).
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 >50% budget increase over past 4–5 years      >50% budget increase over next 4-5 years 

34%
40%

Business services (e.g. Accounting, Consulting or Research)

31%
42%

Natural Resources (e.g. oil, mining, forestry)

25%
32%

Engineering, Design, or Architecture

30%
37%

Financial Services

22%
38%

Retail

34%
37%

Government and Public Services

32%
33%

Technology Services (Hardware / Software)

27%
42%

Transportation

28%
34%

Manufacturing

24%
35%

Wholesaling

The pace of wireless change is increasing across industries and markets

Top industries by % predicting >50% budget increases Top markets by % predicting >50% budget increases
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43%
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33%
50%

UK
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Capital expenditure typically accounts for 61% of 
wireless budgets on average, with the remainder 
allocated to operational expenditure. 

The composition of wireless budgets further reveals 
organizational priorities. Organizations cite reducing 
operational risk as their number one budget priority, 
followed by security enhancement. The relatively even 
split across these priorities signals that organizations 
are weighing the opportunities and risks of wireless 
in almost equal measure when making investment 
decisions. 

This increased investment is directly enabling 
organizations to deploy Wi-Fi to meet changing 
business needs and address emerging AI-powered 
use cases.

Average annual wireless spend, 
by organization size

250–499

500–999

1,000–4,999

5,000–9,999

10,000+

$6.15M

$9.63M

$12.74M

$19.94M

$39.01M

Top investment drivers for next wireless 
investment

Reduce operational risk and enhance security

61%

Increase employee productivity

60%

Improve customer and user experience

59%

Provide useful data for business operations 
and/or decision-making

57%

Reduce operating costs

57%

High-ROI expectations for wireless are 
accelerating

% of organizations

40%

30%

20%

10%

0%

Nearly threefold increase 
of organizations expecting 
ROI of 4:1 or higher

Past two years Next two years

11%

32%
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Expanding use cases drive new 
infrastructure requirements 

The breadth and diversity of wireless use cases now 
extend across entire organizations, further illustrating 
how wireless has become foundational to how modern 
enterprises operate and compete. 

No longer relegated to employee connectivity use 
cases, Wi-Fi enables everything from critical AI 
workloads to physical security, customer experience, 
and operational intelligence. This expansion of wireless 
“purpose” creates new performance and reliability 
demands that traditional infrastructure cannot meet. 

More than a quarter of organizations (28%) have 
already deployed AI workloads. This figure is 
estimated to climb to over three quarters (79%) by 
2027, with an additional 29% in pilot stage and 22% 
planning deployment over the next 12 months. This 
rapid trajectory further highlights that AI deployment 
is indeed the defining use case for next-generation 
wireless infrastructure. 

While core use cases such as wireless for physical 
security are already widely deployed, the next phase 
of wireless growth is being driven by emerging 
applications that depend on high-performing, resilient 
networks. Organizations are increasingly piloting or 
planning wireless investments to support autonomous 
systems and robotics, smart facilities and energy 
management, space analytics, and immersive 
collaboration. 

Organizations are leveraging wireless 
across an array of use cases

Current footprint = Deployed + Pilot stage
Future expansion = Planned next year + Planned in next 2–5 years

Planning to 
deploy (%)

Currently 
deployed (%)

Autonomous systems 
& robotics

Space analytics & 
optimization (footfall, etc.)

Smart facilities & energy 
management

High-definition streaming

Immersive collaboration 
& training

Indoor wayfinding

Supply chain & inventory 
intelligence

AI applications & workloads

Operational visibility & 
flow analytics

Real-time asset & equipment 
tracking

Internet of Things

Guest wireless

Customer & user experience 
enhancement

Physical security (CCTV)

50%

 
44%

 
43%

43%

 
43%

42%

 
42%

41%

 
41%

 
41%

38%

38%

 
37%

36%

45%

 
50%

 
51%

54%

 
54%

53%

 
55%

57%

 
57%

 
57%

59%

61%

 
60%

62%
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Wireless leaders cite five primary drivers of increased 
wireless dependence for these use cases. Supporting the 
growth of the Internet of Things (“IoT”) ranks as the leading 
driver, followed by increased user mobility, bring-your-
own-device adoption, and high-bandwidth application 
adoption, including real-time collaboration, AI workloads, 
and operational technology requirements for point-of-sale 
systems and manufacturing.

These drivers reflect a concerted industry transformation 
affecting the entire enterprise landscape simultaneously. 
IoT proliferation, remote work normalization, high-
bandwidth application adoption, and AI deployment are 
occurring across every geography and industry. This 
common pressure further explains why organizations 
are increasing wireless investments, and they must 
continue to invest to take advantage of the multitude of 
opportunities presented by Wi-Fi amid AI advancements 
and transformation and maintain a competitive edge.

Key drivers of growing wireless 
dependence

Increase in IoT and Smart Devices (e.g. 
sensors, cameras, smart building controls)

Increase in user mobility and BYOD (e.g. 
supporting hot desking)

Adoption of high-bandwidth apps (4K/8K 
streaming, AR/VR, real time collaboration 
(e.g. Teams/Zoom/Webex)

 
AI workloads

Supporting OT requirements (wireless 
point of sale, warehouse scanners, and 
manufacturing robots)

63%

 55%

  52%

 44%  

23%
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Most organizations see positive operational 
and commercial impacts from wireless 
investments

Operational efficiency

78%

Employee productivity

75%

Customer engagement and experience

75%

Product delivery

75%

Critical infrastructure

75%

The multiplier effect: Wi-Fi drives 
measurable business value across 
multiple areas

Wi-Fi has evolved into a strategic growth engine, 
delivering tangible returns across multiple dimensions. 
This “multiplier effect” distinguishes it from other 
IT investments that typically optimize for a single 
outcome.

The evidence is compelling: More than three quarters 
of organizations report operational efficiency gains 
(78%), see employee productivity improvements 
(75%), and report enhanced customer engagement 
(75%), while almost 7 in 10 (68%) are experiencing 
positive revenue impacts from wireless investments. 
When organizations strategically prioritize wireless 
in line with business goals, they achieve returns that 
compound across the enterprise.

This multiplier effect ― one network delivering multiple 
business outcomes ― explains why strategic wireless 
investments correlate directly to strong ROI and will 
amplify as innovations advance. This measurable 
impact is the reason why wireless investment 
momentum continues to accelerate.

However, this opportunity arrives hand-in-hand with 
a convergence of challenges. Organizations find 
themselves navigating an increasingly fragmented 
connectivity landscape, forced to accommodate 
an exploding taxonomy of users and devices—from 
traditional employees and contractors to robots, IoT, 
and AI-driven applications that fundamentally redefine 
network demands. As new use cases proliferate at 
an accelerating rate, IT teams confront a widening 
capability gap.

This inaugural Cisco report examines the global state 
and evolutionary trajectory of wireless enterprise 
networking, exposing a striking “wireless AI paradox”: 
AI simultaneously serves as the most compelling driver 
of wireless ROI while simultaneously functioning as the 
principal catalyst of operational complexity and risk.
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Wireless strategy in a perfect storm: 
Navigating the AI paradox and the barriers limiting 
ROI realization

Defining the wireless AI paradox and 
why it matters

The wireless AI paradox lays out the central strategic 
challenge for enterprise leaders in 2026 and the 
opportunity for first movers. AI is simultaneously the 
leading driver of wireless ROI and the source of its 
greatest challenges. Organizations deploying AI view 
wireless as strategically critical and are able to achieve 
substantially stronger returns when they integrate 
wireless optimization into AI deployment strategies. 
Yet this same AI is introducing new security threats 
and intensifying talent competition.

The Wireless AI Paradox
AI is both the solution and the challenge

Solution
• AI-driven operations 

simplify wireless 
complexity

• Automation frees 
IT teams to focus on 

strategy

• Streamlined ticket 
resolution accelerates 

workflows

Challenge
• AI-generated 

cyberattacks are a top 
security threat

• Talent shortages in 
advanced wireless/AI 
skills hinder adoption

• IT talent is prioritizing 
AI over  wireless

AI is the leading path to ROI in wireless, but also 
the biggest source of risk.
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Organizations deploying AI workloads recognize 
wireless criticality differently than others. Among 
wireless leaders in organizations deploying AI 
workloads, three in five (62%) view wireless as 
strategically critical, compared to 46% overall. 
Wireless leaders in organizations deploying AI are 
more likely to have experienced 6 GHz adoption 
drivers first-hand, including solving congestion 
issues (72% vs. 46%) and enabling high-bandwidth 
applications (70% vs. 32%).

The reason for this heightened strategic importance 
is straightforward: AI workloads demand higher-
performing and more resilient wireless networks. 
Those who integrate wireless optimization into their 
AI deployment strategies realize substantially greater 
returns. Around 8 in 10 organizations deploying AI 
workloads report positive impacts from wireless 
investments in the areas of operational efficiency, 
customer engagement, employee productivity, and 
revenue gains, which was at least seven percentage 
points higher than average. The conclusion here 
is that organizations see higher ROI from wireless 
modernization when paired with investments in AI.

How are these opportunities, challenges, and risks 
around AI advancements connected?

While AI is seen as the path to simplify wireless 
operations and resolve complexity issues, AI-
generated or automated cyberattacks are also the 
top driver of increased wireless security threats. In 
addition, there is a shifting trend in prioritization of 
talent from wireless to AI-oriented roles. 

Organizations deploying AI workloads 
recognize the criticality of wireless and 
potential of 6 GHz use cases

62% 46%

View wireless as strategically critical

72% 46%

Solving congestion issues is a 6 GHz use case

70% 32%

Enabling high-bandwidth applications is a 6 GHz use case

Organizations see greater benefits from 
wireless modernization when paired with 
AI deployments

 Organizations deploying AI workloads (%)
 Organizations without AI workloads (%)

 Organizations deploying AI workloads (%)
 Organizations without AI workloads (%)

84%
72%

Customer engagement

 12 p.p

77%
64%

Revenue generation

 13 p.p

83%
73%

Employee productivity

 10 p.p

85%
76%

Operational efficiency

 9 p.p
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This convergence of factors is giving rise to the wireless 
AI paradox that organizations must resolve. To do this, 
organizations must overcome legacy infrastructure and 
three key operational barriers: operational complexity, 
wireless security challenges, and major talent gaps.

Organizations that are already actively resolving this 
paradox ― by modernizing infrastructure, simplifying 
wireless operations, mitigating security challenges, and 
addressing talent gaps – are benefiting with 63% higher 
average wireless ROI than those that have not.

AI poses multifaceted challenges to wireless teams

Top drivers of security threats

#1 AI-generated or automated 
cyberattacks / automated intrusion tools 

#2 Increased use of IoT and 
connected devices 

#3 Lack of skilled personnel or 
bandwidth to monitor and respond to 
threats 

Top domains attracting IT talent 
away from wireless

#1 AI / Machine Learning 

 
#2 Cybersecurity 

 
#3 Software engineering / app 
development 

Top barriers to hiring wireless talent

#1 Shortage of candidates with 
advanced wireless or AI-integrated skills 

#2 Internal budget constraints or 
hiring freezes 

#3 Geographic limitations or remote 
work challenges 
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Infrastructure at a crossroads: bridging 
the Wi-Fi performance gap

To capture the opportunities outlined above, including 
emerging AI workloads, organizations need to reconsider 
whether their current infrastructure can support their 
business needs. The performance gap between legacy 
and modern Wi-Fi is clear, but adoption is still slow.

Wi-Fi 5 is still the most widely used Wi-Fi standard (43%), 
but since it is an aging standard, it’s questionable whether 
it’s ready to scale many of the above use cases. A small 
yet growing number of organizations (19%) are presently 
deploying Wi-Fi 6E or 7, while three in five organizations 
(59%) plan to deploy Wi-Fi 6E or 7 in the next year, 
suggesting that organizations are beginning to react to 
enterprise needs. 

Legacy Wi-Fi simply can’t scale high-bandwidth and low-
latency needs, especially in device-dense environments. 
This explains why there has been a 23% increase in Cisco 
Wi-Fi 6E and 7 access point deployments across its five 
million networks in the second half of 2025 
(June–December).

Each successive Wi-Fi generation builds on the 
previous one, adding features, spectrum availability, and 
functionality. Built in response to business needs, they 
determine which use cases organizations can support and 
which competitive advantages they can realize.

Organizations increasingly factor Wi-Fi 7 into deployment plans

 Wi-Fi 6E      Wi-Fi 7

12%

7%

Deployed

22%

15%

Pilot stage

30% 29%

Planned in the 
next year

28%

39%

Planned in the 
next 2-5 years
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One such advance is the addition of the 6 GHz band added 
by Wi-Fi 6E, and utilization further improved with Wi-Fi 7. 
Organizations are using it to solve capacity and congestion 
issues (46%), enable high-bandwidth applications (32%), 
and support AI workloads (31%). And the research shows 
that those adopting this added spectrum are seeing strong 
benefits.

Organizations already deploying 6 GHz show almost 
double the rate of AI applications and workloads 
(45%) compared to non-adopters (26%). The 6 GHz 
band supplies the bandwidth required by AI-powered 
applications and correlates with improved scalability ―  
6 GHz users report higher readiness to scale Wi-Fi across 
devices, sites, capacity, and bandwidth-intensive apps. 

Top cited 6 GHz use cases

Solve capacity and congestion issues

46%

Enabling high-bandwidth applications

32%

Supporting latency sensitive operations

28%

Support AI workloads and applications

31%

Not currently adopted or interested in adopting 6 Ghz

5%

AI deployment and scalability differs by  
6 GHz deployment status

 6GHz users      Non 6GHz users 

45%
26%

Full deployment of AI applications and workloads

31%
22%

Devices (endpoints, sensors etc.)

28%
21%

Sites

33%
24%

Capacity (users / connections)

31%
22%

Bandwidth intensive applications

Full scalability across:

Next-generation Wi-Fi adoption gap signals 
upgrade pressure

 Current adoption      Planned adoption (gap) 

+24pt

Wi-Fi 6E

+46pt

Wi-Fi 7

58%

34%

68%

22%

It’s no surprise that Cisco telemetry highlights a 60% 
increase in 6 GHz clients going live in 2025. Wireless 
professionals are seeing the 6 GHz opportunity and are 
helping their organizations deliver on that.

Wireless modernization is a driver of the value creation 
shared earlier in the report, but alone it is not enough. The 
research reveals that overcoming the wireless AI paradox 
requires organizations to tackle legacy infrastructure 
together with complex operations, intensifying security 
threats, and talent gaps obstruct IT from resolving it.
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Barrier 1: Operational complexity 
overwhelms current capabilities

The first barrier limiting organizations from resolving 
the AI paradox is mounting operational complexity. 
Nearly every wireless leader (98%) reports that 
wireless operations are becoming more complex, 
creating a reactive posture that drains resources, 
prevents strategic work, and directly undermines 
the AI initiatives that help reduce complexity. This 
creates a vicious cycle: complexity drives reactive 
work, reactive work limits modernization, and delayed 
modernization perpetuates complexity.

Organizations cite three primary drivers of this growing 
complexity: mission-critical workloads, increasingly 
including AI-driven applications (43%), the need to 
mitigate new security risks (42%), and rising bandwidth 
demands from new use cases (38%).

Supporting mission-critical IT/IoT/OT 
workloads (including AI)

Security risks

Bandwidth demand increase or 
unpredictability

Client unpredictability 
(usage patterns, mobility)

Proliferation of devices

43% 

42%  

38%  

36% 

25%

Organizations often cite AI, security risks, 
and rising bandwidth demand among the top 
three drivers of growing wireless complexity

Delayed 
modernization/

automation

Reactive 
operations

Increasing 
complexity

Industries with respondents most likely to 
spend the majority of time on reactive tasks

Education (primary and secondary)

64%

Wholesaling

62%

Technology Services

57%

Business services

57%

Engineering, Design, or Architecture

57%

This complexity translates into tangible operational 
strain. Nearly half of respondents (43%) report that 
their team receives at least 50 wireless support tickets 
a week, with the average standing at 68. This means 
IT teams are spending hundreds of hours per month 
managing wireless tickets.

Wireless leaders expect this burden to compound. 
Nearly two-thirds (64%) expect ticket resolution 
times to increase over the next two to three years, 
suggesting a growing need to address this complexity.

An area of concern is the reactive posture typically 
stemming from this complexity. A majority of wireless 
teams (55%) spend most of their time on reactive 
troubleshooting and incident management. This reactive 
burden is most pronounced in K-12 education (64%), 
wholesaling (62%), and business services (57%).
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Poor client visibility

Poor application/cloud visibility

Poor packet visibility

43% 

41%

38%

87% face visibility gaps, including:This reactive operational posture directly undermines 
modernization efforts. Teams constrained to reactive 
troubleshooting may divert resources and attention 
from other pursuits, such as strategic wireless planning 
and modernization, training and certifications, or 
implementing automation. The result is a reinforcing 
cycle: complexity contributes to reactive tasks, reactive 
tasks redirect teams from implementing solutions 
that would otherwise help reduce complexity, and 
unresolved complexity contributes to reactive work.

A critical factor compounding this operational 
challenge is the lack of visibility. Nearly 9 in 10 
organizations (87%) report visibility gaps that impair 
their ability to troubleshoot Wi-Fi issues effectively. 
The top three frequently reported challenges are poor 
client visibility, application and cloud visibility, and 
packet visibility.

Without end-to-end visibility, teams cannot rapidly 
isolate problems. This creates a particularly dangerous 
dynamic: wireless networks become scapegoats 
for problems originating elsewhere. A quarter of 
complaints (25%) are inaccurately attributed to 
wireless, with each misattributed incident wasting an 
average of 18 hours across teams. The true culprits 
are most commonly application problems (25%), client 
or endpoint issues (22%), and cloud or external service 
failures (18%).

The operational challenges directly impact 
organizations’ ability to realize ROI. 

Amid rising AI-driven organizational transformation, 
wireless leaders overwhelmingly believe AI represents 
the most promising path to overcome these rising 
complexity challenges. Over 8 in 10 (81%) would 
prefer AI with automation to fully or mostly handle 
routine wireless operational tasks.
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This demand for AI with autonomous actions suggests 
a need beyond simple AIOps. It indicates that wireless 
professionals are looking for AI to do more than assist 
with alerts and recommendations. Their preference is for 
AI-driven autonomous networking to be reasoned through 
and acted upon at machine speed, coupled with an 
appropriate level of human oversight.

Fast movers are already acting, as we observed a 
64% increase in usage of wireless AI capabilities in the 
second half of 2025—a significant uptake that helps bring 
immediate value to organizations.

The AI gap: Desire versus reality

 
Preference for AI with autonomous actions

81%

AI with Autonomous Actions Deployment Reality

Wireless ticket management

29%

Capacity planning and provisioning

23%

Security monitoring and incident response

29%

Significant reality gap

The benefits are substantial and measurable. Almost all 
organizations that have implemented high-level AI with 
autonomous actions (98%) report dramatic time savings, 
freeing up an average of 3 hours and 20 minutes per day, 
per person. These organizations benefit from operational 
improvements: they are four times more likely to rate their 
network operations as very simple with 12% faster ticket 
resolution times than manually operating counterparts.

However, a significant gap exists between preference and 
reality. Only 29% of organizations have AI with autonomous 
actions supporting wireless ticket management, and 29% 
supporting security monitoring and incident response, 
while 23% have automation supporting capacity planning 
and provisioning. This gap reflects multiple constraints. 
Two-thirds (66%) do not expect to achieve a high-level of 
AI with autonomous actions within five years, which may 
signal technical, organizational, or resource barriers to 
deployment, despite strong organizational preference.
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Organizations that have fully deployed AI with autonomous 
actions substantially outperform those with mostly manual 
operations. Wireless leaders from these organizations are 
three times more likely to expect reduced ticket resolution 
times over the next two years, four times more likely to 
describe network management as very simple, and nearly 
twice as likely to describe infrastructure as fully scalable.

Organizations with high levels of AI with autonomous 
actions show far greater confidence in infrastructure 
scalability. They are almost twice as likely to describe 
their infrastructure as fully scalable compared to those 
with mostly manual operations. Organizations reporting 
strong ROI show substantially higher deployment of AI 
with autonomous actions across ticket management (31%), 
capacity planning (28%), security monitoring (31%), vendor 
coordination (28%), and network optimization (30%).

Operational complexity alone represents a significant 
challenge to resolving the wireless AI paradox and thus 
improving wireless ROI. When combined with escalating 
security threats, the second barrier ― the impact on 
organizational resilience and financial performance ― 
becomes even more severe.

Organizations with fully automated 
operations and AI-driven operations 
outperform those with mostly manual 
operations in several key areas:

3x more likely to forecast significant reduction in 
ticket resolution times over the next two years

4x more likely to describe management of their 
networks as ‘very simple’

Almost 2x more likely to describe device 
infrastructure as fully scalable

12% lower average ticket resolution time 

Area of automation and 
AIOps deployment

28%
18%

Capacity planning / provisioning

 10 p.p

28%
18%

Vendor coordination / escalation

 10 p.p

30%
18%

Network and RF optimization

 12 p.p

31%
22%

Security monitoring and incident response

 9 p.p

31%
22%

Managing complaints and tickets

 9 p.p

 Organizations with strong ROI
 Organizations with negative ROI  
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Barrier 2: Wireless security under siege 
– IoT sprawl meets AI-powered attacks

Wireless security represents the second critical barrier 
preventing organizations from resolving the AI paradox 
and realizing strong wireless ROI. Organizations cannot 
confidently deploy Wi-Fi as a platform for business-critical 
workloads while facing escalating security threats and 
mounting financial losses. 

Eighty-five percent of organizations have experienced at 
least one wireless security incident in the last 12 months. 
Further to this, more than one-third report experiencing 
escalating wireless threats over the past two years (38%). 
Wireless leaders state that security threats have become 
more frequent and damaging, while also being more 
difficult to detect and remedy. 

AI has emerged as the most significant new security 
threat vector. Wireless leaders are most likely (35%) to cite 
AI-generated or automated cyberattacks among the top 
three drivers of increased wireless security threats. These 
attacks can identify network vulnerabilities, adapt attack 
strategies based on defensive responses, and operate 
at a scale and speed far exceeding human attacker 
capabilities. Additionally, AI-generated or automated 
cyberattacks may lower the barrier to entry for attacking 
Wi-Fi networks, allowing threat actors to operate with a 
sophistication and speed that previously required more 
significant resources.

AI-driven attacks on wireless networks confront underprepared defenses

Feature

Speed

Detection

Automation

Social Engineering

Traditional Wi-Fi Attack AI-Powered Wi-Fi Attack

Limited by hardware and wordlist size. 

Easier to spot via repeated failed 
attempts.

Requires manual setup and monitoring. 

Generic phishing emails.

Optimized by AI models that ‘guess’ 
faster.

Can mimic human patterns to stay under 
the radar.

Can autonomously ‘pivot’ from one 
device to another.

Hyper-personalized lures using 
Deepfakes/GenAI.  
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Wireless threats are accelerating 
over time

report increases in 
wireless security 

incidents in the past 
two years

expect such 
incidents to 

increase in the 
next two years

Key contributors to increased threat level for wireless networks

AI-generated or automated cyberattacks / automated intrusion tools

Remote and hybrid work models expanding attack surface / unmanaged endpoints

Increased use of IoT and connected devices (rapid device growth)

Lack of skilled personnel or bandwidth to monitor and respond to threats

Difficulty managing multiple security layers and segmentation

Budget or resource constraints limiting security improvements

Poor user practices, human error, or insider risks

Limited network and application visibility

Legacy infrastructure and protocols

Difficulty managing security patching

Limited client visibility

35%

31%

30%

27%

25%

25%

24%

21%

20%

20%

16%

The nature of Wi-Fi cybersecurity threats is also 
shifting from passive reconnaissance and credential 
theft toward active compromise and operational 
disruption. Rogue access points, compromised 
credentials, and denial-of-service attacks represent 
the top attack vectors.

The attack surface continues to expand as well. Over a 
third of affected organizations (36%) report disruption 
from compromised IoT or OT devices, representing a 
substantial threat to Wi-Fi since it’s the most common 
connectivity technology for IoT. The proliferation of 
IoT devices, especially when unmanaged, creates an 
aggregated vulnerability as individual weaknesses 
compound into network-wide exposure.
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The hidden costs of wireless security 
incidents

Unauthorized access to internal systems 
via wireless (credential misuse, rogue AP)

Compromise of IoT/OT devices through 
wireless leading to process disruption

Increased incident response / forensic 
costs due to wireless security incidents

Customer data exposure or loss of 
customer trust specifically traced to a 
wireless breach

Regulatory, contractual, or compliance 
penalties directly linked to a wireless 
security breach

Data exfiltration or confirmed data breach 
tied to wireless access

Financial loss from fraud or transactional 
compromise originating via wireless

Targeted lateral movement after initial 
wireless compromise (escalated attack)

36%
 36%
 36%
  36%
  34%
 32%
 32%
 32%

Losses incurred over the past 12 months 
from wireless security incidents

Organizations most likely to lose over  
US$ 1m from wireless security incidents

 
K-12 Education

62%

 
Wholesaling

55%

 
Construction

54%

Industries:

 
500-999 employees

63%

Company size:

 
Not of strategic importance

60%

Outlook on wireless:

Less than US$1 million

US$1-10 million

US$10-50 million

Over US$50 million

42% 

25%

19%

7%

The financial impact of these security incidents is 
substantial. Fifty-eight percent of organizations have 
experienced financial loss due to wireless security 
incidents. Half (50%) report losses exceeding US$1 
million in the past year, representing a sizable financial 
impact that alone justifies Wi-Fi security investment. 

Organizations are losing more than money due to 
wireless security incidents. In addition to financial 
losses, one in three (36%) experienced loss of customer 
trust, and a similar number (34%) faced regulatory 
penalties or compliance consequences. The impact 
of reputational damage and regulatory exposure often 
extends well beyond direct incident costs.

Most organizations still maintain confidence in their 
wireless security. Eighty-three percent report that 
their organization is doing enough to protect wireless 
networks despite over seven in 10 (71%) expecting 
wireless security failures to increase in the next 
two years. Executive-level respondents show far 
greater confidence in wireless defenses than frontline 
staff, suggesting that organizational leadership may 
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Top cited barriers to improving 
wireless security

Implementation complexity 

Legacy infrastructure 

Performance concerns

55% 

51% 

50%

WPA3 implementation drives safety and ROI 
for wireless operations

 Organizations using full WPA3
 Organizations with no WPA3 or in transition mode  

38% 12%

Expects less security failures in the next 2 years

50% 19%

Expects strong wireless ROI (4:1+) in the next 2 years

underestimate security challenges compared to 
technical staff who directly manage networks.

Organizations cite three primary barriers to improving 
wireless security: (1) implementation complexity, (2) 
legacy infrastructure, and (3) performance concerns. 
These barriers do not exist in isolation but reflect 
the broader wireless challenges of talent shortages, 
visibility gaps, and rising operational strain that restrict 
organizations’ ability to modernize security. 

The result is a widening vulnerability gap: even as risks 
escalate, organizations remain constrained by outdated 
systems, complexity, and performance concerns, 
slowing transformation and eroding resilience.

The last point is especially important because 
research shows organizations that implement modern 
authentication and encryption protocols demonstrate 
better security outcomes and outsized business 
performance compared to those that don’t. For 
example, those using certificate- or profile-based 
authentication are almost three times more likely 
to predict a decline in wireless security failures 
compared to those using only passwords, and four 
times more likely compared to those operating open 
networks. They also experience approximately 18% 
lower financial losses on average than those not using 
modern authentication protocols.

These advantages are further reinforced when 
organizations adopt WPA3 where adoption is directly 
correlated with stronger security and ROI. Over a third of 
respondents from organizations using full WPA3 (38%) 
expect fewer security failures in the next two years 
compared to 12% of organizations with no WPA3 or in 
transition mode. Half of respondents from organizations 
with full WPA3 (50%) expect strong ROI (4:1 or greater) in 
the next two years compared to 19% without WPA3.

Organizations leveraging the embedded security of 
next-generation Wi-Fi are around three times more likely 
to expect strong ROI and predict fewer security failures 
over the next two years. Organizations now have a clear 
path to reducing operational risk and financial losses while 
improving user and customer trust. However, implementing 
modern security protocols requires specialized expertise 
― which is increasingly difficult to find. This brings us to the 
third barrier: the competition for wireless talent.
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AI / Machine learning

Cybersecurity

Software engineering / app development

Cloud infrastructure / DevOps

Data science / analytics

Smart building / sustainability tech

Shortage of candidates with advanced 
wireless or AI-integrated skills

Internal budget constraints or hiring freezes

Geographic limitations or remote work challenges

Lengthy hiring process or internal bottlenecks

Lack of interest in wireless as a career domain 

Competition

50% 

48%

40%

37%

34%

31%

51% 

37%

36%

34%

34%

28%

AI-linked to wireless brain drain and skills shortages

Ranking among the top three domains attracting talent away 
from wireless

Primary reasons for difficulty in hiring wireless talent

Barrier 3: Wireless competition for 
AI skills

Talent represents the third barrier and, in tandem with 
operational complexity and increasing security threats, is 
creating a strong catalyst that inhibits organizations from 
scaling wireless ROI.

Talent shortages do not merely slow modernization, 
they directly amplify operational strain and security 
exposure while making it more difficult to implement AI 
for networking. This creates a vicious cycle: organizations 
lacking talent struggle to modernize, complexity and 
security risk escalate, costs rise, and the best talent leaves 
for more modern organizations. 

Eighty-six percent of organizations report challenges in 
hiring, with IT talent shifting to technology fields such 
as AI and cybersecurity. Respondents have indicated 
that AI ranks as the number one area that attracts talent 
from wireless (50%), while a shortage of candidates with 

advanced wireless or AI-integrated skills is the number 
one barrier to hiring. 

This creates a skills gap that translates into higher 
operating costs (39%), lower morale (37%), and reduced 
innovation (32%). Talent pressure is most evident in 
technology and manufacturing, where competition from AI, 
cybersecurity, and OT roles further constrain the ability to 
scale wireless expertise.

The correlation between talent and negative outcomes is 
clear. Organizations facing extreme difficulty in hiring have 
wireless teams spending far more time on reactive tasks. 
Half of those facing extreme recruitment difficulty (50%) 
spend most of their time on reactive tasks compared to 
37% of those facing no difficulty.

The impact is not just operational: organizations  
struggling to hire wireless specialists expect an increase 
in wireless security failures at substantially higher rates 
(85% vs. 59% for those with no hiring difficulty, a 26 
percentage-point gap). 
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37%

34%

59%

50%

23%

85%

Wireless team time spent on mostly reactive tasks

Average automation of wireless network functions

Expectation of increase of wireless security failures

Annual cost of wireless security incidents US$12,448,230 US$21,169,950

Talent constraints create a reactive, low-automation trap

Organizations facing no 
difficulty in recruitment

Organizations facing high 
difficulty in recruitment

More concerning, they already experience 70% higher 
costs for security incidents annually than those with no 
recruitment challenges. Wireless leaders at organizations 
facing no recruitment difficulties say they have average 
annual security incident costs of US$12.4 million compared 
to US$21.2 million for those facing extreme difficulty.

Wireless resilience starts with certified expertise. Less 
than half of those managing wireless operations (46%) 
are certified in wireless technologies. Teams with deeper 
wireless credentials deploy modern security protocols 
faster and more comprehensively. Those with at least 
50% of personnel certified in wireless technologies are 
17 percentage points more likely to implement full WPA3 
security, reducing exposure to legacy threats. They are 
also 17 percentage points more likely to use certificate- or 
profile-based authentication, minimizing access conflicts 
and lowering troubleshooting volume.

The implication is clear: organizations facing recruitment 
challenges while lacking certified talent face compounding 
disadvantages, including higher operational costs, 
greater security exposure, lower automation, and 
diminished capacity to modernize. Those investing in 
talent and certification early gain competitive advantage 
as complexity increases and specialized skills become 
essential to operational success, particularly amid the 
growing competition for talent.

The talent crisis reveals the interconnected nature of the 
wireless AI paradox. Without bringing AI to the core of 
wireless operations, organizations will continue to lose 
talent. Without the talent, strategic projects such as 
security modernization become harder to realize. Without 
modern security, incident costs rise, making it harder to 
invest in both talent and technology. This compounding 
dynamic explains why organizations must address all three 
barriers simultaneously to escape the paradox.
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Resolving the paradox: 
Recommendations for maximizing ROI

Organizations achieving strong wireless 
ROI are addressing operational complexity, 
security threats, and talent gaps together. They 
recognize that solving one and not the others 
leaves the wireless AI paradox intact. When 
organizations take this holistic approach to 
Wi-Fi they create compounding returns that 
multiply technology and business outcomes.

Our research supports four recommendations that, when 
implemented together, can break the reactive cycle and 
potentially unlock four times ROI advantage.

1
Revisit your Wi-Fi refresh timeline
Modern Wi-Fi enables substantially higher infrastructure 
scalability, AI deployments, and emerging business use 
cases. Organizations cannot deliver on the opportunities 
discussed earlier in this report without modern 
infrastructure foundations.

The business case is compelling: fast movers with a focus 
on ROI are continually investing in technology to support 
their business goals; for example, those with strong 
wireless ROI are 24% more likely to have deployed 6 GHz.

Migration should target application-driven deployment 
with organizations identifying the highest-impact use 
cases, conducting business case analysis, and deploying 
infrastructure in phases that align with business value 
delivery. This approach ensures that infrastructure 
investment directly supports business outcomes rather 
than technology for its own sake.

Organizations should prioritize Wi-Fi 6E and 7 deployments, 
particularly looking at how using 6 GHz can support those 
high-impact use cases. Early adopters of 6 GHz have been 
able to realize stronger ROI and higher AI deployment rates, 
underscoring its role in scaling modern workloads and 
unlocking the wireless AI paradox opportunity.

2
Get on the path to AI and automation
Organizations should prioritize building toward AI for 
networking to break the reactive cycle that constrains 
wireless teams. Organizations must go beyond 
simple AIOps or AI-assisted insights (e.g. alerts, 
recommendations) to AI-driven autonomous actions 
that diagnose and resolve issues at machine speed. The 
operational benefits of AI with autonomous actions are 
substantial and immediate: wireless teams free up over 
three hours per day, enabling them to shift from reactive 
operations to a more strategic, proactive approach.

Getting on the path to AI with automation delivers 
benefits extending beyond time savings. It improves 
security posture, enables faster incident resolution, and 
creates a foundation for future innovation. Organizations 
should view this not as a cost-reduction initiative but as a 
strategic investment in operational excellence. 

Prepare your team with training and set clear rules for 
the role of AI in their work. Start small; implementation 
should begin with bringing AI features and more 
autonomous actions to high-impact areas first. Ticket 
management and network automation are starting 
points for immediate value. Mature AI networking 
strategies can then lead to zero-touch, fully autonomous 
network operations capable of supporting increasingly 
demanding workloads. With AI itself cited as the top field 
drawing talent away from wireless, AI for wireless can 
stem the flow and ease time constraints. Organizations 
with fully automated AI-driven operations are three times 
more likely to forecast significant acceleration in ticket 
resolution, four times more likely to describe networks 
as very simple, and almost twice as likely to describe 
infrastructure as fully scalable. Organizations deploying 
Ai with autonomous actions across key functions achieve 
substantially higher ROI.

Investing in AI for networking helps to stitch together 
context from across the network providing end-to-end 
visibility and observability. With 87% of organizations 
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reporting visibility gaps that impair effective Wi-Fi 
troubleshooting, it’s critical to address this blind spot. 
Organizations should explore how they can better connect 
visibility across IT and lines of business, achieving 
end-to-end insight across clients, applications, cloud 
services, and network packets. The operational benefit is 
immediate, eliminating wireless scapegoating and focusing 
troubleshooting on actual problem sources by the right 
team.

For wireless teams, the first three areas to target are: 
improving visibility into client device behavior, application 
and cloud service performance, and packet-level analytics. 
This three-dimensional approach enables rapid root-cause 
identification and faster incident resolution.

End-to-end visibility supercharges operations. AI requires 
rich data inputs to make effective operational decisions, 
so organizations should view broad and deep visibility as a 
prerequisite for AI for networking.

3
Prioritize holistic security modernization
Wireless security modernization should be treated as a 
strategic initiative aligned with broader enterprise security 
posture. Organizations should treat wireless security as a 
priority for managing business risk, which means looking at 
wireless security in the context of the entire business. This 
would enable security investment to compete for capital 
alongside other strategic IT priorities.

Organizations that want to minimize exposure to losses 
from security incidents should accelerate deployment 
of modern wireless security protocols, particularly full 
WPA3 and certificate- or profile-based authentication. 
Organizations with more modern security postures also 
tend to see a better return on their wireless investments. 
For example, organizations using full WPA3 have a 50% 
likelihood of predicting strong ROI compared to 19% 
among those without WPA3.

Legacy infrastructure needs to be addressed 
systematically rather than be allowed to persist indefinitely. 
Organizations should align their security lifecycle planning 
with new infrastructure investments.

Organizations implementing modern authentication and 
encryption protocols demonstrate superior outcomes: 
four times more likely to predict declining security failures 
and experience 18% lower financial losses from incidents. 
These findings show that modern wireless security is not 
merely more secure but also delivers measurable financial 
benefits by preventing incidents that would generate 
losses.

Wi-Fi security alone is insufficient. To secure the network 
effectively, organizations must: 

1.  Implement network segmentation to dynamically verify 
user identity, enforce security policies, and organize 
clients into appropriate groups. 

2.  Extend visibility beyond access points to monitor 
and protect the entire network from wireless threats 
(reinforcing recommendation 2). 

These measures ensure comprehensive network 
protection, not just wireless access control.

4
Build and enhance wireless talent 
Organizations should invest in developing their talent 
through training, certification, and career advancement 
opportunities. This investment creates measurable impact 
across security outcomes, incident response times, and 
job satisfaction.

Investment should target advanced skills, including 
optimizing Wi-Fi 6E and 7 standards, security protocol 
modernization (WPA3), AI implementation, and automation 
platform expertise.

Organizations also need to recognize wireless 
specialization as a strategic career path and compensate 
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The multiplier effect: Why integrated 
implementation matters

These four recommendations compound when they 
are implemented together:

  Modern infrastructure without AI and 
automation = overwhelmed teams

  AI without security modernization = efficiently 
managed vulnerable networks

  Security modernization without talent = 
protocols that can’t be properly implemented

  Talent development without modern 
infrastructure = skilled teams managing 
outdated systems

As this report clearly outlines, organizations that 
address all dimensions simultaneously are four times 
more likely to achieve strong ROI compared to those 
neglecting these areas.

The AI paradox will not resolve itself. Organizations 
that act decisively and holistically in 2026 will establish 
competitive advantages that compound over the years 
to come. Organizations that delay will find themselves 
trapped in reactive cycles, bleeding budget to security 
incidents, and unable to capitalize on AI-driven 
transformation while competitors pull ahead.

The choice, and the window to choose, is now.

accordingly, given that the impact of certification 
is quantifiable. Organizations with at least 50% of 
personnel certified in wireless technologies are 17% 
more likely to fully implement WPA3. They are also 
17 percentage points more likely to use profile- or 
certificate-based authentication.

Training and certification investment compounds over 
time, with organizations that start talent development 
programs early gaining competitive advantage as 
complexity increases and specialized skills become 
essential to operational success. Those delaying 
investment until talent shortages become acute face 
substantially higher hiring costs and operational 
disruption.

Beyond direct investment in talent organizations 
should look at investment in AI with automation 
(specifically Recommendation 2) to enhance wireless 
talent. AI has shown to reduce time spent on reactive 
tasks thus improving morale. This approach can also 
help reverse the flow of talent leaving wireless to go to 
AI while improving the changes of recruiting the next 
generation of wireless professionals.
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Methodology

This research comprised interviews with 6,098 
organizations in 30 markets conducted in November 
2025 by Sandpiper Research and Insights.

Research Scope
Respondent Profile: Interviews were conducted 
with 6,098 wireless decision makers and technical 
specialists in organizations with at least 250 
employees. Six in 10 (61%) respondents work in 
organizations with annual turnover of at least 
US$100 million.

Geographic Coverage: Research covered 30 markets 
including Australia, Brazil, Canada, Chinese Mainland, 
France, Germany, Hong Kong, India, Indonesia, Italy, 
Japan, Malaysia, Mexico, Netherlands, New Zealand, 
Philippines, Poland, Saudi Arabia, Singapore, South 
Africa, South Korea, Spain, Sweden, Switzerland, 
Taiwan, Thailand, United Arab Emirates, United 
Kingdom, United States, and Vietnam.

Industry Representation: Respondents worked across 
a range of industries including Business Services, 
Construction, Education, Engineering, Design and 
Architecture, Financial Services, Government and 
Public Services, Healthcare, Manufacturing, Media 
and Communications, Natural Resources, Real Estate, 
Restaurant Services, Retail, Technology Services, 
Transportation, Travel Services, and Wholesaling.

Timing: Research was conducted in November 2025.
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Americas

22%

Europe, Middle East, and Africa

28%

Asia Pacific

50%

Chinese Mainland
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No time to wait: The accelerating impact 
of AI on campus and branch networks
Although IT leaders acknowledge they must accelerate their network 
modernization efforts, even aggressive AI adopters say their networks 
are not AI-ready, according to new Cisco and Foundry research. 
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Executive summary 
Much of the AI-readiness conversation has centered on GPUs, 
cloud platforms, and data center buildouts, but new research 
from Cisco and Foundry points to a different challenge: AI 
expansion is placing extraordinary pressure on enterprise 
networking, especially across workplace networks — also known 
as campus and branch networks — where users, devices, 
applications, and autonomous systems come together. 

More than 3,400 IT and networking decision-makers across 15 
countries shared their insights and have sounded the alarm about 
the rapidly growing strain on networks as AI adoption expands 
across generative, agentic, and physical AI environments. 

The message is clear: There is a widening gap between AI 
ambition and network readiness. Cisco’s 2025 AI Readiness 
Index put a number on a problem the industry already sensed: 
Only 15% of organizations said they have networks flexible 
and adaptable enough to support AI at the necessary scale. 

Less than a year later, this new research finds that campus and 
branch environments are fundamentally mismatched with the 
scale, speed, and variability of AI-driven traffic now moving 
across enterprise networks. As organizations accelerate AI 
deployment, networking teams are facing three pressures 
converging at once: rapidly escalating traffic growth, fast-
approaching capacity limitations, and rising security complexity. 

For AI initiatives to scale successfully, enterprises must 
upgrade their networking infrastructure or risk being 
surpassed by competitors that are truly AI-enabled.

Percentage of organizations already 
face or expect to face campus 
and branch capacity limitations 
within the next 24 months

Average increase in campus and 
branch network traffic tied to AI 
workloads over the past 12 months 

Additional growth in traffic 
expected within the next year

Traffic projected to reach 3x current 
levels over the next three years, 
compounded across generative AI 
(genAI), agentic, and physical AI

 209%

 96%

 34%

73%
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AI’s impact on network traffic is substantial
AI workloads are changing traffic patterns across enterprise environments in ways many existing workplace networks were never designed to support. For 
example, 67% of the participating respondents reported increases in east-west traffic — the lateral device-to-device or server-to-server communication 
required for AI agents to exchange data — tied to these workloads. Additionally, 61% noted growth in continuous automated traffic generated by AI systems. 

AI adoption is already reshaping campus and branch network traffic

Traffic between internal 
systems or applications 

(east-west traffic)

Real-time / latency-sensitive 
traffic 

Continuous automated 
system traffic 

Bursty or spike-driven 
traffic patterns

Increased No change Not sure

67%
64%

61%
49%

31% 33% 35%

47%

2% 3% 4% 4%
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Those changes become even more significant 
as organizations move beyond genAI 
experimentation and deeper into agentic AI 
capable of autonomous action. 

“Usually, networks are designed for consistent 
traffic, like SaaS and CRM traffic, and there 
aren’t a lot of unpredictable traffic patterns,” 
said the head of AI strategy for global IT and 
network engineering operations at a large U.S. 
technology company. “Suddenly, three AI agents 
are trying to talk to each other and solve a 
problem. That is going to be a big thing… how 
do we support increased east-west traffic?” 

That observation reflects a broader reality 
emerging across the workplace. AI systems are 
creating new categories of workloads that are 
more distributed, dynamic, and often sensitive 
to latency and reliability than many traditional 
enterprise apps.

This matters especially in campus and branch 
environments, because these networks sit 
closest to employees, operational workflows, 
connected devices, and customer interactions. 
As organizations embed AI more deeply into 
day-to-day processes, enterprises’ operational 
edge increasingly becomes one of the first 
places where networking limitations show up.

The projected growth figures add urgency. 
Respondents already reported substantial 
increases in AI-driven traffic, and expectations 
for future growth remain aggressive. The 
expected growth in network traffic is mirrored 
in the expected change of AI adoption, 
as respondents anticipate significant 
increases over the next 12 to 24 months:

GenAI

Agentic AI

Physical AI

 90%

 85%

 70%

of AI-driven demand is 
concentrated in wireless 
networks within campus 
locations (Wi-Fi).

50%
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Capacity limits are emerging faster than expected

AI workloads are expected to cause significant network traffic increases

Within 12 months Within 36 months

Impact of generative AI  
(e.g., chatbots, content 

generation tools)

Impact of physical AI  
(e.g., robotics, AI-driven IoT)

Impact of agentic AI  
(e.g., automated workflows)

48%

87%

56%

102%

57%

112%

Capacity concerns are no longer hypothetical. More than one-third of the respondents reported that AI is already driving increased capacity demands 
across their networks, and 76% said their campus and branch environments require upgrades to support current and future AI-driven workloads. 
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Combined figures reflect the compounded effect of the three projected AI traffic increase estimates rather than a simple average; layered growth can produce values above 100%, where 100% represents a doubling of current traffic.
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The pressure appears to be especially acute 
among organizations furthest along in AI 
adoption. The research found that enterprises 
with broad deployment of genAI technologies 
are significantly more likely to report traffic 
growth, operational complexity, security 
concerns, and infrastructure readiness 
challenges than those organizations still 
operating in earlier stages of adoption. Only 
30% of these aggressive AI adopters — defined 
in the research as organizations with broad 
genAI deployment across the enterprise 
— said they are fully prepared to support 
projected AI growth across the network.

That finding suggests that the remaining 
70% of aggressive AI adopters may still be 
underestimating the scale of the infrastructure 
challenge ahead. Enterprises that have already 
moved beyond experimentation and into broad 
operational deployment are encountering the 
limitations of existing campus and branch 
environments much sooner than expected.

IT decision-makers increasingly recognize 
that they must rethink network priorities. 
Among them, 93% said they are accelerating 
modernization initiatives in response to AI-
driven demand. The urgency reflects the reality 
that AI workloads often depend on low latency, 
continuous responsiveness, and reliable real-
time interactions to function effectively at scale.

A retail executive described an AI loss 
prevention initiative that ultimately failed 
because network latency made the system 
operationally ineffective. The delay in the 
AI tool — responsible for analyzing data and 
determining whether a theft was occurring 
— was significant enough to undermine 
its usefulness. “There is a delay of about 
five seconds,” said the vice president of 
infrastructure, network, and end user services 
at a U.S.-based retail enterprise. “In those five 
seconds, somebody already leaves the store.  
So it’s pointless.”

Network latency caused “a delay of about five seconds. 
In those five seconds, somebody already leaves 
the store. So it’s pointless.” — U.S.-based retail executive

said they are already facing 
or expect to face campus 
and branch capacity 
limitations within the next 
24 months.

73%
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Examples such as this illustrate why 
networking limitations are becoming more 
than a technical inconvenience. AI systems 
are increasingly embedded in real-world 
workflows, where response time matters. 
Even small delays can directly impact 
customer experiences, operational  
efficiency, and costs.

At the same time, many organizations 
lack visibility into how AI workloads are 
evolving inside their environments. People 
across business units, departments, and 
operational teams are experimenting with 
AI, often without centralized governance. 
This fragmentation limits operational teams’ 
visibility into what’s deployed and how 
systems interact across the network.

“Right now, we don’t even know what the 
AI-driven demand is,” said an AI strategy 
leader. “Observability is a huge gap. There 
is experimentation going on all over the 
place, and there is no way for us to really 
identify if somebody is deploying some kind 
of service on our network, whether it is a 
genAI solution or an agentic solution.” 

Organizations aren’t just trying to add 
bandwidth or push more data through their 
networks. They’re trying to scale networking 
as workloads shift more often, traffic becomes 
harder to predict, and AI systems run more 
independently across distributed environments. 
In the process, many are realizing that their 
campus and branch network strategies were 
built for conditions that no longer apply.

“Observability is 
a huge gap. There 
is experimentation 
going on all over the 
place, and there is no 
way for us to really 
identify if somebody 
is deploying some 
kind of service on our 
network, whether it 
is a genAI solution or 
an agentic solution.”
— head of AI strategy, U.S. 
technology company
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AI adoption hinges on trust. Security fuels trust.
Respondents cited security complexity as the most significant challenge associated with AI-driven network 
demand. Unlike in many previous waves of enterprise technology adoption, security is emerging not simply 
as a parallel concern but as a direct barrier to AI scale. If organizations cannot trust the systems, visibility, and 
controls surrounding AI workloads, they become far less willing to operationalize AI broadly across the enterprise. 
Respondents pointed to expanded attack surfaces, shadow AI activity, inconsistent policy enforcement, and limited 
visibility into how AI-driven traffic moves across enterprise environments as key factors driving that hesitation.

Organizations reported various challenges:

expect security risks to further 
increase as AI adoption expands 

beyond generative use cases

said the technology has 
already expanded their attack 
surface in the last 12 months

believe that threats are 
evolving faster than existing 

controls can adapt

described growing blind spots 
in monitoring and visibility

71% 69%77%78%
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At the same time, IT leaders said their existing 
security models may not keep up with the 
complexity of AI environments. Although 
86% said they have added security controls 
for AI workloads, 61% are holding back from 
scaling AI initiatives further until they have 
greater confidence in their security posture.

“The issue from a security standpoint is 
that it’s hard to create the guardrails for 
every possible AI tool that your organization 
must use,” explained the retail executive. 

As organizations move toward more 
autonomous and agentic AI environments, 

many leaders increasingly view the 
network itself as one of the most effective 
enforcement points for managing AI-related 
security risk, visibility, and policy control  
at scale.

Another IT leader described their current 
environment as one of continuous adaptation 
and operational uncertainty: “We’re just 
playing catch-up at the moment,” said this 
leader, a vice president of IT and digital 
infrastructure in the U.K. education sector. 
“It’s a worrying time, and I think it’ll stay like 
this for another 18 months or two years.”

“The issue from a 
security standpoint 
is that it’s hard 
to create the 
guardrails for every 
possible AI tool that 
your organization 
must use.”
— U.S.-based retail executive
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The underlying issue is straightforward: AI 
workloads introduce a level of operational 
dynamism that many existing security 
approaches were not designed to manage.  
 
For example: 

•  Agentic systems communicate 
constantly across environments. 

•  AI-enabled workflows can 
automatically trigger actions across 
applications and networking. 

•  Shadow AI initiatives can quickly take hold 
inside departments long before networking 
or security teams are aware of them.

These issues have led networking leaders 
to see network architecture, observability, 
and security posture as deeply connected, 
with a secure network serving as the most 
effective enforcement point for the unique 
security challenges AI brings. Gaps that 
once caused minor operational issues can 
now create significant governance and 
security exposure inside environments 
where AI systems continuously generate 
activity across distributed networks.
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These networking pressures extend well beyond 
technical operations. Organizations are starting 
to understand that network readiness will 
directly affect their ability to compete, scale AI 
initiatives, and innovate into real outcomes over 
the next several years.

More than 90% are aware of financial and 
competitive risks if they fail to adapt campus 
and branch networking for AI-driven demand. 
Respondents also cited risks such as operational 
disruption, degraded user experiences, longer 
response times, rising costs, and reputational 
damage from outages or inconsistent policy 
enforcement across distributed environments.

Existing network environments 
are compounding business risks

75%
of IT leaders agree 
there are higher 
long-term costs due 
to reactive upgrades 
or remediation.
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Many IT leaders are 
aware of the financial 
and competitive risks if 
they fail to adapt campus 
and branch networking 
for AI-driven demand.

IT leaders cited the top business risks of delaying  
or failing to modernize networks for AI*

* Percentages reflect those respondents who agree or strongly agree with these risks.

Higher long-term costs due to 
reactive upgrades or remediation

75%

Business 
reputation risks

70%

Missed business 
opportunities

72%

Increased security 
risks or an expanded 
attack surface

72%

Decreased 
operational 
efficiency

Falling behind 
competitors

67%

71%

Inability to meet 
customer expectations

73%
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The aggressive AI adopters are 
approaching campus and branch 
networking strategically rather than 
tactically. They recognize that AI is 
fundamentally changing the operational 
behavior of enterprise environments, not 
just handling a temporary surge in traffic.

That strategic shift is shaping decisions 
about segmentation, wireless performance, 
automation, integrated security, network 
intelligence, and long-term architectural 
planning. Even with significant progress 
in these areas, aggressive AI adopter 
respondents are concerned about moving 
quickly enough to address the rapid pace 
of genAI deployments along with agentic 
and physical AI adoption.

This uncertainty is why modernization 
timelines are compressing. IT leaders 
know that decisions they make today will 
determine whether their organization can 
successfully support the next wave of AI 
and other emerging technologies such as 
quantum computing.

Aggressive AI adopters are approaching 
modernization differently

Among the surveyed enterprise-wide AI adopters, 96% said the technology has 
somewhat or significantly increased their network modernization plans, versus 88% of 
those organizations that have not deployed AI enterprise-wide. Mature AI adopters are 
more aggressively upgrading their campus and branch environments than those that have 
not deployed AI enterprise-wide to:

Support AI capacity demands 55% vs. 26%

Meet compliance requirements 53% vs. 32%

Keep ahead of the competition 51% vs. 26%

Mature  
AI adopters

Early-stage  
AI adopters
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The research findings ultimately point 
to a broader conclusion: AI adoption is 
reshaping enterprise operations much 
faster than organizations anticipated, with 
its effects extending beyond centralized 
networking to the edge of the enterprise.

Network modernization efforts must move 
beyond the data center to also encompass 
workplace networks, where AI workloads 
increasingly intersect directly with employees, 
workflows, devices, customer interactions, and 
operational systems. As AI adoption expands 
across generative, agentic, and physical systems, 
network demands will continue to become more 
complex, distributed, and performance-sensitive.

Now is the time to act. The research shows 
that 85% of organizations expect moderate 
or major expansion in agentic AI deployment 
within the next 24 months, and 73% said they 
are already facing or expect to face campus 
and branch network capacity limitations 
within that same timeframe. Together, 
those findings point to a rapidly narrowing 
window for infrastructure modernization.

Organizations that modernize now will be better 
positioned to support increasingly dynamic AI 
workloads, maintain operational performance, 
strengthen visibility and security, and scale AI 
initiatives with confidence. Those that delay 
modernization risk allowing infrastructure 
limitations to become a direct constraint on 
innovation, execution, and competitiveness.

AI is creating fundamentally different operational 
environments, defined by autonomous systems, 
real-time interactions, and continuously 
shifting traffic patterns across distributed 
enterprise environments. In such environments, 
network modernization is no longer simply 
an infrastructure initiative. It is becoming a 
prerequisite for operating and competing 
effectively in an AI-powered economy.

Learn how to get ahead of the AI-driven surge 
the next two years is likely to bring with an  
AI-ready secure network architecture.

Workplace network strategies will be foundational 
to company success in the next two years

Organizations that 
modernize now will be 
better positioned to 
support increasingly 
dynamic AI workloads, 
maintain operational 
performance, strengthen 
visibility and security, 
and scale AI initiatives 
with confidence.
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Foundry conducted a quantitative survey, sponsored by Cisco, 
of 3,472 CIOs as well as networking, end user computing, 
and technology leaders in Asia-Pacific, Europe, the Middle 
East, Latin America, and North America. The respondents 
work at organizations with 500+ employees that have an 
average of 3,292 campus/branch locations. In addition, 
Foundry conducted six in-depth interviews with executives in 
Asia-Pacific, Europe, and the United States. All research was 
conducted between March and April 2026.

About the research
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