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AMENDMENT NO. Ca.lendar No.

Purpose: To require the Director of the National Institute
of Standards and Technology to develop guidance for
upgrading information systems to post-quantum eryptog-
raphy.

IN THE SENATE OF THE UNITED STATES—119th Cong., 2d Seas.

S. 3597

To reauthorize the National Quantum Initiative Act, and
for other purposes.

Referred to the Committee on and
ordered to be printed

Ordered to lie on the table and to be printed

AMENDMENT intended to be proposed by Mr. PETERS (for
himself and Mrs. BLACKBURN)

Viz:
1 Strike paragraphs (1) and (2) of subsection (e) of
2 section 201 of the National Quantum Initiative Act (15
U.8.C. 8831), as amended by section 12, and insert the
following:

In this subsection:

“{A) APPROPRIATE CONGRESSIONAL COM-

3

4

5 “(1} DERINITIONS,
6

7 MITTEES.—The term ‘appropriate congressional
8

committees’ means—
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“1) the Committee on Commerce,
Science, and Transportation of the Senate;
and

“(ii) the Committee on Energy and
Commerce of the IHouse of Representa-
tives.

“(B) CLASSICAL COMPUTER; QUANTUM
COMPUTER.—The terms ‘elassical computer’
and ‘quantum computer’ have the meanings
given such terms in section 3 of the Quantum
Computing Cybersecurity Preparedness Act
(Public Law 117-260; 6 U.S.C. 1526 note).

“(C) CRITICAL INFRASTRUCTURE SEC-
TORS.—The term ‘critical nfrastructure sec-
tors’ means the critical infrastructure sectors
defined in the National Security Memorandum
on ‘Critical Infrastructure Security and Resil-
ience’ (NSM-22), dated April 30, 2024.

“(D) POST-QUANTUM CRYPTOGRAPHY.—
The term ‘post-quantum cryptography —

“(i) means those eryptographie algo-
rithms or methods that are assessed not to
be specifically valnerable to attack by ei-
ther a quantum computer or classical com-

puter; and
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3
“) includes—

“(I) the lattice-based digital sig-
nature algorithm speeified in National
Institute of Standards and Tech-
nology Iederal Information Proe-
essing Standards Publication 204
{(dated August 13, 2024; relating to
Module-Lattice-Bagsed Dhigital Signa-
ture Standard), or any successor
standard;

“(IT)  the module-lattice-based
key encapsulation mechanism speci-
fied in National Institute of Stand-
ards and Technology Federal Infor-
mation Processing Standards Publica-
tion 203 (dated August 13, 2024; re-
lating to Module-Liattice-Based Key-
Encapsulation Mechanism Standard),
or any successor standard; and

“(ITI1) any cryptographie algo-
rithm or method implemented m ac-
cordance with National Institute of
Standards and Technology Tederal
Information  Processing  Standard

Publication 140-3 (dated March 22,
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2019; relating to Security Require-
ments for Cryptographic Modules), or
any successor standard, operating
within a zero trust architecture as de-
seribed in National Institute of Stand-
ards and Technology Special Publica-
tion 800-207 (dated August 2020; re-
lating to Zero Trust Architecture), or
any successor standard.

CY(E) SECTOR RISK MANAGEMENT AGEN-
cY.—The term ‘sector risk management agency’
has the meaning given such term in section
2200 of the Homeland Security Act of 2002 (6
U.8.C. 650).

“(2) GUIDANCE ON UPGRADING TO POST-QUAN-

TUM CRYPTOGRAPHY —

“(A) IN gENERAL—Not later than 180
days after the date of the enactment of this
subsection, the Director of the National Insti-
tute of Standards and Technology, in consulta-
tion with the Director of the Office of Science
and Technology Policy, the Secretary of Home-
land Security, and the head of any other agency
the Director of the National Institute of Stand-

ards and Technology considers appropriate,
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1 shall establish guidance for upgrading informa-
2 tion systems to post-quantum eryptography, in-
3 cluding guidance that is specifically tailored for
4 critical infrastiueture sectors.

5 “(BB) DISSEMINATION OF GUIDANCE.~—-

6 “(i) IN GENERAL.—The Director of
7 the National Institute of Standards and
8 Technology shall make available to entities
9 in the private sector the guidance estab-
10 lished under subparagraph (A).

11 “(i1) SPECIAL PUBLICATIONS.—The
12 Dirvector may satisfy the requirement
13 under clange (i) through the publication of
14 Special Publications.

15 “(3) STRATEGY FOR FEDERAL AGENCY UP-
16 GRADE TO POST-QUANTUM CRYPTOGRAPHY,—

17 “(A) NATIONAL QUANTUM CYBERSECURITY
18 UPGRADE STRATEGY.—The Secretary of Com-
19 meree, in coordination with the Director of the
20 Office of Science and Teehnology Policy and in
21 consultation with the Quantum FEconomic De-
22 velopment Consortium and the head of any
23 other agency the Secretary of Commerce con-
24 siders appropriate, shall develop a National
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Quantum Cybersecurity Upgrade Strategy that

includes the following:

“(i) A definition of a cryptographi-
cally relevant quantum computer.

“(11) Recommended standards to apply
to determine whether a quantum eomputer
meets such definition, including—

“(I) the characteristics of such
computers; and

“(I1) the particular point at
which such computers are capable of
attacking real world systems that clas-
sical eomputers are unable to attack.

“(1ii) Guidelines for assessing the ur-
gency of upgrading to post-quantum eryp-
tography for each Federal agency relative
to—

“(T) the critical functions of each
agency; and

“(II) the risk each agency faces
should a ecryptographically relevant
quantum eomputer attack a system

operated by the agency.
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“(iv)  Recommended  performance
measures for upgrading to post-quantum
eryptography for the following tasks:

“(1) Preparation for upgrading to
post-quantum cryptography, melud-
ng—

“(aa) the adoption of hard-
ware ntegrating quantum-resist-
ant cryptographiec  algorithms;
and

“(bb) the deployment of
software-only post-quantum eryp-
tography overlays that meet or
exceed seeurity standards set
forth in the FFederal Information
Processing Standards issued by
the National Institute of Stand-
ards and Technology.

“(I1) Establishment of a baseline
understanding of the data inventory,
including through the use of auto-
mated tools to identify assets.

“(TIT) Planning and execution of
post-quantum eryptographic solutions,

mcluding ensuring that data at rest
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1 and in motion is subject to appro-
2 priate protections,

3 “(IV) Monitoring and evaluating
4 the success of the upgrade and assess-
5 ing the security of the system.

6 “tv) A plan for implementing the
7 above performance wmeasures, including
8 evaluating and monitoring entities that are
9 at high rigsk of quantum attacks, including
10 sector risk management agencies.

11 “(B) REPORT TO CONGRESS.—Not later
12 than 360 days after the date of the enactment
13 of this subsection, the Director of the National
14 Institute of Standards and Teechnology shall
15 submit to the appropriate congressional com-
16 mittees a report that includes the National
17 Quantum Cybersecurity Upgrade Strategy de-
18 veloped under subparagraph (A).

19 “4) RULE OF CONSTRUCTION.—Nothing in
20 this section may be eonstrued to authorize the devel-
21 opment or implementation of any rulemaking or reg-
22 ulatory action for non-Federal entities.”.




