Responses to Written Questions Submitted by Honorable John Thune to Noah Phillips
Question 1. Vertical mergers such as the merger between AT&T and Time Warner have
garnered some attention lately. The FTC and DOJ have not updated vertical merger guidance
since 1984. Do you believe that the FTC and DOJ should issue new guidance on vertical
mergers?
Response. Antitrust officials, practitioners, and scholars recognize that, in many respects, the
1984 Non-Horizontal Merger Guidelines1 reflect neither current practice nor scholarship on
vertical merger enforcement. 2 New guidelines should be based on modern caselaw, the practical
experience of recent merger challenges and investigations, and insights from both theoretical and
empirical scholarship.
Over the years, the agencies have provided substantial insight on vertical merger analysis
through speeches and other policy work,3 and through rigorous case selection.4 I am open to
drafting new guidelines, provided they reflect guidance from the courts, experience from
agencies, and the weight of scholarship on the question.
Question 2. Government lawsuits to stop mergers are litigated using different procedures
depending on which agency, the FTC or DOJ, handles the case. Do you think Congress should
take action to ensure that agencies follow the same procedures or do you support another
approach?
Response. There is no good reason for different standards for preliminary injunctive relief
between the two antitrust enforcement agencies, and Congress adopting carefully crafted
legislation to align standards could be beneficial. As a practical matter, courts typically interpret
the standard to be applied when the FTC files for a preliminary injunction in pre-merger cases to
be the same as for such DOJ filings. Making it clear via statute that the two standards are the
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same would, however, eliminate: (1) any potential for different standards to be erroneously
adopted; and (2) the criticism that companies may face different standards depending on the
happenstance of which agency reviews its transaction.

With respect to the FTC’s administrative litigation path, there are several additional
considerations. The FTC has utilized administrative litigation to help develop antitrust doctrine
in important ways—including in complex and critical areas like healthcare. The Commission’s
reworking of its approach to hospital mergers is perhaps the most striking example of the FTC’s
successful use of administrative litigation to advance antitrust enforcement.5 In contemplating
legislation regarding the FTC’s use of administrative litigation, Congress should consider
whether and to what extent it desires the Commission to continue using administrative
litigation—as opposed to federal court litigation—to develop antitrust doctrine.
Congress should also consider whether and to what extent administrative litigation may make the
ultimate resolution of cases more efficient. Whether a case is litigated in federal court or
administratively may make a difference, particularly for unconsummated mergers. Merging
parties remain unable to close their transaction for a significant period of time, for example when
they are subject to review by multiple authorities. The FTC can commence an administrative
action while other reviews are pending and delay an injunction action in federal court until other
review processes are completed and the merger is imminent. In the recent Tronox case, the FTC
filed its case in December 2017 and litigated it administratively while the parties waited for
foreign approvals.6 In the summer of 2018, once those approvals were granted and the parties
would have been able to close their transaction, the FTC filed suit in federal court, seeking a
preliminary injunction. The pre-existing administrative record allowed the parties to avoid a
substantial discovery period in the federal proceeding, enabled the district court judge to expedite
its hearing and to issue a ruling in September 2018. However, the administrative litigation
remains pending before the Commission. In other recent merger cases where the Commission
has sought a preliminary injunction in federal court from the beginning, federal courts were able
to issue rulings on the preliminary injunctions—which typically effectively end any litigation
and obviate the need for any administrative trial—within six months.7
That said, the Commission’s use of administrative litigation for merger review has met with
criticism. Some express concern that the FTC has “two bites at the apple” when it comes to
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mergers: the Commission can seek a preliminary injunction in federal court, and if it loses, can
continue to a full administrative trial before an ALJ (an option the DOJ does not have).8 The
Commission has not continued to litigate a merger case after losing a preliminary injunction
motion in federal court for over twenty years, and modern policy is to stop litigating after such a
loss. I agree with that policy. That said, the policy could be changed by the Commission, while it
would not be able to unilaterally deviate from legislation adopting this policy.

There also is a concern that, in administrative litigation, the Commission essentially serves as a
check on itself—it votes to issue a complaint, and then is the factfinder and decision-maker as to
the ultimate merits of that complaint before parties have any opportunity to go to federal court.9
The FTC ultimately finds liability (on one or more counts) in administrative litigation an
overwhelming percent of the time, often overruling the Administrative Law Judge (who renders
an initial decision, following an administrative trial) to do so.10 This has led some to question the
administrative process and the use of the ALJ.
In considering whether to take action to align the approaches of the two federal antitrust
agencies, Congress should keep in mind these benefits and potential drawbacks.
Question 3. Should Congress amend Section 5(n) of the FTC Act, which addresses unfair
practices, to clarify what constitutes “substantial injury?” If so, how?
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I do not have a view at this time as to whether Congress should clarify the definition of
“substantial injury” under Section 5(n). Historically, the Commission has interpreted substantial
injury to include financial,11 physical,12 reputational,13 or unwanted intrusions.14
Some have raised questions as to the scope of injury appropriately covered by Section 5(n),
including whether (and how) 5(n) should be applied to intangible injuries.15 In response to some
of these questions, on December 12, 2017, the FTC hosted a workshop in Washington, DC to
discuss “informational injuries”, which are injuries—both market-based and non-market16—that
consumers may suffer from privacy and security incidents, such as data breaches or unauthorized
disclosure of data. The workshop asked participants to discuss and develop analytical
frameworks to help guide future application of the “substantial injury” prong in cases involving
informational injury.
This work targets issues that Congress is now considering addressing through privacy legislation.
I believe the discussion about the scope of Section 5(n) is relevant to that consideration.
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Question 4. Should the FTC issue more guidance to marketers on the level of support needed to
substantiate their claims? If so, when do you anticipate that such guidance could be issued?
Response. The FTC has issued extensive guidance over the years to help marketers in
determining the level of support needed to substantiate claims. The Commission first articulated
the relevant factors used to determine the level of evidence required to substantiate objective
performance claims in Pfizer, Inc., 81 F.T.C. 23 (1972). Those factors included the type of claim,
type of product, the consequences of a false claim, the benefits of a truthful claim, the cost of
developing substantiation for the claim, and the amount of substantiation experts in the field
believe is reasonable. The Commission and the courts have reaffirmed this standard many times
since 1972.17 In addition, the FTC also has provided extensive guidance through Guides and staff
guidance documents.18 In addition, FTC staff provide additional guidance through speeches and
presentations to industry trade groups and industry attorneys.
The Commission’s precedent and other guidance sets forth flexible principles that can be applied
to multiple products and claims. It does not attempt to answer every question about
substantiation, given the virtually limitless range of advertising claims, products, and services to
which it could be applied. Instead, it seeks to strike the right balance between being specific
enough to be helpful but not so granular that it would overlook some important factor that might
arise under given circumstances and thereby actually chill useful speech.
Question 5. In June, the 11th Circuit vacated the Commission’s data security order against LabMD. What effect, if any, will this have on the Commission’s data security orders going forward?
Response. The U.S. Court of Appeals for the Eleventh Circuit determined that the mandated data
security provision of the Commission’s LabMD Order was insufficiently specific. That ruling
effectively mandates that our data security orders be more prescriptive, which is not necessarily
good from a policy perspective. The flexible approach we had applied, which both the
Commission and defendants generally preferred, permitted firms to base their data security
compliance on the particular risks and needs of individual firms. Congress should consider
whether to address the ruling of the Eleventh Circuit through a statutory fix.
The Court having issued its order, however, we are now working to craft order language in data
security cases that is consistent with the Eleventh Circuit’s opinion.
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Question 6. If federal privacy legislation is passed, what enforcement tools would you like to be
included for Federal Trade Commission?
The question of tools is a secondary one, which cannot and should not be considered in the
abstract. Answering the question necessarily requires preliminary determinations first as to what
harms Congress wishes to address and, second, what liability standards it adopts to address those
harms. Civil penalties, for instance, are better tailored to conduct that is clearly-defined—for
example, violations of specific rules set forth in FTC consent orders or regulations like COPPA.
Otherwise, the prospect of paying them may chill innovation and other conduct that benefits
consumers. The FTC has rulemaking authority today.19 It differs from APA rulemaking in
several respects, following restraints imposed upon the Commission by Congress after attempts
by the agency to ban certain types of advertising to children. Rulemaking authority raises
important issues of delegation and democratic accountability. Congress, not an administrative
agency, is the best place to make policy with a profound impact on a substantial portion of the
economy. Congress should consider that the flexibility that rulemaking permits also allows for
changes in rules over time, which—regardless of the underlying policy—can be terrifically
difficult for businesses attempting to adapt.
Today, the FTC cannot take action against telecommunications common carriers and non-profits.
I support removing those jurisdictional limitations.
Question 7. During the hearing, I asked the Chairman whether the FTC would consider using its
section 6(b) authority to study consumer information data flows, specifically sending requests to
Google, Facebook, Amazon, and others in the tech industry to learn what information they
collect from consumers and how that information is used, shared, and sold. I believe the FTC’s
section 6(b) authority could provide some much needed transparency to consumers about the
data practices of large technology companies, and help identify areas that may require additional
attention from lawmakers. What are your views with respect to the FTC potentially conducting a
study pursuant to section 6(b) of the Federal Trade Commission Act on the data collection, use,
filtering, sharing, and sale practices of large technology companies such as Google, Facebook,
Amazon, and others?
Response. The Commission’s 6(b) authority enables it to conduct economic studies that do not
have a specific law enforcement purpose, but rather are for the purpose of obtaining information
about “the organization, business, conduct, practices, management, and relation to other
corporations, partnerships, and individuals” of the entities to whom the inquiry is addressed. As
with subpoenas and CIDs, the recipient of a 6(b) order may file a petition to limit or quash, and
the Commission may seek a court order requiring compliance.20
The FTC has used its 6(b) authority to study and answer discrete questions regarding industry
practices, such as to gather information regarding the marketing practices of major alcoholic
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beverage advertisers to study whether voluntary industry guidelines for reducing advertising and
marketing to underage audiences had been effective.21 Another example is the Commission’s
July 2002 report, Generic Drug Entry Prior to Patent Expiration,22 which was the product of a
6(b) study, and the results of which the Commission was able to publish publicly pursuant to 15
U.S.C. § 46(f).
For any 6(b) study of the wide-ranging tech sector to be effective, it should focus on areas where
there is reason to suspect wrongdoing is occurring or where the Commission believes it lacks
adequate understanding of the conduct, practice, or management in question. Casting too broad a
net could easily incur costs in excess of the information’s incremental benefit, as occurred with
the Commission’s Line of Business program, which was designed to compel annual reporting of
financial and statistical data by hundreds of manufacturing firms but was discontinued after
being plagued by recurring non-compliance and costly legal battles.23 Congress (to the extent it
seeks to direct such studies) and the Commission should develop clear and concise goals for such
studies, to ensure that we have a concrete goal to work towards and to avoid, as much as
possible, lengthy and expensive disputes over the scope or burden of such orders.
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Responses to Written Questions Submitted by Honorable Jerry Moran to Noah Phillips
Question 1. Set to expire on September 30, 2020, the U.S. SAFE WEB Act allows for increased
cooperation with foreign law enforcement authorities through confidential information sharing
and the provision of investigative assistance. Specifically, the law authorizes the FTC to provide
assistance to foreign law enforcement agencies to support their investigations and enforcement
actions. Your testimony requested that Congress reauthorize this authority while eliminating the
sunset provision. Would you please explain how U.S. SAFE WEB Act will impact U.S.
consumers?
Response. Our economy is increasingly globalized, digitized, and connected. These changes
generate incredible opportunity, but also pose new problems for American consumers, such as
traditional scams that now thrive online and new, Internet-enabled, frauds. They also raise law
enforcement challenges, like the enhanced ability of scammers to act anonymously or move illgotten gains outside our jurisdiction; and roadblocks to international law enforcement
cooperation.
Congress has been an essential ally in this fight. In 2006, it passed the U.S. SAFE WEB Act.
SAFE WEB allows the FTC to share evidence with and provide investigative assistance to
foreign authorities in cases involving issues including spam, spyware, privacy violations and data
breach. It also confirms our authority to challenge foreign-based frauds that harm U.S.
consumers or involve material conduct in the United States.
Using SAFE WEB, the FTC has worked with authorities abroad to stop illegal conduct and
secure millions in judgements from fraudsters, sometimes even criminal convictions. The FTC
uses SAFE WEB authority in important international privacy cases. We collaborated with
Canadian and Australian privacy authorities on the massive data breach of the Toronto-based,
adult dating website AshleyMadison.com,24 and we worked again with Canadian authorities on
the FTC’s first children’s privacy and security case involving connected toys, a settlement with
electronic toy manufacturer VTech Electronics25 under the Children’s Online Privacy Protection
Act.
In total, the FTC has responded to more than 130 SAFE WEB information-sharing requests from
30 foreign enforcement agencies. We have issued more than 115 civil investigative demands in
more than 50 investigations on behalf of foreign agencies, civil and criminal. The FTC has
collected millions of dollars in restitution for injured consumers, both foreign and domestic.
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SAFE WEB helps protect Americans by policing and instilling confidence in the digital
economy, but it sunsets in 2020. I believe that American consumers will be best served if
Congress reauthorizes this authority and eliminates the sunset provision.
Question 2. Section 5(a) of the FTC Act, which prohibits “unfair or deceptive acts or practices in
or affecting commerce” is the legal basis for a body of consumer protection law that covers data
privacy and security practices. The FTC has brought hundreds of cases to date to protect the
privacy and security of consumer information held by companies of all sizes under this authority.
The FTC staff recently submitted comments to the National Telecommunications and
Information Administration (NTIA) that clearly indicate the FTC staff’s view that the FTC
would be the appropriate agency to enforce a new comprehensive privacy legislative framework.
Do you agree with the staff’s view?
Response. Absolutely. The FTC has developed a substantial body of expertise on privacy issues
over decades by bringing hundreds of cases, hosting approximately 70 workshops, and
conducting numerous policy initiatives. The FTC is committed to using all of its expertise, its
existing tools under the FTC Act, and whatever additional authority Congress gives us, to protect
consumer privacy while at the same time promoting innovation and competition in the
marketplace.
Question 3. As Congress evaluates opportunities to create meaningful federal legislation to
appropriately ensure privacy of consumers’ data, there have been suggestions to increase the
FTC’s authorities to enforce in this space. Will you commit to working with this Committee in
measuring what resources, if any, will be needed to allow the agency to enforce any additional
authorities that may or may not be provided in federal legislation?
Response. Yes. The FTC has developed substantial expertise in the area of data privacy and
security and we are committed to working with Congress to help determine whether and what
additional resources may be appropriate, commiserate with any new authorities.
Question 4. Sharing responsibilities with the DOJ’s Antitrust Division, the FTC enforces
antitrust law in a variety of sectors as described by your testimony. While the vast majority of
premerger filings submitted to enforcement agencies do not raise competition concerns, the FTC
challenged 45 mergers since the beginning of 2017, and of those, the FTC only voted to initiate
litigation to block five transactions. Would you please describe the resource needs of the agency
associated with hiring qualified outside experts to support its litigation efforts? Please explain
how developments in the high-technology sector are accounted for in the FTC’s decision-making
process related to antitrust enforcement.
Response. As a threshold matter, it is well-recognized that the vast majority of premerger filings
do not raise competitive concerns, and so the percentage of reviewed versus challenged mergers
is not the result of a resource problem. Nor does a low incidence of full-phase investigations or
merger challenges, relative to the total number of filings, indicate lax merger enforcement or the
deterioration of competition. The ultimate antitrust question is whether a merger is likely to harm
competition and consumers, and the FTC challenges far fewer mergers than it reviews because

most simply do not raise competitive issues. That said, I appreciate your attention to the agency’s
resource needs. As we mentioned in our November 27 testimony, the FTC works very hard to
accomplish as much as possible with the resources we have. We are tasked with the important
dual goals of protecting consumers and promoting competition, both which are of increasing
importance in the changing economy. Resource constraints remain a significant challenge.
Evolving technologies and intellectual property issues, among others, continue to increase the
complexity of antitrust investigations and litigation. That complexity, coupled with the rising
costs of critical expert witnesses and increases in caseload, sometimes leads to financial and
personnel resource limitations. In the past, we have requested additional resources for experts,
information technology, and more full-time employees in support of our mission to protect
consumers and promote competition. We also have heard the need for additional paralegals to
help support our staff attorneys; paralegals can provide very valuable services and allow
attorneys to devote more time to substantive issues, but they are a rare commodity at the
Commission today. These all continue to be critical areas of need for our agency. If we receive
additional resources, we plan to apply them to these areas.
Qualified experts are a critical resource in all of the FTC’s competition cases heading toward
litigation. For example, expert witness services are critical to merger cases, as they help the FTC
satisfy key burdens such as defining product and geographic markets and estimating the likely
harms (and countering defendants’ estimation of any alleged procompetitive benefits).
Expert witness costs are highly dependent on the number, scope, duration, and disposition of our
federal and administrative court challenges—increasing (often significantly) as these factors
increase. To limit these costs, the FTC has continued to identify and implement a variety of
strategies, including using internal personnel from its Bureau of Economics as expert witnesses
whenever practical. The opportunities to use internal experts as testifying experts are limited,
however, by several factors, including staff availability, testifying experience, and the
specialized expertise required for specific matters.
As with other critical areas under our jurisdiction, the FTC closely follows activity and
developments in the high-technology sector. Given the important role that technology companies
play in the modern American economy, the Commission has prioritized understanding the
competition and consumer protection issues that can arise in this space.
The fundamental principles of antitrust do not differ when applied to high-technology industries,
including those in which patents or other intellectual property are highly significant. The issues,
however, can be more complex and require different expertise, which may necessitate the hiring
of outside experts or consultants to help us develop and litigate our cases. The FTC strives to
adapt to the dynamic markets we protect by leveraging the research, advocacy, and education
tools at our disposal. For example, last fall, the Commission launched its Hearings on
Competition and Consumer Protection in the 21st Century to understand better both the

advancements in technology and the new business models they support, and how to target
enforcement efforts in these evolving spaces.26
Question 5. Earlier this year, I introduced legislation called the Senior Scams Prevention Act
with Senator Bob Casey to combat continued and increasingly complex attempts to defraud one
of the nation’s most vulnerable populations, our senior community. This bill seeks to ensure
retailers, financial institutions and wire transfer companies have the resources to train employees
to help stop financial frauds and scams on seniors. Would you agree that awareness and
education, guided by “best practices” established by industry and government partners, is a
valuable tool in preventing consumer harms against our nation’s seniors?
Response. I agree that awareness and education are essential to protect our nation’s seniors.
Indeed, protecting older Americans has long been a top priority, and it is increasingly important
as that population grows. To this end, we engage in research, education, and enforcement actions
focused on educating and protecting older Americans, including our Pass It On campaign,27 to
help both protect seniors and prosecute wrongdoers.
More generally, our anti-fraud activities are at the core of our law enforcement efforts, protecting
not just seniors but a broad range of vulnerable consumer populations, including minorities and
veterans. That includes efforts to stop fraudulent business opportunity schemes, police
unsubstantiated health claims, and shut down sham charities that prey on unsuspecting
consumers and target their hard-earned savings.
The Commission must and will keep a focus on these efforts, which protect consumers from
immediate and tangible harms. We are ready and willing to work with additional partners—from
government, civil society, academia, and industry—to identify and prevent harms to older
consumers, as well as other vulnerable consumers.
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Question 6. In its comments submitted to NTIA on “Developing the Administration’s Approach
to Consumer Privacy,” the FTC discussed the various cases that it has taken up to address
privacy-related harms to consumers, and it specifically noted four categories of harms: financial
injury, physical injury, reputational injury, and unwanted intrusion. Could you please briefly
describe each category while noting any FTC enforcement considerations specific to that type of
harm?
Response. Certainly. Financial injury can manifest in a variety of ways: fraudulent charges,
delayed benefits, expended time, opportunity costs, fraud, and identity theft, among other
things.28 Physical injuries include risks to individuals’ health or safety, including the risks of
stalking and harassment.29 Reputational injury involves disclosure of private facts about an
individual, which damages the individual’s reputation. Tort law recognizes reputational injury.30
The FTC has brought cases involving this type of injury, for example, in a case involving public
disclosure of individuals’ Prozac use31 and public disclosure of individuals’ membership on an
infidelity-promoting website.32 Finally, unwanted intrusions involve two categories. The first
includes activities that intrude on the sanctity of people’s homes and their intimate lives. The
FTC’s cases involving a revenge porn website,33 an adult-dating website,34 and companies
spying on people in their bedrooms through remotely-activated webcams fall into this
category.35 The second category involves unwanted commercial intrusions, such as
telemarketing, spam, and harassing debt collection calls. In terms of enforcement considerations,
as noted above, the FTC is very mindful of ensuring that it addresses these harms, while not
impeding the benefits of data collection and use practices.
I note additionally that the definition of “substantial injury” under Section 5(n) has been
interpreted by the Commission in the past to reach these types of harms. “Privacy” harms often
involve largely non-economic harms, potentially including harms not presently cognizable under
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the FTC Act. In considering privacy legislation, I urge Congress to study and understand the
harms it wishes to address and craft remedies appropriate to them.
Question 7. In the FTC’s recent comments in NTIA’s privacy proceeding, the FTC said that its
“guiding principles” are based on “balancing risk of harm with the benefits of innovation and
competition.” Would you describe what this means, how you strike this balance, and how it is
applied in practice under your Section 5 authority in the FTC Act?
Response. In its comments to NTIA, the Commission wrote that it “supports a balanced approach
to privacy that weighs the risks of data misuse with the benefits of data to innovation and
competition”, noting that striking that balance is “essential to protecting consumers and
promoting competition and innovation.”36 Recognizing the kinds of harms we have pursued in
privacy enforcement matters—financial, physical, and reputational injury, and unwanted
intrusions—we also recognized the many benefits and innovations that the sharing of data have
achieved for American consumers. The Commission went on to warn that “privacy standards that
give short shrift to the benefits of data-driven practices may negatively affect innovation and
competition” and that “regulation can unreasonably impede market entry or expansion by
existing companies.”
All of this means that, in thinking about regulation or law enforcement with respect to privacy,
we must keep in mind that we are talking about one of the most dynamic aspects of the global
economy, one where the U.S. is a leader in innovation and job growth. We should be clear about
the harms we wish to stop, and weigh those against the benefits.
In unfairness cases, Section 5(n) of the FTC Act requires us to strike this balance. It does not
allow the FTC to bring a case alleging unfairness “unless the act or practice causes or is likely to
cause substantial injury to consumers, which is not reasonably avoidable by consumers
themselves and not outweighed by benefits to consumers or to competition.” Thus, for example,
in our data security complaints and orders, we often plead the specific harms that consumers are
likely to suffer from a company’s data security failures. We do not assert that companies need to
spend unlimited amounts of money to address these harms; in many of our cases, we specifically
allege that the company could have fixed the security vulnerabilities at low or no cost.
As with any law enforcement agency, we should and do exercise our discretion when deciding
whether to pursue matters and how to resolve them. In so doing, we should keep our guiding
principles in mind and focus on deterring real and significant harms to consumers, providing the
right incentives to the marketplace to take reasonable steps that will limit both consumer harm
and liability, and avoiding the creation of a culture of uncertainty and fear that would impede
consumer-friendly innovation.
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Question 8. The FTC’s comments pertaining to “control” in NTIA’s privacy proceeding stated,
“Choice also may be unnecessary when companies collect and disclose de-identified data, which
can power data analytics and research, while minimizing privacy concerns.” How would the
FTC suggest federal regulation account for de-identified data, if at all?
Response. In our NTIA comment, we reference different types of privacy-related harms:
financial, physical, reputational, and unwanted intrusion. All these types of harms are mitigated,
or even eliminated, when data cannot be tracked to a consumer. As such, appropriately deidentified data does not raise the same risks and should be treated differently, especially
considering the benefits of using such data for innovative, consumer-friendly purposes.
Question 9. Your testimony indicated that continued technological developments allow illegal
robocallers to conceal their identities in “spoofing” caller IDs while exponentially increasing
robocall volumes through automated dialing systems. These evolving technological changes
mean that the critical law enforcement efforts of the FTC cannot be the only solution, and your
testimony described the additional steps the FTC is taking to develop innovative solutions to
these issues. Would you please describe the process and outcomes of the four public challenges
that the FTC held from 2013 to 2015? Are there plans to incentivize innovators to combat
robocalls in the future?
Response. The FTC’s process for its robocall challenges included public announcements,
committees with independent judges, and, in some cases, cash prizes awarded under the America
COMPETES Reauthorization Act.37 To maximize publicity, the FTC announced each of its four
challenges in connection with public events. The FTC announced the first robocall challenge at
the FTC’s 2012 Robocall Summit. In 2014, the FTC conducted its second challenge, “Zapping
Rachel” at DEF CON 22. The FTC conducted its third challenge, “DetectaRobo,” in June 2015
in conjunction with the National Day of Civic Hacking. The final phase of the FTC’s fourth
public robocall challenge took place at DEF CON 23. When the FTC held its first public
challenge, there were few, if any, call blocking or call labeling solutions available for consumers.
Today, two FTC challenge winners, NomoRobo and Robokilller, offer call blocking
applications, and there are hundreds of mobile apps offering call blocking and call labeling
solutions for cell phones. Many home telephone service providers also now offer call blocking
and call labeling solutions. The FTC will not hesitate to initiate additional innovation contests if
it identifies further challenges that could meaningfully benefit consumers by reducing the harm
caused by illegal robocalls.
In addition to developing call blocking and call labeling technology, the telecom industry has
also developed call verification technology, called STIR/SHAKEN, to help consumers know
whether a call is using a spoofed Caller ID number and assist call analytics companies in
implementing call blocking and call labeling products. If widely implemented and made
available to consumers, the STIR/SHAKEN protocol should minimize unwanted calls. Certain
industry members have begun to roll out this technology and it is in beta testing mode. We will
keep a close eye on this industry initiative and continue to encourage its implementation.
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Question 10. Would you please describe the FTC’s coordination efforts with state, federal, and
international partners to combat illegal robocalls?
Response. Robocalls are a pernicious problem, a fact of which the average American consumer
is reminded several times a day.
The FTC frequently coordinates its efforts with its state, federal, and international partners. The
FTC often brings robocall enforcement actions with states as co-plaintiffs. For example, in the
FTC’s case against Dish Network, litigated for the FTC by the Department of Justice, the FTC
brought the case jointly with California, Illinois, North Carolina, and Ohio. Collectively, the
states and the FTC obtained a historic $280 million trial verdict.38
The FTC also coordinates outreach and education with the FCC. In 2018, the agencies co-hosted
two robocall events— a policy forum that discussed technological and law enforcement solutions
to the robocall problem39 and a public expo that allowed companies offering call blocking and
call labeling services to showcase their products for the public.40 Additionally, the FTC and FCC
hold quarterly calls, speak regularly on an informal basis, and coordinate on a monthly basis with
our state partners through the National Association of Attorneys General. The FTC also engages
with international partners through participation in international law enforcement groups such as
the International Consumer Protection Enforcement Network, International Mass Marketing
Fraud Working Group, and the Unsolicited Communications Network (formerly known as the
London Action Plan).
Question 11. Your testimony described the limitations of the FTC’s current data security
enforcement authority provided by Section 5 of the FTC Act including: lacking civil penalty
authority, lacking authority over non-profits and common carrier activity, and missing broad
APA rulemaking authority. Please describe each of these limitations and how adjusted FTC
authority to address these items would improve the protection of consumers from data security
risks.
Response. Congress should consider all these tools in fashioning data security legislation. For
good reason, the FTC Act does not give the Commission penalty authority for first-time
violators. If Congress were to give the FTC the authority to seek civil penalties for first-time
violators of data security rules specifically (subject to statutory limitations on the imposition of
such penalties, such as ability to pay), we would have greater ability to deter potentially harmful
conduct. Due to asymmetric information, interdependent systems, and difficulties in tracing ID
38

FTC Press Release, FTC and DOJ Case Results in Historic Decision Awarding $280 Million in Civil Penalties
against Dish Network and Strong Injunctive Relief for Do Not Call Violations (June 6, 2017),
https://www.ftc.gov/news-events/press-releases/2017/06/ftc-doj-case-results-historic-decision-awarding-280million-civil. The case is on appeal before the Seventh Circuit Court of Appeals.
39
FTC Press Release, FTC and FCC to Host Joint Policy Forum on Illegal Robocalls (Mar. 22, 2018),
https://www.ftc.gov/news-events/press-releases/2018/03/ftc-fcc-host-joint-policy-forum-illegal-robocalls.
40
FTC Press Release, FTC and FCC to Co-Host Expo on April 23 Featuring Technologies to Block Illegal
Robocalls (Apr. 19, 2018), https://www.ftc.gov/news-events/press-releases/2018/04/ftc-fcc-co-host-expo-april-23featuring-technologies-block-0.

theft to a particular firm, there are reasons to believe that in many circumstances firms may lack
sufficient incentives to adequately invest in data security under current law.41 Correctly
calibrated civil penalties would cause companies to internalize the full costs of inadequate data
security, fostering proper incentives to protect consumer data.

As to APA rulemaking authority, were Congress to enact specific data security legislation, APA
rulemaking authority would allow us more efficiently to adopt implementing rules. Such
authority will ensure that the FTC can enact rules and amend them as necessary to keep up with
technological developments. However, as I have stated in other contexts, the difficult judgments
as to details and shape of data security legislation should be made in Congress, not at the agency
level. This will provide for more certainty and consistency, and is the more appropriate
democratic forum.

As to non-profits and common carriers, we are all well aware of the regular reports of breaches
impacting these sectors. Indeed, the need for security in these sectors is not appreciably different
from the need in many other sectors of the economy already under FTC jurisdiction. Giving us
jurisdiction for data security in these sectors will create more consistency across the marketplace
and allow for more certainty and clarity.
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