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Chairman Rockefeller, Ranking Member Hutchison and Members of the Committee, my
name is Scott Taylor and | am the Chief Privacy Officer at Hewlet-Packard Company. Thank you
for inviting me to testify today on privacy. HP commends the Committee for its forward-looking
approaches to balancing consumer privacy interests with the business realties of a global,

Internet-based economy.

We are living in a time when our reliance on technology is increasing every day. There is
a continued blurring between our business and personal lives. Consumers are more dependent on
mobile devices, and they have a growing expectation that companies will be accountable

stewards that respect and protect the information we collect, use and maintain.
Today's technologies provide tremendous benefits to consumers and businesses and are
critical to economic growth and prosperity. Yet these same innovations create new challenges

related to privacy.

Privacy is a Core HP Value

HP’s core values of trust, respect and integrity provide the foundation for our commitment
to privacy. HP firmly believes that our ability to succeed in the marketplace depends upon earning
and keeping our customers’ trust. HP has a rigorous global privacy program and is at the
forefront of industry efforts to create new frameworks and strengthen privacy protections. HP takes
active steps to implement organizational accountability for privacy throughout our company. We
believe companies need to do more and be willing to demonstrate their capacity to uphold the

obligations and commitments they make.



Accountability Framework

HP’s approach to privacy is built on a model of accountability. We seek to create a chain
of accountability for the information we handle, ensuring data privacy and security are advanced
at every stage of the process. HP teams work together to oversee and manage our privacy efforts

and collaborate with external partners to advance privacy protection worldwide.

HP’s privacy accountability model is a decision-making framework that helps business
units make informed choices about the risks associated with collecting and handling data. Our
accountability approach demonstrates HP’s commitment to privacy and goes well beyond legal
compliance. Various factors are taken into consideration including first and foremost ethics as well
as contractual agreements, regulations, international provisions and corporate culture. Our model
builds on that foundation by considering decisions in light of our company values, customer

expectations and potential risks to ensure we are fully accountable for our actions.

To that end, we have built a robust internal privacy program that focuses on integrated
governance, risk and opportunity identification. Combined with strong policy commitments and
senior management support, our program encourages transparency, ensures policies are
instituted and validates program effectiveness. The diagram below demonstrates HP's privacy

governance model:
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HP monitors compliance with its privacy policies using internal assessments, customer and
employee feedback, and internal audits. Our privacy team works closely with the HP Ethics and
Compliance Office and internal audit function to align with their approaches to compliance. Al
suppliers and third-party vendors that handle HP customer and employee personal data are
contractually bound to comply with applicable portions of our privacy policies and detailed

supplier security standards.

Privacy and Data Protection Board

HP's Privacy and Data Protection Board (PDPB) provides company-wide oversight for
privacy and personal data protection. The PDPB comprises executives from Privacy, Legal,
Information Technology, Security, Internal Audit, Procurement, Internet, HP Labs, Human
Resources and the Global Government Affairs functions, as well as from each business unit and

region.

At quarterly meetings, the PDPB members discuss strategy and high-level priorities, assess
programs, launch projects and resolve any issues identified through our ongoing monitoring
programs that have been escalated to the PDPB. The PDPB regularly invites external experts to
discuss privacy trends and developments. The PDPB conducts an annual risk assessment and the
members work throughout the year on teams that handle specific privacy issues and mitigation
projects. For example, as a result of the PDPB’s work, all company laptops are required to have

full-disk encryption to mitigate the risk of data theft or loss.

The PDPB enables HP to manage data protection risks comprehensively in a seamless and
integrated way. lts shared risk assessment and decision-making model sets a standard for

governing information management more broadly.



Privacy by Design

HP designs privacy and data protection into new products and services, guided by
comprehensive, company-wide privacy standards for product and service development. This
builds consumer trust and provides a competitive advantage for HP. The concept of considering
privacy from inception is referred to as “Privacy by Design” and is one of the fundamental

elements in the legislation of Senators Kerry and McCain that HP supports.

For corporate customers, HP’s Secure Advantage portfolio offers hardware, software and
services that help protect data throughout its lifecycle, whether it is stored on a desktop, laptop

computer, a printer or in a data center. Privacy features incorporated into the portfolio include:

o Software that asks the user whether they want to be notified when updates are
available, rather than sending notices and installing updates automatically.

e Full-disk encryption that helps protect the data on each drive, even if the disks are lost
or stolen, with minimal impact on performance.

e Automated encryption devices to increase protection.

HP scientists who support our privacy team continue to work on several collaborative
research projects on privacy. For example, they lead Ensuring Consent and Revocation (EnCoRe),
a partnership of six organizations with the goal of making it safe and easy for people to give and
withdraw consent for their data to be used. HP scientists and engineers are working with eleven
other companies on another project called Privacy and Identity Management for Community
Services (PICOS) to create confidence in the safety of sharing data in online communities. Project
members are identifying privacy, trust and identity management issues and plan to design and

build mobile communication tools to address these issues.



Privacy Advisor Tool

Beyond our privacy team, at the core of our implementation strategy is the HP Privacy
Advisor tool that integrates our privacy philosophy and commitments into an end-to-end program
to better educate and guide our employees about privacy requirements, risks and considerations.
This interactive tool helps to ensure that as we develop new products and services, privacy
considerations are integrated from the first stages of development. Coupled with employee
education and mandatory training, this tool helps to hold every employee accountable for privacy

and data protection.

HP’s privacy team partnered with our R&D labs to develop and deploy a Privacy by
Design program to ensure that our more than 300,000 employees understand privacy
implications as they conceive and develop products and programs that will collect or use personal

data. Below is a screen shot that shows HP’s Privacy Advisor tool:
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Importantly, the tool is not just about compliance. It integrates ethics and values-based
considerations to ensure we align to company codes of conduct and consumer expectations. If we

think about most product designers or marketing managers, they are thinking about the next



innovation and their first priority isn’t necessarily privacy. Whether employees are designing a
new product or launching an email marketing campaign, they need to understand how to put
policies, obligations and values into effect. And they need to do so as they design new products

and prior to deployment.

Not all innovative ideas become reality, so we need to break down product or program
development into simple stages. In the design and development stages, HP's privacy team
provides proactive guidance so privacy considerations can inform early planning. This has
traditionally been difficult for companies and can result in a program being delayed or cancelled

later based on privacy concerns.

Early guidance related to privacy becomes tremendously valuable to the organization
because it ensures privacy pitfalls can be avoided. In the deployment, maintenance and end-oflife
stages, our privacy team does more than just guide. They provide assessment mechanisms to
ensure compliance with laws, company obligations, policies and values. We have learned that
this assessment needs to be as contextual as possible. For example, the way we need to assess
privacy compliance in a global email campaign is very different than in a new PC or web-

enabled printer that seeks to deliver a customized user experience.

The HP Privacy Advisor tool is available to every employee from our internal Internet
portal. Employees log in using a digital badge that authenticates their credentials and identifies
them and their organization. That information is also used to assign the appropriate privacy team

member for follow up.



Here is a screen shot of the employee login page:
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It will take 30 minutes or more to enter a project/activity into this tool depending on the complexity of
the project/activity.

The tool starts by asking simple, basic questions about the proposed project. As each

question is answered, additional dynamically-generated questions are posed based on the
collective intelligence and risk factors derived from how prior questions were answered.

Below is a look at sample project profile questions:
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The HP Privacy Advisor tool is an intelligent privacy impact assessment mechanism that is
geared to the employee user and scales from simple to complex programs. One of the greatest
benefits is educating employees in the context of their program or work tasks. Through the process
employees learn about privacy issues and can modify their approach to ensure compliance.

The following two graphics show additional questions based on the sample project:
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The assessment results are documented and reviewed by the privacy team. Consultation is
provided as necessary. If any issues exist, approval from the privacy team is required prior to
deployment. After a product or program launches, triggers exist to ensure deployment was
consistent with expectations and that end-of-life actions are taken when appropriate. The image

below shows a report of the sample assessment results:
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By using technology, we are better positioned to scale our privacy team’s knowledge and
guide our 300,000 employees to think about privacy in the right context and at the right time.
Nothing is perfect, but we think it goes a long way to minimizing unanticipated effects, and

balances our ability to innovate and ensure responsible practices when using data.

An Integrated Framework For Privacy Will Benefit Consumers

Since 2006, HP has worked closely with the U.S. Congress, the Federal Trade

Commission and the U.S. Department of Commerce to establish a new strategy for federal
legislation. We have long advocated for comprehensive federal privacy legislation which we
believe will support business growth, promote innovation and ensure consumer trust in the use of
technology. The complexity of existing state laws and statutes can make it difficult for businesses
to comply with the law. We firmly believe it is time for the U.S. to establish a comprehensive,
flexible and legal framework for protecting consumer privacy. Recent research from University of
California, Berkeley and the Pew Research Center tells us that consumers are becoming more
concerned, and increasingly want to know that their privacy is protected. We believe consumers
are expecting federal legislation, companies need it and the economy will be better for it. Federal
legislation would also help us compete in the global marketplace since a baseline privacy law in

the U.S. allows the opportunity for international interoperability.

In addition to our work in the U.S., HP is actively engaged with Data Protection
Commissioners in Europe and the Binding Corporate Rules (BCR) of our privacy program have
been approved by the European Union. BCR approval is considered the highest level of
certification for organizational privacy accountability. In Asia, HP helped create and shape the
Asia-Pacific Economic Cooperation Cross-Border Privacy Rules system. We are actively engaged

in forward-looking frameworks in Latin America as well.
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In preparation for this hearing, the Committee asked that we examine three privacy bills:
(1) S.799 — The Commercial Privacy Bill of Rights Act of 2011; (2) S. 913 - Do-Not-Track Online
Act of 2011; and (3) S.1207 - Data Security Breach Legislation. We support the concepts
espoused in all three of the bills and look forward to further collaboration with the Senate
Commerce, Science and Transportation Committee, government regulators and industry to craft
privacy and security laws that enable robust and rapid innovation, appropriate consumer
protection, greater consistency and predictability. We look forward to continuing our engagement
and furthering the efforts to increase effectiveness of the U.S. legal framework for the protection of

privacy and data security. Below are our brief thoughts on each of the bills.

S.799 — The Commercial Privacy Bill of Rights Act of 2011

HP supports this innovative legislative effort by Senators Kerry and McCain. As stated
earlier in the testimony, “Privacy by Design” is one of the fundamental elements in the bill and is a
practice HP fully embraces. We look forward to working with Congress to advance this

legislation.

Earlier this year, HP joined Microsoft, eBay and Intel in supporting the Commercial
Privacy Bill of Rights Act of 2011 introduced by Senator John Kerry (D-MA) and Senator John

McCain (R-AZ). Our four companies released a joint statement in support of the bill:

We are pleased that Senator Kerry and Senator McCain, both longtime advocates for
strong consumer privacy protections, have introduced the Commercial Privacy Bill of
Rights Act of 201 1. We support the bill and look forward to working with Congress as it

moves forward.

We have long advocated for comprehensive federal privacy legislation, which we believe
will support business growth, promote innovation and ensure consumer trust in the use of
technology. The complexity of existing privacy regulations makes it difficult for many

businesses to comply with the law.
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We support the bill's overall framework, which is built upon the Fair Information Practices
principles. We appreciate that this legislation is technology neutral and allows for
flexibility to adapt to changes in technology. The bill also strikes the appropriate balance

by providing businesses with the opportunity o enter into a robust self-regulatory program.

We look forward to continuing our engagement to improve the effectiveness of the U.S.

legal framework for the protection of privacy.

S. 913 — Do-Not-Track Online Act of 2011

HP interacts with consumers and businesses in many ways online, including the sales and
support of our products and services. We believe that the adoption of new innovation depends on
companies acting in an accountable and responsible manner to anticipate and advance
consumer needs. No one is served — not corporations, not governments and certainly not
consumers — by a lack of customer confidence in the security and privacy of personal information.
At HP, we believe consumer trust comes from transparency and providing meaningful choice to

consumers. Accordingly, we support the concepts in Senator Rockefeller’s do-nottrack legislation.

With the acquisition of Palm, HP owns and operates WebOS (an operating system used
in HP products). HP sells our WebOS devices configured to ensure we do not track location-based
data without active user consent. When a user opts to enable location services, the data is used
only for diagnostic purposes and is not shared or sold externally. Other products and services,
such as our PCs, Internet-enabled printers and other mobile devices, provide similar levels of

consumer transparency, choice and strong privacy protections.

We would welcome the opportunity to collaborate with Senator Rockefeller to ensure
consumers are given appropriate choices for tracking in @ manner that recognizes existing
industry standards and technology limitations. We encourage industry to develop new standards

to facilitate more meaningful choices across a consumer’s online experiences.
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S.1207 - Data Security Breach Legislation

Both as a consumer products company and as a service provider to other companies, HP
collects and maintains personally identifiable information. Over the last 10 years, almost every
state in the U.S. has adopted a data security breach law. The patchwork of state laws and
statutes in existence today confuses consumers about their protections in any given context, and
forces companies to contend with differing and often conflicting regulations. In some cases the
laws require over-notification which does nothing to increase privacy protection. This is why we
strongly support initiatives like Senator Pryor’s data security legislation, which would set a single,
national, preemptive standard. Such a law would create consistency and predictability for

businesses and better protection for consumers.

We support the concepts and principles of the draft bill and look forward to providing
input on the guidance documents. We hope to ensure that any notice required would be
meaningful and useful in preventing identity theft or other related harms that may result from a
data breach. In particular, notification must be prompt to enable the impacted individuals and
companies to take appropriate action to protect themselves. That said, the notification timeframe
must take into account the complexity and nature of the data and the breach. Moreover, the
communications vehicles must be effective in reaching the intended audience and should include

new media platforms when appropriate (e.g., chat rooms, social media, email, efc.).

Closing Statement

We continue fo urge policymakers to examine ways to establish baseline federal
legislation that will clearly articulate expectations for all organizations. As more and more
services are delivered through multiple parties, such as applications on mobile devices, a
consistent baseline standard will strengthen the chain of accountability and unify the divergent
regulations currently in existence. We believe this responds to the very real needs of anxious

consumers, and gives industry the flexibility to innovate in a responsible manner.
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Stated simply, HP recognizes that consumer trust is a precious commodity that must be
protected through good stewardship and robust privacy programs. Federal legislation can
establish the baseline for organizational accountability and improved consumer protection. It's a

win for both consumers and the industry as a whole.
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