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access, use, disclosure, or loss.”6  It further details administrative, technical, and physical 
safeguards for data protection, as well as company policies for reporting and responding to data 
breaches.7  Despite the safeguards in place, according to recent reports, Uber’s board 
commissioned an investigation by an outside law firm, which discovered the recently revealed 
hack and the failure to disclose it.8 

Additionally, the Federal Trade Commission (FTC) announced on August 15, 2017, that Uber 
agreed to a consent order addressing its privacy and data security practices.  Among other things, 
the order prohibits Uber from misrepresenting the extent to which it protects the privacy, 
confidentiality, security, or integrity of any personal information.9  The order also requires Uber 
to implement a comprehensive program to protect the privacy and confidentiality of the personal 
information it collects and maintains.10   

Our goal is to understand what steps Uber has taken to investigate what occurred, restore and 
maintain the integrity of its systems, and identify and mitigate potential consumer harm and 
identity theft-related fraud against Federal programs.  Accordingly, we request answers to the 
following questions: 
 

1. On what date did Uber first learn that hackers accessed user data stored on a third-party 
cloud-based service? 

2. How many consumers does the incident affect, including riders and drivers?  Please 
describe Uber’s efforts to identify and provide notice to the affected individuals. 

3. With respect to the incident, what types of data does Uber believe to have been 
compromised?  To what extent does the data include sensitive personal information? 

4. Did Uber authorize payments to outside parties in connection with the incident?  If so, 
please provide additional details, including the amounts, dates, method of transfer, as 
well as the purpose of such payments, including whether the purpose of such payments 
was, even in part, to conceal the incident itself.  Who authorized these payments? 

5. Which regulators has Uber notified about the incident?  On what dates did these 
notifications occur? 

6. Beyond monitoring affected accounts, what steps has Uber taken to identify and mitigate 
potential consumer harm associated with this incident? 

7. What steps has Uber taken to ensure compliance with its obligations under the FTC 
order, such as its obligation to establish, implement, and maintain a comprehensive 
privacy program? 

                                                            
6 Id. at 2. 
7 Id. at 22-25. 
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