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Chairman Pryor, Senator Wicker, and members of the subcommittee. My name is
Kathryn Montgomery, and I am a Professor in the School of Communication at American
University. I appreciate the opportunity to testify before you today about the Children’s
Online Privacy Protection Act (COPPA). During the 1990’s, while president of the
nonprofit Center for Media Education (CME), I played a leadership role in the passage of
COPPA, working with a coalition of education, health, and consumer groups that
included the National PTA, the Consumer Federation of America, the National Education
Association, and the American Academy of Pediatrics. As you know, Congress passed
the law in 1998 through the strong bi-partisan leadership of Sen. John McCain (R-Ariz.),
Rep. Ed Markey (D-Mass), and then-Sen. Richard Bryan of Nevada. I worked closely
with these congressional leaders and with other members, as well as with the Federal
Trade Commission and the White House, on the legislation. I also collaborated with a
broad spectrum of industry stakeholders—including advertising trade groups, online
content providers, and children’s media companies—to craft a statute and a set of
regulations that would successfully balance our collective interests in nurturing the
growth of e-commerce, while protecting the privacy of our children.

For the past decade, COPPA has served as an effective safeguard for young
consumers under the age of 13 in the online marketing environment. Though the law took

effect in the early formative period of Internet marketing, it was purposely designed to



adapt to changes in both technology and business practices, with periodic reviews by the
FTC to ensure its continued effectiveness. With the current expansion of digital media
platforms and the growing sophistication of online data collection and profiling, however,
it is now critically important that the intent of COPPA be fully implemented to protect
young people from new commercial practices in today’s digital media environment.

As I document in my book, Generation Digital: Politics, Commerce and
Childhood in the Age of the Internet, the emergence of the World Wide Web ushered in a
host of online marketing and data collection practices that raised fundamental privacy
concerns for children. The business model of one-to-one marketing, combined with the
increasing value of children as a target market for advertisers, created a perfect storm for
marketers who wanted to use the Internet to take advantage of young people. Numerous
commercial websites offered prizes and other incentives to encourage children to supply
personal information about themselves. For example, one site targeted at “young
investors,” urged children to provide an astonishing amount of financial information,
including any gifts they might have received in the form of stocks, cash, savings bonds,
mutual funds or certificates of deposit. Another site, set up to promote the movie Batman,
encouraged children to “be good citizens of Gotham” and fill out the “census.”’ Some of
these practices were so disturbing that the Center for Media Education enlisted the help
of Georgetown University Law Center’s Institute for Public Representation to file a
complaint with the FTC in 1996. The commission found our complaint persuasive and,
with the urging of our coalition and others, began examining the children’s online data
collection commercial market.” The FTC’s internal research played a key role in
documenting the rampant spread of data collection and the failure of self-regulatory
promises by industry. The commission’s report, released just months prior to passage of
COPPA, provided crucial evidence of the need for this important law.’

Congress made a wise decision in 1998 to enact COPPA. I believe the law has
been a clear legislative success. It was a balanced and sensible solution to a challenging
problem. It established a level playing field by creating a law that applied to every
commercial player—from the largest children’s media companies to the smallest start-
ups. And it sent a strong signal to the growing online marketing industry: If you are going

to do business with our nation’s children, you will have to follow some basic rules.



Because decades of research documented younger children’s particular vulnerabilities to
advertising and marketing, the law was narrowly tailored to apply only to commercial
websites that were targeted at children under the age of 13, or where there was actual
knowledge by the website operator that the user was under that age. In keeping with fair
information principles, a key intent of the law was to minimize the collection of
personally identifiable data from children, and to eliminate the practice of offering prizes
and other incentives to encourage such data collection.”

No law is perfect, as everyone in this body is well aware. In the case of COPPA,
children who are under 13 can lie about their age when visiting sites that are not intended
for them. Parents are not always willing or able to be involved in the day-to-day online
navigations of their children. But because the legislation was passed during the early
stages of Internet e-commerce, COPPA established a clear set of “rules of the road” to
help guide the development of the children’s digital marketplace. As a result, some of the
most egregious data collection practices that were becoming state of the art in the online
marketing environment were curtailed. A study in the Journal of Consumer Affairs found
that more than ninety-five percent of the top 100 children’s websites in the United States
post privacy policies complying with COPPA’s requirements for information collection
and use.” And by establishing a safe-harbor mechanism, the law created a system
whereby self-regulatory guidelines—developed and implemented by a number of
entities—operate within a framework of clear government rules and enforcement
authority by the FTC. We are pleased that the commission has taken the initiative to
examine and respond to specific cases, cracking down on those practices that violated the
statute.’

Recent developments in the online marketing arena, however, pose new
challenges that warrant the attention of the FTC and Congress. The Web has matured,
thanks especially to broadband and mobile technologies. As a result, not only has the
digital marketplace grown dramatically, it has become an even stronger presence in the
lives of young people. Today’s children are growing up in a ubiquitous digital media
environment, where mobile devices, instant messaging, social networks, virtual reality,
avatars, interactive games, and online video have become ingrained in their personal and

social experience. Members of this generation of young people are, in many ways, living



their lives online. As Advertising Age reported, “more than 16 million children aged 2 to
11 are online, making for a growth rate of 18% in the period 2004 to 2009—the biggest
increase among any age group, according to Nielsen.” The same report explains that
according to a Nielsen Online survey conducted in July 2009, “Time spent online for
children ages 2 to 11 increased from about 7 hours to more than 11 hours per week, or a
jump of 63% over five years.”’

The online marketing practices we originally identified in the 1990s have been
eclipsed by a new generation of tracking and targeting techniques. For example, mobile
marketing—combining text messaging, mobile video, and other new applications—is one
of the fastest growing digital commerce platforms throughout the world, and a
particularly effective way to reach and engage children.® As a recent Kaiser Family
Foundation study noted, “Over the past five years, there has been a huge increase in [cell
phone] ownership among 8- to 18-year-olds: from 39% to 66%.... During this period, cell
phones... have become true multi-media devices: in fact, young people now spend more
time listening to music, playing games, and watching TV on their cell phones (a total of

799

:49 daily) than they spend talking on them (:33).”” According to the latest industry data,
roughly half of all children use a mobile phone by age 10, and by age 12, fully three-
fourths of all children have their own mobile phone.'® As one media executive
commented, the mobile phone is “the ultimate ad vehicle... the first one ever in the
history of the planet that people go to bed with.”'' Mobile advertising will increasingly
rely on interactive video and become firmly embedded in “mobile social networks.”
Advertising on mobile devices will be especially powerful, since it will be able to target
users by combining both behavioral and location data.'* Ads on mobile phones will be
able to reach young consumers when they are near a particular business and offer
electronic pitches and discount coupons.'

Behavioral targeting uses a range of online methods—including cookies and
invisible data files—to learn about the unique interests and online behaviors through the
tracking and profiling of individual users. Through a variety of new techniques,
marketers use this data to create personalized marketing and sales appeals based on a
customer’s unique preferences, behaviors, and psychological profile.'* Recent advances
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user behavior. For example, “predictive behavioral targeting” combines data from a
number of different sources and makes inferences about how users are likely to behave in
their response to marketing messages. Increasingly, behavioral profiles incorporate
information from outside databases."> Social media platforms are also embracing
behavioral targeting, helping to drive “robust advertising response and conversion.”'°

Last year, a broad coalition of consumer, children, and privacy groups urged the
FTC to ensure that new technologies involving mobile phones and data collection
incorporate COPPA relevant safeguards. These groups also want the FTC to determine
how behavioral marketing impacts children covered by COPPA, by analyzing, for
example, the stealth data collection process delivered by online games, virtual worlds,
and age-relevant social sites.'” In its current review, the commission must ensure that its
regulations implementing COPPA include the full range of Internet-enabled or connected
services, including the increasingly ever-present cell phones children use, along with
Web-connected gaming devices and online, interactive video. '® Congress intended
COPPA’s basic framework to be flexible, anticipating that the FTC would have to ensure
that the law’s implementation would cover new ways of collecting personal information
from children."” That’s why I strongly support the FTC asking, in its recent Federal
Register notice, whether COPPA’s definition of personal information should be revised
to include the latest methods of identifying and targeting online consumers, covering the
so-called “cookies” that are used for interactive marketing data collection, as well as
“mobile geo-location information.”*” As the February 2009 FTC staff report on online
privacy acknowledged, “in the context of online behavioral advertising, the traditional
notion of what constitutes PII [personally-identifiable information] versus non-PII is
becoming less and less meaningful and should not, by itself, determine the protections
provided for consumer data.””' I also support ensuring that parents have reasonable and
effective methods to “review or delete personal information™ in their children’s online
file.

Without question, digital media play a critically important role in the positive
development of children and youth, helping them become better educated and providing a
foundation for their engagement as citizens.** But, there are also risks and dangers online,
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that the ability to identify, track, and target a child—whether online or off—was
mediated through congressional safeguards mandating parent involvement. And while
young people—and adults—today are being continually urged to make more of their
personal information available in real-time, including their location, research indicates
the few people understand how that information is collected and used. Even young adults,
according to a new study released just last week, want to ensure their privacy is secured
online. The study, conducted by scholars from UC Berkeley and the Annenberg School
for Communication, University of Pennsylvania, found that “large percentages of young
adults (those 18-24 years) are in harmony with older Americans regarding concerns about
online privacy, norms, and policy.... [Y]oung-adult Americans have an aspiration for
increased privacy even while they participate in an online reality that is optimized to
increase their revelation of personal data.””* As those responsible for the welfare of our
children, adults must provide reasonable safeguards for protecting their privacy,
especially to help them maneuver through an increasingly complex commercial online
data collection marketplace.**

Some people suggest that children are now so fully steeped in online technologies
that they have become savvy about Internet marketing, and thus need no protections.”
But while children and youth have embraced new technologies, they cannot be expected
to understand the subtle, often covert ways that online marketers are collecting,
compiling, and analyzing user data. Nor should youth be held accountable for the public
health implications of the new marketing environment. Over the last several years, I have
closely examined these developments, helping direct a project examining how digital
marketing targets both children and adolescents for food and beverage products linked to
the country’s youth obesity crisis.*®

Finally, while passage of COPPA established an important framework for
safeguarding our youngest consumers in the digital marketplace, adolescents have no
such protections. Neither the online industry nor the Federal Trade Commission has
adequately addressed the special privacy issues raised for adolescents. Because of their
avid use of new media, adolescents are primary targets for digital marketing.”” Today’s
teens are being socialized into this new commercial digital culture, which resonates so

strongly with many of their fundamental developmental tasks, such as identity



exploration, social interaction, and autonomy.”® Many teens go online to seek help for
their personal problems, to explore their own sexual identities, to find support groups for
handling emotional crises in their lives, and sometimes to talk about things they do not
feel comfortable or safe discussing with their own parents. Yet, this increased reliance on
the Internet subjects them to wholesale data collection and profiling. The unprecedented
ability of digital technologies to track and profile individuals across the media landscape,
and to engage in “micro” or “nano” targeting, puts these young people at special risk of
compromising their privacy. Teens may be internalizing and normalizing these invasive
practices that have been so integrally woven into their everyday actions and experiences.

As child advocacy and health groups explained in an April 2008 filing with the
FTC, “although adolescents are more sophisticated consumers than young children are,
they face their own age-related vulnerabilities regarding privacy.” The prevailing formula
embraced by industry and endorsed by regulators is rooted in the concept of “notice and
choice.” It is based on the expectation that consumers will read the privacy policies that
online companies post on their websites, and if they don not like the terms, they will “opt
out.” But most privacy policies offer no real choice; instead the policies are presented as
a “take-it-or-leave-it” proposition. Surveys have shown that most adults don’t read, nor
can they readily understand, the often confusing, technical legalese that characterizes
these policies.” For under-aged youth, these challenges are further complicated. As the
children’s coalition filing points out, “...adolescents, who have less education and are
less likely to make the effort to read privacy policies,” are “more willing to forgo learning
about or protecting against behavioral advertising practices... in order to move quickly
and freely access websites and socially interact.”””” Social networks have created privacy
settings that create a false sense of security for teens. While young people may believe
they are protecting their privacy, they remain totally unaware of the nature and extent of
data collection, online profiling, and behavioral advertising that are becoming routine in
these online communities.

Recent research within the fields of neuroscience, psychology, and marketing has
identified key biological and psychosocial attributes of the adolescent experience that
may make members of this age group particularly susceptible to interactive marketing

and data collection techniques.’’ A number of scholars have challenged the notion that



cognitive defenses enable adolescents to resist advertising (particularly in new media)
more effectively than younger children.*® Rather than communicating rational or factual
appeals, many digital marketing techniques are forms of “implicit persuasion” that
promotes “subtle affective associations,” often circumventing a consumer’s explicit
persuasion knowledge.”

In addition to its review of COPPA, the FTC should develop specific
recommendations for protecting the privacy of adolescents as part of its broad new
initiative on online privacy.>* Child advocacy and health groups, for example, have called
for an expanded definition of “sensitive data” to include the online activities of a/l
persons under the age of eighteen, as well as a prohibition against “the collection of
sensitive information for behavioral advertising purposes.”’

I hope this committee will send a message to the FTC, as you review the record,
that COPPA remains a valuable safeguard for children online, but the rules for
implementing it need updating to account for the latest developments in digital

marketing. I also urge the committee to encourage the FTC to protect the privacy of

adolescent consumers.
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