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AMENDMENT NO. Calendar No.

Purpose: To require a comprehensive aviation cybersecurity
framework and for other purposcs.

IN THE SENATE OF THE UNITED STATES—114th Cong., 2d Sess.

S. 2658

To amend title 49, United States Code, to authorize appro-
priations for the Federal Aviation Administration for
fiscal years 2016 through 2017, and for other purposes.

Referred to the Committee on and
ordered to be printed

Ordered to lie on the table and to be printed
AMENDMENT intended to be proposed by Mr. THUNE
Viz:
1 At the appropriate place in title II) insert the fol-

2 lowing:

3 SEC. . AVIATION CYBERSECURITY.

4 (a) COMPREIIENSIVE AVIATION FRAMEWORK.—

3 (1) IN GENERAL.—Not later than 240 days
6 after the date of enactment of this Act, the Adminis-
Fi trator of the Federal Aviation Administration shall
8 facilitate and support the development of a com-
9 prehensive framework of prineiples and policies to
10 reduce cyberseeurity risks to the national airspace
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system, eivil aviation, and ageney information sys-

tems,

(2} BCOPRE,

As part of the principles and poli-

eies under paragraph (1), the Admimstrator slall—

(A) clarify eyberseeurity roles and respon-
sibilities  of offices and employecs, including
governance structures of any advisory commit-
tees addressing cvbersecurity at the Federal
Aviation Adnuinistration;

(I3) recognize the mteractions of different
components of the national alrspace system and
the interdependent and interconnected nature of
aireraft and air traffic systems;

((Y) identify and implement objectives and
actions to reduce eybersecurity risks to the air
traffic vontrol information systems, including
actions to improve implementation of informa-
tion seenrity standards and best practices of the
National Institute of Standards and Tech-
nologv, and policies and guidance issucd by the
Office of Management and Budget for ageney
systems;

(ID) support voluntary efforts by industry,
RTCA, Ine., or standards-setting organizations

to develop and identify ¢onsensus standards,
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best practices, and guidance on aviation sys-
tems information sceurity profection, consistent
with the activities deseribed in seetion 2(e) of
the National Institute of Standards and Tech-
nology Act (15 U.S.CL 272(e)); and

([Z) establish guidelines for the voluntary
sharing of information Dbetween and among
aviation stakeholders pertaining to aviation-re-
lated  exvbersceurity  ineidents,  threats, and
vuinerabilities.

(3} LIMITATIONS —In carrving out the actin-

ties under this section, the Administrator shall—

{A) coordinate with aviation stakeholders,
inchiding industry, aivlines, manufacturers, air-
ports, RTCA, Inc., and nnions;

(13) consult with the Seeretary of Defense,
Seeretary of ITomeland Seearity, Director of
National Institute of Standards and Teeh-
nologv, the heads of other relevant agencies,
and international regulatorv autharities; and

(C) evalnate on a periedic basis, but not
less than once cvery 2 vears, the effectiveness
of the principles estahlished under this sub-

section.
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1 (h) TurearT MoDEL~—The Seeretary of Transpor-
2 tation, in coordination with the Admmistrator of the Fed-
3 cral Aviation Administration, shall implement the open
4 recommmendation issucd in 2015 by the Government Ae-
5 eountability Office to assess the potential cost and time-
6 table of developing and maintaining an agency-wide threat
7 model to strengthen evberseeurity across the Federal Avia-
8 tion Admmistration,

9 (¢) SECURE ACCESS TO FACILITIES AND SYSTEMS.—
10 (]) [DENTITY MANAGEMENT REQUIREMENTS.—
1] Not later than 1 year after the date of cnactment
12 of this Act, the Seceretary of Transportation shall
13 implement open recommendations issued in 2014 by
14 the Inspector General of the Department of Trans-
i5 portation-—

16 (A) to work with the Federal Aviation Ad-
17 ministration to revise its plan to cffectively
18 transition remaining users to require personal
19 identity verification, including create a plan of
20 actions and milestones with a planned comple-
21 tion date to monitor and track progress; and

22 (B) fo work with the Direetor of the Office
23 of Security of the Department of Transpor-
24 tation to develop or revise plans to effectively
25 transition remaining facilities to vequire per-
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5
sonal identity verification cards at the Federal
Aviation Adninistration.

(2) IDENTITY MANAGEMENT ASSESSMENT. —

Not later than 180

(A) IN GENERAL.
days after the date of enactinent of this Aet,
the Secrctary of Transportation shall prepare a
plan to implement the use of identity manage-
ment, inehding personal identity verification, at
the Federal Aviation Admimstration, consistent
with scetion H04 of the Cybersccurity Enhance-
ment Act of 2014 (Public Law 113-274; 1)
U.8.C. 7464) and section 225 of title IT of divi-
sion N of the Cyberseeurity Act of 2015 (Public
Law 114-113; 129 Stat. 2242).

(3) CoxtENTs.—The plan shall include—

(1) an assessment of the earrent im-
plementation and use of identity manage-
tient, including personal identity
verifieation, at the Federal Awviation Ad-
ministration for secure access to govern-
ment facilities and information systems, in-
chuding a hreakdown of reguirements for
nse and identifieation of which systems
and facilities are enabled to use personal

identity verification; and
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(if) the actions to be taken, meluding
specified deadlines, by the Chief Informa-
tion Officers of the Department of Trans-
portation and the Federal Aviation Admin-
istration to inerease the implementation
and use of such measures, with the goal of
100 percent implementation  acress  the
ageney.

(3) REPORT.~The Seerctary shall submit the
plan to the appropriate committcees of Congress.

(4) CLASSIFIED INFORMATION.—The  veport
submitted under paragraph (3) shall be in unclassi-
fied form, but may include a classified annex.

(d) AIRCRAFT SECURITY.—

(1) Ix GBNERAL~—The Aiveraft Systems Infor-
mation Securty Protection Working Group shall pe-
riodically review ealemaking, poliey, and guidanee
for certification of avienies software and hardware
(including any system on board an aireraft) and con-
tinued abworthiness in order to reduce eyberseeurity
risks to alreraft systems.

(2) REQUIREMENTS—In condueting 1he  re-

views, the working group—
(A) shall assess the eyhersecurity risks to

aireraft  systems, including  recognizing  the
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interactions of different components of the na-

tional airspace system and the interdependent

and Infereonnected nature of aireraft. and air
traffic systems;

{B3) shall assess the extent to whielh exist-
ing rulemaking, policy, and guidance to pro-
mote safety also promote aireraft systems infor-
mation seeurity protection; and

(C) based on the results of subparagraphs
(A) and (B), may make recommendations to the
Admimstrator of the Federal Aviation Adminis-
tration if separate or additional rulemaking,
policy, or guildance is needed to address aiveraft
systems information security protection,

(3} RECOMMENDATIONS.—In any recommenda-
tion under paragraph (23C), the working group
shall 1dentify a cost-effeetive and technology-neutral
approach  and incorporate veoluntary conserisus
standards and best practices and nternational prac-
tices to the fullest extent possibie.

{4) RErorRT. —

(A) IN GENERAL.—Not later than 60 days
after the date of enactment of this Act, and pe-
riedically thereafter, the working group shall

provide a report to the Admimstrator of the
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Federal Aviation Administration on the findings
of the review and any recommendations,

{(B) CoxntrEss.—The Adininistrator shall
submit to the appropriate committees of Con-
gress a copy of each repot provided hy the
working group.

{3} CLASSIFIED INFORMATION ~Hach report

submitted under this subsection shall be in unelassi-
fied form, but may include a elassified annex,
(0) CYBERSECURITY [MPLEMENTATION PROGRESS. —

The Admintstrator of the Federal Aviation Administration

(1} not tater than 90 days after the date of en-

actment of this Act, and periodically thereafter until
the completion date, provide to the appropriate com-
mittees of Congress a briefing on the actions the Ad-
ministrator has taken to mprove information seei-
rity management, including the steps taken to imple-
ment subscetions (a), (b} and (¢} and all of the
issues  and  open  recommendations  identified in
evherseeurity audit reports issued in 2014 and 2015
by the Inspeetor General of the Departiment of
Transportation and the Govermnment Accountability

Office; and
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(2) not later than 1 year after the date of en-
actment of this Aet, issue a final report to the ap-
propriate committees of Clongress on the steps taken
to nuprove information seawrity management, incehad-
g implementation of subscctions (a), (h) and (¢)
and all of the issues and open recommendations
identified in the eybersecurity andit reports issued in
2014 and 2015 by the Inspector General of the De-
partment of Transportation and the Government Ac-

countahility Office.



