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Chairman Rockefeller, Ranking Member Hutchinson, Members of the Committee:

My name is Robert Meyer. | am the Gayfryd Steinberg Professor Marketing at the
Wharton School of the University of Pennsylvania, where | have served on the faculty since
1990. Prior to arriving at Penn | served on the marketing faculties at the University of
California, Los Angeles and Carnegie-Mellon University. Throughout my career my research has
focused on the study of consumer decision making, particularly the psychological processes that
lead consumers to adopt novel goods and services. In addition to my research, | have spent the
past twenty-seven years teaching the practice of marketing at the undergraduate, graduate, and
executive levels both in the United States and abroad. My complete curriculum vitae is
available at http://marketing.wharton.upenn.edu/documents/cv/Meyer Vita Dec 2007.pdf.

| was invited by the committee to offer testimony on a class of post-transactional
marketing methods used by firms to sell subscription memberships in third-party benefit
programs on line. | originally became familiar with these practices while serving as an expert in
a private class-action suit involving a direct marketing company in 2007, and more recently
while serving as an expert for the lowa Attorney General’s office. The selling methods of
concern are those where a customer makes a volitional purchase at a familiar website and is then
transferred—often without their awareness--to a separate site maintained by a third-party. At
this new site the customer is typically offered a free premium (such as a gift card or discount) for
agreeing to trial membership in a program offering an array of benefits, such as the potential
ability to obtain price discounts from known retailers. If the customer agrees to this trial, the
credit card information that was provided to the first party during the original transaction is
automatically transferred to the third party. If the customer does not cancel the membership
within the trial period, the third party then uses this billing information to charge the customer a
monthly membership fee. A common characteristic of these transactions is that many consumers
unwittingly agree to the trial memberships without being cognizant that they have purchased
anything or are at financial risk, and, as a result, they incur several months of membership

charges before they are able to cancel.


http://marketing.wharton.upenn.edu/documents/cv/Meyer_Vita_Dec_2007.pdf

Overall assessment

My overall opinion of these practices is threefold:

e First, the sales methods used by these firms do not constitute marketing as the
term is commonly understood and practiced by ethical businesses and as is taught in
major schools of management. In almost all cases the membership programs being
offered to consumers hold limited if any value, no attempt is made to communicate
information about the programs in a way that would allow informed choices by
consumers, and the firms who use these methods display little interest in building or
nurturing long-term relationships with contacted customers. In contrast, the sales
methods are the cornerstone of a scheme in which firms seek to earn profits by luring
customers into paying for memberships in programs that they would not subscribe to
given their full awareness.

e Second, while the substantive content of the sales practices varies, this deception
is achieved though a coordinated series communications that display a distinctive
common architecture. These include the use of web designs that obscure the
relationship that exists between the first and third party sellers, offering enticements
of free premiums or incentives that consumers will have little chance of ever
obtaining, creating false beliefs that no financial risks are incurred by agreeing to the
transaction, and by creating exit barriers that make it difficult to avoid and/or recover
unintended membership payments, such as by making continued membership the
default option for consumers who are not fully cognizant of what they have signed up
for.

e Third, this architecture achieves deception by exploiting a series of well-known
psychological biases that are known to limit consumers’ abilities to make fully
informed choices in markets. The most general of these is the creation of web
environments that lead consumers to make decisions using automated or unconscious
processes that do not fully consider all of the information that is available or
presented in a decision setting. Examples include site designs the create the false
impression that the offer is being made by a familiar, trusted, seller, designs that

misdirect consumer’s attention away from text that might describe the true nature of



the transaction, and by exploiting tendencies to choose default “accept” options when
there is confusion about the correct course of action in a web session.

| should also note that the lack of ethicality of these practices is inflated by the fact that
they are often targeted at vulnerable populations who are ill-equipped to absorb the financial
losses they impose. Specifically, the practices are likely to be particularly effective when
targeted at consumers of limited means for whom the small cash enticements promised by the
programs would represent significant assets, and/or older consumers who have had limited
experience in navigating the web. Naive consumers with limited web experience may be taken
in for no other reason than harboring beliefs that the sellers follow the same norms of ethical
exchange that they have common to expect in traditional markets, where payment for goods and
services is a volitional choice made by the consumer, not something one has to opt out of.

Finally, the persistence of these sales schemes also pose a potential long-term risk to
legitimate businesses who conduct sales in an ethical manner over the web. As these practices
proliferate, the negative experience of consumers who are taken in by these selling schemes may
serve to foster feelings of mistrust toward legitimate sellers, this impeding the growth of a major
modern channel of commerce.

In the sections below | elaborate the basis of this opinion. The discussion is partitioned
into two phases. | first provide an overview of the approach to selling used by firms and
describe the common architecture that characterizes most web scripts. | then discuss the
psychological mechanisms that explain why these scripts are effective in deceiving consumers

into purchasing memberships in programs that have no material value.
The Deceptive Architecture
Overall structure

Although the web designs and program scripts used by the third-part firms vary in their
specific content, almost all display a common architecture that is comprised of six essential

parts:



o An initial legitimate sales setting. A customer first visits a familiar first-party web
site in which they make a volitional purchase using a credit card provided by the
customer;

o A disguised link and enticement. After making the purchase customers are taken
to a landing page maintained by a third-party seller that describes an opportunity to
realize a free benefit, such as dollars off a previous purchase or a cash gift card. This
page is disguised to look like it is maintained or endorsed by the first party seller, such as
by featuring the first party seller’s logo on the website.

o Distraction and confusion ploys. The landing page then describes the conditions
required to receive the premium in a way that minimizes the likelihood that a consumer
will pay close attention to its details, and potentially misconstrue what the premium is
being awarded for. This is achieved by including distracting elements in the web site--
such as fake surveys—that direct the consumer’s attention away from critical details
about the membership program and its terms.

o Concealment of the payment mechanism. The landing pages never require
customers to provide their credit card or billing information, an omission that fosters
beliefs that nothing has been purchased, and that the consumer faces no financial risk
going forward.

o Post-acceptance retention ploys. To maximize the chances that monthly charges
are incurred before the consumer can cancel, the firm employs such tactics as the use of
modest charge levels and nondescript program names that are likely to be overlooked in
consumers’ monthly credit card statements, and requiring consumers to be an active
member of the program for a longer than the “free trial” period before the promised
premium is be awarded.

o Negative-option pricing. Finally, the centerpiece of the architecture is a negative-
option pricing scheme that makes acceptance of membership the default action for
consumers, shifting the burden of effort in the sales process from the seller to the
consumer. Whereas in traditional markets it is the burden of the seller to convince the
buyer that offered goods or services are worth paying for, under negative-option pricing
the default assumption is the opposite, making it the responsibility of the consumer’s to

take action to stop payment if he or she feels the good or service is not worthwhile.



Figures 1 through 3 I provide examples of how these elements are implemented. Figures
la-1c illustrates the sequence of web pages that would be viewed by a customer who makes a
purchase at Vistaprint, a familiar online merchant of pre-printed gift cards, labels, and home

office supplies (www.vistaprint.com). As shown in Figure 1a, when the consumer concludes his

or her purchase at Vistaprint, he or she does not leave the site, but is rather taken to a new
page—seemingly still part of the Vistaprint site—that promises $10 cash back on the previous
purchase as a “special thank you” for their purchase (Figure 1b). The web site also seems to
imply that the primary condition for receiving the cash back is the completion of a short survey
that prominently appears on the right-hand side of the page (Figure 1c). What few consumers
likely realize, however, is that both the ownership of the page and the survey are ruses; this new
site is not part of the Vistaprint site, but is a page maintained by an unaffiliated third-party direct
marketing firm (in this case, Vertrue) who has no intention of using or analyzing the survey data.
Rather, the goal of the survey is to direct the consumer’s attention away from dense text to the
left that describes the real purpose of the site, which is attract monthly memberships in a
subscription program. Specifically, by agreeing to apply for the $10 cash-back discount the
customer is consenting to trial membership in a program that costs $14.95 a month, and is
giving Vertrue permission to secure his or her credit card information from Vistaprint for billing
purposes (Figure 1d). Variations this same general sequence of tie-ins and mis-directs are
illustrated in Figures 2 and 3 (a-c).

What is not depicted in the Figures is that the sequence of deceptive actions continues
after the customer consents to participate—often unknowingly. Few consumers, for example,
will ever receive the promised $10 “cash back” in the Vistaprint solicitation. The reason is that
Vertrue, the direct marketer, deliberately attempts to minimize redemption rates by requiring the
consumer to complete two phases of forms that must be completed and mailed back in, a process
that takes up to 8-10 weeks. Because active membership is typically required at the time the
refund is awarded, customers who manage to cancel their memberships within the “free trial”
period never receive the promised premium. Finally, for those few customers who are aware of
their membership in these programs and attempt to utilize their advertised benefits, they will
quickly encounter similar usage barriers. To illustrate, most programs promise discounts on gift

cards that can be used at well-known merchants, but these can be secured only if the customer


http://www.vistaprint.com/

first purchases the cards at full price, then endures similarly-lengthy transaction costs to realize
the savings. As a result, actual usage of the benefits of these programs is typically negligible—
either because customers are never aware that they are members, or the costs of making claims

are such as to render the programs useless.

Summary Assessment

It is my belief that these aspects of the web scripts—from the opening link to the
programs themselves—form a carefully-crafted scheme for generating revenue by fostering and
then arbitraging ignorance: maximizing the number of customers being makes lured in to the
sales scheme on the front end, and then minimizing the number of customers who had the
knowledge or ability to withdraw from it on the back end.

Each aspect of the script plays a clear-cut role in achieving this goal. The initial setting
of a familiar web site not only provides a mechanism for securing the customer’s credit card
information without their knowledge, but also fosters a misplaced sense of trust in the legitimacy
of the subsequent disguised appeal by the third-party seller. The use of monetary enticements
and distracters then lures customers into signing up for a membership program whose terms and
conditions are not understood, or, in many cases, without the consumer’s conscious awareness
that they have signed for anything. Finally, once agreement is secured from customers, an array
of post-sale concealment tactics are used to insure that at least some charges are incurred by

consumers before they discover their purchasing mistake.

How and Why the Schemes Work

A remarkable feature of the numerous consumer complaints that have been filed with
better business bureaus and state attorney general offices in connection with these practices is the
ubiquity of claims by consumers that they have no recollection of ever having consented to
membership in programs—even when confronted with evidence to the contrary. What is notable
about these schemes is thus that their effect goes well beyond simply misleading consumers as to
the real value of the trial memberships that they are consenting to. Rather, they induce many
consumers to take actions that they have no conscious awareness of, and whose consequences

are discovered only months after the initial web contact.



While a number of factors contribute to the effectiveness of these schemes, the most
fundamental is that they work by exploiting one of the most fundamental frailties of human
decision making: the tendency to make decisions using automated—and often unconscious--
heuristics that respond to only limited aspects of an information environment. As noted by
Kahneman (2002), human decision making is currently widely seen as being governed by two
cognitive systems: automated rules or heuristics (System I) that produce rapid actions and
perceptions over which we have little conscious control, and a deliberative or reasoned rules
(System I1) that more carefully consider features of the environment, and over which we have
considerable conscious control. The deceptive sales schemes used by direct marketers work by
endowing web sites with features that encourage decisions to be made by System I (instinctive)
processes, while suppressing features that would activate System Il (reasoned) processes—
processes that would otherwise alert and discourage consumers from signing up for programs
that have little real value.
To elaborate on this idea, the schemes described above lure consumers into consenting to
memberships by fostering and exploiting the following four decision biases that are often
associated with System | (automated) problem solving:
e Optimism biases that cause consumers’ to selectively interpret the information
provided by the firm in a favorable (or trusting) light;
e Conditioned-response biases, in which certain behaviors and perceptions are
automatically triggered when a decision maker is exposed to familiar cues;
¢ Inter-temporal judgment biases, which include tendencies to overweight short-
term prospects and to postpone deliberations when there is uncertainty about the best
course of action;
e Status-quo (default) biases, or the tendency to prefer inaction (accept the status
quo) to action when confronted with uncertainty in a decision environment.

Each of these biases and how they induced unintentional choices in response to the web schemes

will be described and illustrated in turn.

The Optimism Bias
A central starting element of the various schemes is an initial tie-in to a familiar web

site—typically one that the consumer had just made a volitional purchase—followed, in most



cases, by the promise of a free premium—such as cash gift card or dollars off the previous
transaction. These features have two likely psychological effects. First, the tie-in works to
insure that the feelings of positive affect and trust that the consumer had developed in the course
of the initial, volitional, transaction would persist while the consumer was reading and
processing the information presented in the new landing page. If consumers believed that the
web screen they were viewing was merely a continuation of the same exchange with the initial
seller, they would have little reason to “raise their antennas” when viewing this new
information—thus making it more likely this new information would be processed using System
| (automated, heuristic) thought processes rather than System Il (deliberative).

The second effect is that when these feelings of trust are accompanied by an offer of a
free reward (a positive cue), this new information would be processed not just in a heuristic
manner, but also with a positive bias. The basis of this conclusion is the large literature on biases
in human inference, which has repeatedly laid credence to the adage that people tend to “hear
what they hope to hear” when processing information. The academic term for this is
confirmatory or goal-motivated reasoning (e.g., Kunda 1990; Weinstein 1980; Meyer, Zhao, and
Han 2007). Once a decision maker has a goal or desired outcome in mind for a task, he she will
selectively process that information that consistent with the goal rather than inconsistent. Hence,
for example, when asked to estimate how long it will take to finish a project people consistently
underestimate durations—an effect called the “planning fallacy” (e.g., Buehler, Griffin and Ross
1994 ). The reason this arises is that when estimating completion times people are more likely to
imagine those scenarios that lead to early completion than late. Likewise, when imagining how
useful new-product features will be prior to their adoption, consumers often over-estimate later
use by the same mechanism: given that the goal is to use features, scenarios in which we indeed
use them come to mind more readily than those in which we do not.

The same mechanism would be at work here. Given the goal of obtaining cash back on a
purchase or a free gift card consumers would have been motivated to selectively process
information in a way that most easily rationalize their attainment—such as by believing that the
offers were legitimate and there would not be “catches” that put them at risk. In short, once a
consumer adopted a belief that the lures were real and being made by a seller for which he or she
felt trust, he or she would have been hooked; the consumer would have no motivation to search

for and/or interpret information on the site such in a way that would disconfirm this belief.



Conditioned Response Biases

A central feature of System | processes is that consumer perceptions and behaviors are
often driven more by the cues consumers expect to see an environment rather the cues that are
objectively there. Hence, in the same way that a hiker in a forest who has a phobia for snakes
might jJump when seeing a rope on the ground, when processing web site information consumers
may be prone to perceive and respond to what they expect to web site to contain rather than what
it objectively does.

The schemes considered here are designed to exploit these illusory perceptions. For
example, a consumer who quickly views the solicitation illustrated in Figure 1b-1d and sees the
Vistaprint logos would presume that it is a Visatprint site, which would trigger a set of
expectations about the kind of content and offer terms that would be normally be associated with
a legitimate Vistaprint promotion. For example, a consumer would naturally assume that the
survey on the page was there as part of Vistaprint’s marketing research efforts, and that the “$10
cash back” was being awarded as an incentive for completing this survey—a well-established
practice. Likewise, and most critically, the consumer would have no perception of having
purchased anything (or committing to purchase) after having clicked the “yes” button at the
bottom of the survey for the simple reason that all of the cues that are normally when making a
purchase from Vistaprint--such as provision of credit card information and a description of what
is being purchased—are absent. The fact that some many consumers leave the site unaware that
they have committed to making a purchase is thus not surprising; for most, the transaction was
never perceived as such.

Another example of the exploitive use of conditioned responses is given in Figures 3a-3c,
which shows a different kind of solicitation tied to the Intelius people-search site

(www.Intelius.com). When a customer visits the Intelius site, for a small fee they can get a

report of available public information on a person of interest. After paying the fee with a credit
card, they click a red button that says, “confirm the purchase and show my report” (Figure 3a).
But when clicking this button they are not shown the report but are rather unexpectedly taken to
a new site maintained by Vertrue designed to solicit membership in a benefit program called “24

Protect Plus” . A central feature of the page is a request for an email address, under which is a
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prominent red button labeled “yes and show my report”—presented in the same font as the
earlier button. Having no expectations of having to navigate a promotion, and simply wanting to
see the report that has been paid for, many consumers will reflexively click the red button

again—an action that will trigger automatic membership.

Inter-temporal Judgment Biases: Hyperbolic Discounting and Preferences for Deferral

One of the most robust findings in studies of decision making is that when consumers are
asked to consider options that promise up-front benefits at the expense of delayed costs they tend
to put excessive weight on the former—a bias known as hyperbolic discounting (e.g.,
Loewenstein and Prelec 1992; Trope and Lieberman 2003). This bias helps why consumers who
are exposed to the prospect of a free premium in exchange for trial membership in a program
might under-attend to fine-print descriptions of its terms and conditions, such as the what would
be required to cancel. When considering the notion of afree-trial period, consumers would tend
to mentally focus more on the pleasure that will be derived from the up-front premiums (e.g., the
promise cash back) than the costs of time and energy that might be involved in later canceling
the service—something that would lead them to accept trial membership in a program that they
would later regret.

Curiously, the third-part promoters of these schemes then exploit this bias again after a
consumer accepts membership as a means of discouraging attempts to claim the premium or
utilize their membership programs. As noted above, redemption typically requires the consumer
to incur significant up-front transaction costs (such as sending in forms and/or paying full price
for gift cards), with benefits being significantly delayed by multiple week “processing times”. A
consumer prone to hyperbolic discounting would thus likely conclude that the up-front effort is
not worthwhile, thus fulfilling the firm’s hope that they will never utilize the program benefits
that they signed up for.

A tendency for consumers to be lured by prospects of free trial periods could also be
explained by the widely-documented tendency to defer deliberations when presented with
choices for which the best course of action is uncertain (e.g., Tversky and Shafir 1992). In many
cases such instincts are rational; deferral allows more time for a thoughtful analysis of the

decision problem and/or allows other options to emerge that are superior to the ones currently
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being considered (Meyer 1997). In other cases the appeal lies simply in a preference for making
errors of omission rather than commission; in most consumer contexts decisions not to buy a
product are more easily reversible than decisions to buy (Dhar 1997; Samuelson and Zeckhauser
1988).

The web schemes can be seen as exploiting this instinct as a way of “freeing them” from
the need to read in close detail terms and condition of the programs and learn about their
benefits. Consumers are encouraged to believe that the effortful task of deciding whether the
program can be delayed until later, whereas the benefits of the prize can be enjoyed immediately.
In other words, the consumer is persuaded to believe that they are not immediately purchasing
anything or contracting for any future purchase; they are being awarded a free prize simply if

they would agree to consider the programs for possible purchase at a later point.

Status-Quo Biases

The payment mechanism used by the third-part sellers—negative-option pricing--here is
an unusual one. While negative-option pricing is sometimes justified on the basis of consumer
convenience (to avoid the need for effortful renewal), the motivation is anything but that; the
goal was to extract unwanted charges by exploiting another well-known bias in consumer
decision making alluded to above: the preference for default or status-quo courses of action
given uncertainty (e.g., Johnson, Hershey, Meszaros, and Kunreuther 1993; Kahneman, Knetch,
and Thaler 1991; Samuelson and Zeckhauser 1988).

Once the firm has access to the consumer’s credit card information and charge
authorization, they are, in essence, holding the consumer’s wallet hostage. The longer it takes
for consumers to discover that they have unwittingly signed up for membership, or the longer it
takes for them to discover that the benefit programs have limited value, the more money they
make as pure profit; each month of delay means more charges to the consumer.

Consistent with this, the firms set up significant barriers to charge detection. The monthly
charges levels—typically $14.95—are designed to be low enough to just fall under the radar
screen for many consumers who do not careful reconcile their credit card statements each month.
For consumers who focus only the size of the overall bill, they would know something was amiss

only if the total amount (or monthly minimum payment) was significantly higher than in the
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past—a perception that a $14.95 charge is unlikely to induce. Inaddition, even for consumers
who do carefully reconcile their bills, the firms are careful to use program names that could
easily be confused with legitimate firms or businesses. Finally, a consumer who signs up for one
of these programs is typically sent a “membership package” in the mail—but it is commonly
designed to resemble a junk-mail solicitation would be discarded by many consumers,
particularly if they had no awareness that they had signed up for anything.

The negative-option pricing mechanism essentially turns the tables on how transactions
are normally conducted in a marketplace; whereas not buying a good or service is normally the
default action in markets, here it is the default. This is a reversal that consumers would have had
little experience dealing with, something that would likely lead to numerous cases of automatic
purchases being made for programs that they neither wanted or, possibly, even knew they were
acquiring. The reversal also highlights an unfortunate paradox of the transaction: as noted above,
consumers were drawn to the appeal of a “free trial” period in the belief that it allowed them to
avoid taking the overt action of purchasing the services—when in fact, it had just the opposite
effect. By accepting the free trial they were implicitly making the decision—which was surely

unintentional—to to make purchasing the passive act, and not purchasing the effortful one.

Conclusion and Remedies

My overall assessment of these web schemes is straightforward: they represent an
enterprise whose primary purpose is to foster and exploit weaknesses in consumer decision
making in an effort to con consumers into purchasing memberships that hold limited value and
without their fully informed consent. The combination of the sellers’ perceived need to use
deceptive selling tactics and the low rate of utilization of the benefits supposedly provided by
their programs implies they did not believe they were marketing a good or service that held value
for consumers. As such, the operation cannot be defined as either a legitimate marketing
operation or a legitimate consumer business.

In my view the suggested remedies for these practices are also straightforward:

o Negative-option pricing should be prohibited for any service or program that

enlists customers through “free-trial” periods. When the trial period has expired the
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default assumption must be that the consumer has elected not to adopt the program.
Adoption would occur only if, at the end of the trial period or earlier, the consumer takes
a positive action to secure membership, providing complete payment and billing
information

o Firms that partner in selling goods and services on the web should be prohibited
enacting automatic “hand-offs” and from passing on customers’ credit card and billing
information. While at the end of a sale at one site a customer may be presented with the
option to visit a new site offering potential benefits, visiting the new site should require a
volitional act by the consumer. Likewise, if a new purchase is to be made at the new site,
it should require the consumer to re-provide his or her billing information.

o In such partnership arrangements, firms should also be required to utilize web
designs and scripts that make it unambiguous that the consumer has left the original web
site and is now in site managed by separate firm, so as to minimize confusion as to the

identity of the seller a customer was dealing with.

Of course, the enactment of such remedies would likely eliminate the profit potential current
direct marketers who use the web scripts of concern, as few consumers would voluntarily choose
to pay for memberships in the programs if fully informed. But they would have the positive
effect of precluding a recurrence of the losses suffered by consumers who fell prey to the

deceptive practices discussed here.
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i yowr §28.80 Ex Erying Aeampact

Hew o o make et of yowr Favclrelad
prarchazca?

A ocelme O Ofms O mem

Se you fine oot 2k kot s & moalT

L s

S o e =

# & somceeca

e
e oo ntapand

B oot cord

2 caed

Flease enter the e-mall address you used
to order from VistaPrint:

S tyming your crmail afema Bolow, i will oot
yor checronic sigraturs ard fa your weilien

‘£and you used today with VistaRrint after the 30-Jay FAEE trial and the
mantn 2t monthily membarsnin fee 50 long a5
o reman mamser, Ofcourss, yau fan ca sai-mes 2t e 1- B00-566-5459
and speak to a Fassoart £0 Fun+ member repnesentative within the frst 30 days ta
cancel — you will have pald nothing and ows nothing. Please note that by agresing to
AHESE Gl Celatie oy 5% Subfialoleg VSR SRS i ety sl Yok s,
aaress and Fun+, a service pravider of
VistaPrint, No matter what, the FAZE 810,00 Cagh Back i yours 5 caim| Remamber,
you can call to cancel at amy time and you will na kanger be charged. IFyou used a debit
g o ok e Bowm o YR Py T e
ut tnat same

dm #rom the Che:kl'!u account associated with the deblt card you nlu\ ided today.

Ciick ONCE and walt.

g Thanks
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L.Initial
Promise
of a Prize

Figure 1c

’?;«;.nn CASH BACK ON YOUR ORDER TODA;"—!)

Passport to Fun+4

T'muyautlrmur :.lr._'mse‘hu tstaPrint todayl Camplete your 2003 Camsumer

. un+ ragistration ta claim i 310,00 Casn Sack Award an
:\::use)u.l [Ciick here %o 31000 Cagh Saci r
s, g=t mansy-zaving :em:su-mmm Fun, & pramisr
Emartainment savings arogram J

MEMBER REWARDS

A special thank you with your purchase from H%'),

- VistaPrint

Shopping 3 m1 ar nmz rtalnment - 20% Sawings an gt cands™
thn b Fun n 5 such 25

Bamnes & uu:se" a.c._-c;--n-u Circutt Oy, Kmart and

mamy gthars — for a savings of up to $2. 200 peryear.

$
®

rehased through

ity restaurans, &
“INSE, <O, Aes Loszoan,
S vl e — o 2 it 0 ks 2 43, 2000 o Ve

Movie savings - Mavie tickets for §5.50. You may purchass uato
tickets annually through Fassaont 10 Fun+ r Mmany popuar
neaters. [For tickets radesmad in Manhatzan, NY, 7T's un ta 52.50
mars at the door.]

magazine - jmar
:u:u!u. magazine st nu.naa-mu-c‘n rgel

Ciicic here for Bancff Dagalls.

Offer Datalis:

Simaty Siick Tas” 23 aCtivats your trial mamoersnip a0 take advamags of the grast

& onlinc

ek for Eryimg
2t I dxva

—

' ol

o

R
5tmeed
S

= e card

Hew o o maks et of yoor Favel-relaia

S you dine ook 28 bast o & mondt

oy for youar

o ramain 8 mamser, Ofcourse,
2nd speaik o B Fun+ mamber

be suramatically datited aach manth an
u g card you e suea oy

Conty

Special Offer for VistaPrint Customers!

ST g Rt A Fone AbCe Da ST 2 g%
5 i e 2w el e far o
= 2 ey =

Ingredient 2: Enticement and
Misdirection

2. Misdirection: arrow
directs the consumer’s
eye away from the text
on the left, and suggests
that the $10is a reward
for completing the survey
below

3. Text reinforces beliefs
that the reward for
completing the survey,
not jeining a membership
= program

4. Meaningless survey;
the data are never
analyzed by Vertrue

5. Prominent compliance
button; consumer may
believe this grants them
the reward, and simply
finalizes the purchase
from Vista print
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Ingredient 2, continued: g

Passport to Fun+4

- ? 7 i A special thank you with your purchase from X VistaPrint
Confusion and concealment _ - G
Thank You... plegse complete your survey and claim your revard $10 00 CASH

Text fosters misleading
beliefs about what the
award is tied to; text
reward suggests that
“Passport to Fun” isan
additional part of the

BACK!

510,00 CASH BACK ON YOUR ORDER TODAY!

s.a?-"r Oﬂﬂwl Compiate your 2003 Cans
e raan

MEMBER REWARDS

Shopping and entertalnmaent - 2% Savings an gt cards™
reward earned by urchased Shraugh Fasspert to Funs % lesd : s ..-szf‘cf:il""f-!i i
s & Hobie™, BLOCKEUSTERE, Circutt Oy, Kmart ana s e X
completing the survey manmy otners — for 3 savings of up to $2. 200 peryear. e

3o
e for 30 Gere,

s purchazad thraugh

Dining - 203 savings on gift Cands/Cartins
=3 =

i1y PRSTBUTATLE, InTlud 2y makis meat o prer Savel-raliaid
: ek X ad Lomzar, OF Az g e males el of prar bavelslang
a - ‘Bard=n) and mars — 0T 3 SAwIngs Of Up to 2, 1nbpzrvur
Psychologlcal

W=*  Movie savings - Mavis tickets %or §5.50, You may purchacs ua ta
ticiets annuaily Srough Fassaort ta Fun+ fr many paguar
Tnmaters. [For ticksts redssmed in Mannattan, MY, '3 unta 32.50
mare at the doar.]

“unpacking” used to
foster exaggerated
beliefs about program M i s s ik

Dﬂihl!ﬂ' magazine at na additional charge!
benefits

Cich here tor Banafit Datalls.

Cazn Back The
aed.-aen’:ac oy m:;m 0 Fun+ taths

Actual program terms

and conditions presented
in fine print likely to be

overlooked by consumers

Disclaimers also hidden in fine b Thanks

print

=t 4 e e 2
e matarsl =y SeinLE o me

Fi gure 1d Bt i fon it e e
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Another example of the
False-survey ploy, here piggy
backed on a solicitation to
join a different membership
program (“24Protect Plus”)

Figure 2

more amazing savings on DealMax™

Members of 24Protect Plus~ have also signed up for

CLAIM A $25 SEARS GIFT CARD!

It's true! To thank you for being a 24Profect Plus membsr, we've reserved &
FREE $25 Sears gift card for you a8 8 member of DeaiMax, our premuer
savings program, for seven days!

There's no abligation bo buy anything. Simply comiplete the 2009 Consumer
Survey and Deniax registration ta cam your $2%5 Sears Gift card ($25 Sears
@t Card details) and begIn enjeying the mteey-savng berefits of Deaiax!

DeaiMtax offers you diScounts on the everyday items you wilnt and need such
"

Up to $3,500 in savings on appanel and accessones when purchasing
ﬁ @it cands® through Deaviax for Macy's®, Kohl's®, Dillard's, Dress Barm
nd Sparts Authonty®.

Up to $2,350 in savings when you purchase gift cards through DeaiMax
$  for popular nome, encertainment, hobiy, and electronics reulers like
Borders® and BLOCKBUSTER®,

Up o 30% savings on gift cards® purchased through DealMax for top-
M rame fashicn and home retallers, such as Bath & Body Works®** and
more.

Plus 80 much morel
Click here for Benefit Decails.

When you sign up teday for DealMax, youTl slse receive Food & AS™, a
premier shapping and savings program. You'll enjoy unlimited 10% savirgs on
@it cands/certificates® purchased through Food 8 Fiix for lsading retaders and
moee. Click here 1o see the extiting benefits and savings walting for you

Offar Datails:

Simgly chck "Yes® to activate your trial membership in DealMax. To activite
your trial membership to DeaiMax you will be charged/debited & $1.00
refuncable processing Fee monthily and then you can immediately take
advantage of the exciting savings DeaiMax has to offer! After your 7-cay FREE
trial period i $19.95 per morth for . Rernamber, you can call
DoatMax toll-free a1 B00-548-0685 within the first 7 days to cancel, anu wou
will not be charged/debited. To ensure continuous service, at the end of your
trial period your o will be each
month at the then-current mwlxrsmo Tl o or #out et same date £ the
credit chrd you provide todsy or from the checking account associated with
the debit card you provide today. If for any reason you ane d-u«u-mec call
our toi-free number 1o cancel, and you'll no lenger Be charged/deb

By chcking "Yes” you also agree 1o activate your separate membership to Food
& Fitx 32 the special low price of Just $1.00 per manth. To ensure continucus
service, your o wil be #ach month
at the then-current mamberships fee 1 the credit card you provide today or
froen the checking Bceourt BsSccisted with the detst card you provide today. I
for any reason you are dissatisfed, call Food & Fite toll-) 'ree a 1-800-929-
4554 to canced, and you'll i longer be charped/detited.

2009 Consumer Survey
Please complete your Survey below. Click on the
¥OU want and complete your
caim your $25 Seans Gt Card as & member of
DeatMax_

anmwml—h_mw
St 13 months?

ehectrone aNd 15 ey WeRten Suthoration
= my 1o the Offer

Detads oo thi pace. By cliing "Yer', | have rasd

and the the Priviy Paicy and |
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1.Consumer
Purchases
person-
search
information
for $1.95 at
Intelius.com

Variations of the Model:

Intelius People Search 3. Instead they are
unexpectedly handed offto a
Vertrue site designed to look
{?IHTE&!_I:IE_ like a continuation of the Intelius
prr— site
T ST R——
e a2 | TRank Yol e

2. After providing credit
information the consumerclicks
a confirmation button and
expects to see the report

Figure 3a

FAD | Tarms & Condtions
© 2000- 2000 Intsius, e

ngmm g oo lopR=

Get $10.00 CASH BACK as a member of 24Protect Plus™

sgister bwlow to Claim vour $10 CAET lack 8 3 member of J4PTotect Pus. {Chk Seve &

2aProtect Pus Encludes:

— And show
my rapert

Cick Dnce and wst

o, show my
repart

© Copyright 2009 24Prabect Pus - Al Rights Reserved
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B Thal‘lk YOUMMMWMW o

4. Not expecting to see

a solicitation, the Get $10.00 CASH BACK as a member of 24Protect Plus™
consumer will be
unlikely It = _ Register be wour § asfi Back as a membe Al i Here et

—— 2aProtect Plus Includes:
promotional material in & i

any detail, and instead
simply look for way to
bypass the page to see
the report they paid for

*, Ace Hargware, and Searsi® 1o

Please type in your

5. The consumer’s eyeis
drawn to the prominent
red “yes and show my
report” button at the
lower left that
resemblesthe one they
had just pressed on the

intelius site to get the YES
report. Clicking it Y ranort
autOmatically enrolls Chck ance and wait

them inthe program M A

© Copyright 2009 24Protect Plus - All Rights Reserved

Figure 3b
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6. The consumer also
has to enter an email
and agree to a charge,
but this is likely seen as
continuation of the
Intelius check-out
process, and theyare
authorizing the $1.95
charge to Intelius, not

paying for membership
in aprogram

Opt-out optionis

Thal'll( YOU your order has been successfully completed ADVERTISEMENT

Get $10.00 CASH BACK as a member of 24Protect Plus™

Register below 1 claim your $10 Casf Back as a member of 24Pratect Plus. (Cick Here 1

24Pratect Plus Includes:

Ace Harcware, and Sears®®

by 24Protect Plus

24Protect Plus Benefit Detalis:
Engoy savings like This and 50 much more.

Gat et to wour free credd report and reds Lo
*® J0% savings on giRt chedl purchased thwough the D«a;im fer Carcnst Cey ™, Ace Hardware, and Sears®® ts
3 Save 0N all your P impeovement and secunty needs.
Please type in your o Savings wah populie A8l o oS AR
email address below

Ol ere for Benefit Detads

L (mnq your e-mal addrest Delow, that

will vour slecronic wigrature  Offer Datails:

and is your weitten suthorizstion to [ Piease Check f wou ane g 3 Debit Card, Smply type i your er
charge/Seit your 0ot ACoonin
Offer Dwtails to the ry

Boaress and cick “Yes” to MtivatE your
your §10.00
D MO wil b ChU G/ deeited by 24 Pregect Pt on th

with Inteius amEr your 7-day FREE trisl paniod 30 then autsmati
he theri-carrent memberin fee 30 long i3 you tembin & memioer, Of caurse you
00-21 the first 7 iy 1o cand 0 B crur gecdetaed
e That by agrenng o tse Offer Dethis you e & " peihes 0 SeCurH ramer oot PO,
address, Bnd credtdesit card information 1s 4 Protect Pius. No matter what the FREE $10.00 Casn Back |§ yours

!,

the  bral membership and take SdvarEage of the great savings that 24 Brotect Plus has th ofer plus ca
Carth Back! The marsberihia fi

Be charged/obtited. I yo
ship few for 4 Prot
Ehechng Sctunt asso0ated vt that cart

Disclaimer
ZaPratect Phus privades you wih the 1o01s you need o KPS 300 mandor ve
7 POt PSring and MOntDMing Banents, 24Protect Ph
repaiT SETVICE PrOVITS and B0 POk receve fees b
ces org

sl on
and its benelit provaders are not
SUCH SErviCes, nor ae they Credit clinics, Credit repair or
rnes, 48 defined by fecernl and state lnw. Senvices rrar]

Crecit ser
I

FHCBAUAG veRdGrs Bre AT 55 AProtect Pus. Gl cand/centinicate
saninge aee an exchusive STer of T4FTo stect P 2 caraucertiicates purchased through

o 5. Poeage see back of s of ke ks andt
ComyEIghts reean the gregery of the wdor. JAPYOLRC Pluss ukes vendor NAMES, I6Q0S and any other
wendor material by per the 24Protect Plus website or Call Member Savings. for
compiete terms aed ¢ o,

n advance
once you receive your Roadsae Asuistas
respansiole for payeny providers drecthy for by charges ow

Mo, show my expenses. Py g e WAL SEECRS A £
repert

g € 0 you Wil it b ebgible for
cr acoess card. Membens are

% vl a3 for sevy Aon-covened
all for 1 Same cause

ilable but hidden in

fine print

Figure 3¢

Privascy Podicy | Terms 2

© Copyright 2009 Z4Protect Plus - ANl Rights Reserved
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