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Chairman Rockefeller, Ranking Member Thune and Members of the Committee, my name is Ellen Richey and I am Chief Enterprise Risk Officer and Chief Legal Officer at Visa Inc. Thank you for the invitation to appear before the Commerce Committee to discuss payment system security and Visa’s ongoing efforts to protect cardholder data from cyber attacks and data breaches.
For more than 50 years, Visa has enabled people, businesses and governments to make and receive payments across the globe. As a global payments technology company, we connect financial institutions, merchants and governments around the world with credit, debit and prepaid products. Visa works behind the scenes to enable billions of daily transactions, powered by our core processing network – VisaNet. We make digital commerce more convenient, reliable and secure. It’s important to note that Visa does not issue credit or debit cards or set the rates and fees on those products – our financial partners do.
Fighting fraud and protecting cardholders is a top priority for Visa – and securing electronic payments is fundamental to Visa’s success. We invest heavily in advanced fraud-fighting technologies and develop and deploy innovative programs that protect cardholders and merchants.  
Recent breaches have highlighted that organized and enterprising cyber criminals will seek to infiltrate any vulnerability to access consumers’ personally identifiable information, payment card data or other information they view as valuable. When successful, these criminals steal more than money or information; they steal customers’ peace of mind. Everyone in the payments system – merchants, financial institutions, networks, and customers – is affected by these breaches because they jeopardize the trust we’ve worked to establish over the last 50 years. At Visa, nothing is more important than trust in the payment system. Trust is the cornerstone of electronic payment systems, and consumers have long trusted us to safely and efficiently move their money. We value their trust and work to maintain it every day, by placing security foremost in everything we do.
It’s also important to emphasize that when fraud does occur, Visa cardholders are protected through Visa’s Zero Liability policy, which protects debit and credit cardholders from being held liable for fraudulent purchases. 
Visa believes that protecting consumer data is the shared responsibility of all parties, including payment networks, financial institutions and merchants. No business or industry is exempt from protecting customer data or guarding against cyber attacks. Criminals are constantly adapting their techniques to gain access to systems that store or transmit data. To meet this challenge, security is a 24/7 job for all businesses that touch customer data.    
The electronic payments industry secures payment card data through a layered approach. It takes a combination of technology, processes and people to guard account information and prevent fraud. As a result of the industry’s security investments, we’ve seen fraud rates in the Visa payment system decline by more than two-thirds over the past two decades and fraud rates remain low and stable at less than six hundredths of a percent – that’s 6 cents for every hundred dollars transacted. Our collective success in maintaining the trust and confidence of consumers comes from the ability to work together, share information and coordinate our defenses. However, as recent compromises show, our work is never done.
Protecting Sensitive Data
The first principle of protecting sensitive data is to limit the amount of data you have to protect. To promote this objective, Visa is constantly working to eliminate the storage of vulnerable payment data in the merchant environment. “Prohibited” data includes full magnetic stripe information, the CVV2 or “Card Verification Value 2,” and PIN. Since 2006, Visa has promoted a “drop the data” campaign around the world to encourage merchants to discontinue storage of prohibited data and reduce cardholder data storage overall. As of March 2013, all major merchants (Level 1 and Level 2 as defined by PCI DSS) have confirmed they do not store prohibited data.
Eliminating data storage reduces the damage a hacker can cause by decreasing the amount of sensitive data in the environment. However, today’s cyber criminals can also steal data in transit – while passing into, out of, or through the system – even if the data is never stored. Therefore, strong data security remains a critical element of our program to protect and secure the payment system. 
The key to an effective data security program – as with any successful operation – is a solid foundation. For the electronic payments industry, the Payment Card Industry Data Security Standards (PCI DSS) provides that foundation. PCI DSS has proven to be an effective set of minimum security standards when fully and consistently implemented across all systems handling cardholder data. No standard can provide an absolute guarantee of security in a changing world, and PCI DSS is not an exhaustive list of all the security practices that an organization should consider. However, compliance with the standard is a valuable component of a comprehensive security program and greatly reduces the risk of data compromise. In fact, we have yet to see a payment data compromise in which the breached entity was fully in compliance with PCI DSS at the time of the breach.
The implementation of technical security tools is only one component of an effective security regime. In addition, companies must put in place business processes that ensure their tools are used and maintained properly, their procedures are executed correctly, and the inevitable human errors are detected and corrected quickly. This requires a rigorous program of internal control, monitoring, corporate governance, communication, and training that touches every part of the business environment.  
It can take a considerable effort to ensure, for example, that everyone in the company follows basic security protocols such as removing default passwords, using strong ones in their place, prohibiting the use of unapproved removable USB devices, and limiting access to systems containing sensitive data. Employees often find these controls tedious and inconvenient. But sadly, a lapse in any of these areas can open the door to a criminal intrusion that threatens the entire enterprise. We often see data compromises that could have been avoided by following baseline security procedures.  
Going beyond the basics, we believe that advanced cyber training is critically important for large enterprises. For instance, Visa cyber defense analysts have undergone training with leading organizations including Lockheed Martin, RSA Advanced Cyber Defense and the Department of Homeland Security’s Industrial Control Systems Cyber Emergency Readiness Team.
Visa views the recent release of the NIST Cyber Security Framework for Improving Critical Infrastructure as a positive development in strengthening U.S. cyber defenses. We support a flexible, standards-based approach that recognizes and builds upon existing private and public regulatory structures, and we’re encouraged that the final framework issued by the Administration embraces existing security best practices.
Finally, it is important to recognize that cyber security is not a one-time exercise.  Companies must continually assess and evolve their policies and procedures and educate their employees on how to best protect against cyber threats. Cyber hygiene is something Visa, and all companies, must work at every day. 
Devaluing Data
While effective security is critical, we understand that it is difficult for any organization to be completely secure all the time. With that in mind, Visa is working with others in the industry toward a paradigm shift that would in the future reduce – or even eliminate – vulnerable payment data from the merchant environment, by moving from a data protection to a data devaluation approach. If the data available in the merchant environment could no longer be reused to commit fraud, then criminals would have no reason to steal it, and merchants would no longer be targeted by criminals seeking to commit payment fraud. 
This approach to the future of payment security relies on three technologies:  EMV chip, tokenization and point-to-point encryption.
The EMV chip is a microprocessor that can be embedded in plastic payment cards or in other form factors such as mobile phones. Sometimes referred to as a smart card or chip card, EMV enables more secure processing by generating a one-time-use code for each transaction. Since EMV chip cards are nearly impossible to counterfeit, they eliminate one of the most important incentives for criminals to steal payment data today – their ability to use the data to create counterfeit cards. As such, EMV chip makes payment data a less attractive target for criminals. 
To encourage adoption of EMV chip in the United States, in August 2011, Visa announced a roadmap that included processor requirements and liability shifts. Visa’s EMV roadmap is not a mandate. Instead, it provides marketplace incentives to encourage adoption by Visa financial institutions and merchants – elements that have proven to be effective in moving other markets to deploy EMV chip technology.  
As part of Visa’s incentive program, the party that has not implemented EMV technology bears the loss from any resulting counterfeit fraud. This shift will become effective October 1, 2015 for point-of-sale environments, and October 1, 2017 for Automated Fuel Dispensers and ATMs. 
Last fall, we reached an important milestone in the migration process when the vast majority of U.S. Visa acquirer/processor endpoints certified their ability to support merchant acceptance of EMV chip transactions. Acquirers representing 95 percent of Visa’s payment volume in the United States have been certified to support EMV chip processing. 
Based on years of experience working with merchants as well as issuing banks, Visa has taken care to ensure that our roadmap supports a variety of cardholder verification methods, including signature, PIN and no cardholder verification for low value, low risk transactions. In order to accomplish the transition to EMV in the most cost-effective and expeditious way, we want to provide customers, merchants and financial institutions with options that minimize the disruption to the current payments environment. 
Many have asked why the United States is taking longer than other markets to adopt EMV chip technology. The speed and efficiency of our telecommunications infrastructure, coupled with back-office tools such as the real-time authorization and advanced fraud analytics have helped stakeholders to effectively manage fraud levels here. In other markets, including the European Union, one reason EMV was adopted was because the existing telecommunications infrastructure presented challenges for using the kind of real-time network authorizations that occur on virtually all transactions in the U.S. As a result, an alternative technology was needed to facilitate off-line security checks between the card and terminal; thus the emergence of a microchip.  
As the U.S. is adopting EMV chip, we are also now seeing international markets adopt real-time authentication tools similar to those used in the U.S. While each market went down different paths over a decade ago, we are now seeing fraud and security strategies converge as all markets recognize the need to deploy multiple technologies to fight fraud and to protect personal data.
	 As we make the transition to EMV in the United States, it is critical that all participants in the payments system work together. The payments ecosystem in the U.S. is larger and more complex than any other in the world, with thousands of financial institutions and millions of businesses accepting electronic payments. Visa has been mindful to allow enough time for this migration to occur without disadvantaging smaller merchants and financial institutions or unduly disrupting the consumer experience as the migration process occurs.  
While EMV is the traditional first step to devaluing payment data, it is not a silver bullet. When EMV has been adopted in other countries we have seen that cyber thieves continued to steal data in order to commit fraud in the eCommerce channel. To address this growing threat, in 2013, Visa, MasterCard and American Express proposed a new standard for digital payments that will allow a traditional account number to be replaced with a payment “token” in eCommerce or mCommerce. 
Tokenization uses a unique digital token that is tied to and replaces the accountholder’s 16-digit account number in a payment transaction. Tokenization can enhance transaction efficiency, improve cardholder privacy and data security, and may enable new types or methods of payment. Tokenization shows particular promise in stopping online fraud, because it is the token – not the card number – that goes to the merchant, and because the token can be issued with limits on the times and places it can be used. Tokenization, like EMV chip, can be used to introduce a dynamic element into the transaction, thus devaluing the data and making it less lucrative for criminals to steal in the first place. When fully deployed, tokenization in combination with EMV could eliminate the need for merchants, digital wallet operators or others to secure account numbers.
The final element in a comprehensive data devaluation strategy is point-to-point encryption, which can be implemented to secure data as it is transmitted from one point to another throughout the transaction processing environment. To gain full protection from EMV and tokenization approaches, multiple stakeholders must make changes to their systems that can take several years to complete. In the meantime, encryption technologies are available that can be deployed to protect data from the moment it enters a point-of-sale terminal to the completion of the transaction process. When properly implemented, encryption makes stolen data unusable by criminals and thus reduces the incentive to steal it.
Preventing Fraud 
Securing data and ultimately devaluing it are two core elements of Visa’s approach to securing the payment system and protecting consumers. The third is fraud prevention. Our fraud analytics are among the most advanced in the industry and have helped to identify and prevent billions of dollars of fraud. One such prevention tool is Visa Advanced Authorization, which provides an instantaneous rating of a transaction’s potential for fraud to the financial institution that issued the card, including whether it was part of a reported data security compromise. This rating occurs as part of the transaction authorization and enables the issuer to make a more informed decision about whether to accept or decline the transaction. 
These technologies allow financial institutions to better serve and protect their customers. I am sure many of you here have received a call from your bank or credit union to inquire about a possible suspicious transaction. These types of services provide additional layers of security to help protect consumers.
Visa has also invested in tools for consumers to help prevent fraud. For instance, Visa offers a service called Verified by Visa that adds an extra layer of security, making it harder for someone else to use your Visa card to shop online in the rare event your Visa card or account number is lost or stolen. Each time your Visa credit or debit card is presented to make an online purchase at a participating merchant, Verified by Visa helps to make sure it is you who is attempting to make that purchase and not someone else. 
In addition, Visa has developed an alerts service that instantly notifies cardholders of transaction activity on their mobile phones via SMS text or email. Many banks offer this service, or similar ones they have developed themselves. An alert is triggered whenever a transaction meets a cardholder’s preset parameters, and can be sent within seconds of a transaction occurring. Alerts generally contain important transaction details such as the amount, time, date, the type of purchase, and may also include the merchant name and location and the currency conversion exchange rate for international transactions. These instant notifications are useful to consumers for monitoring their own transactions. More importantly, however, they assure consumers that they will receive instant notice of any fraudulent activity on their accounts, providing them with additional peace of mind.  
Breach Response
The fourth and final element of security and fraud prevention is how we respond when a breach has occurred. Visa is continually working with clients to improve our ability to identify payment data breaches and protect consumers affected by them. We may learn of a breach through issuer reports, self-reporting by a compromised merchant, our own monitoring efforts, or through law enforcement.
One commonly used method for detecting compromise activity is known as the “Common Point of Purchase” or “CPP.” Card issuing banks and payment networks use advanced analytical tools to search millions of transactions in order to identify those unique locations that show a pattern of genuine transactions followed by confirmed fraudulent activity on the same card. Identifying points of compromise at the early stages of stolen card account usage helps to minimize the financial consequences of compromise events and enables corrective and mitigation actions as early as possible. 
When data breaches expose sensitive cardholder information, Visa’s first priority is to protect cardholders from fraud. After learning of data compromise events, Visa immediately begins working with the compromised entity, law enforcement and affected client financial institutions to ensure the compromise is remediated and to prevent card-related fraud. Visa notifies all potentially affected card issuing institutions and provides them with the necessary information so that they can monitor the accounts, reissue cards, and, if necessary, advise customers to check closely all charges on their statements.  
The banks that issue Visa cards have the direct responsibility and relationship with cardholders; they work diligently to ensure that cardholders are not responsible for any fraudulent charges. But it is also important to note that the vast majority of the accounts exposed in large data breaches do not experience fraud. In fact, thanks to network, issuer and merchant fraud detection, prevention and monitoring solutions, only about 2 to 5 percent of compromised accounts incur incidents of fraud resulting from the compromise. 
Public Policy Considerations
As the Committee considers appropriate actions in response to recent events, Visa believes there are several areas where government can help defend against cyber criminals.
First, as the payments and other industries reinforce their safeguards, the government can help create a safe environment to share cyber threat information. Visa currently works closely with a number of different groups to gather threat information, including the Financial Services Information Sharing and Analysis Center. Improvements in cyber threat information sharing with appropriate liability protections can further bolster collective efforts on global cyber security.
Second, a number of cyber criminals are launching attacks from overseas. We encourage the government to continue to work with the international community to improve coordination and cooperation among law enforcement agencies. Cyberspace is not limited by geographic borders, and we know that the most sophisticated attackers are often physically located overseas. Therefore, any effort to strengthen law enforcement cooperation across national or jurisdictional boundaries would be beneficial. In addition, governments should agree that it is unacceptable for any country to provide a safe haven for cyber criminals.
In addition, the development of a uniform Federal data breach-notification standard would be a valuable tool to replace the myriad of state laws currently in place. Such a standard could guide when and by what means consumers and law enforcement agencies should be notified – as well as by whom – when consumer harm may result from a compromise of account information.
	Lastly, we would caution against legislating technology standards or mandating a specific security or payment technology, to avoid hindering the rapid rate of new payment innovations that are coming to market, especially mobile wallet solutions that will leverage a range of new tools to authenticate payments and enhance security.
	In closing, the reality is that cyber criminals will continue to target U.S. companies, the payment system or any database that contains valuable information. But the good news is that there are sophisticated tools to protect the system. Visa is committed to working with all participants in the payments industry to implement the full range of technologies that will fight fraud and further protect consumers’ information as the marketplace and threats evolve. Of course, technology cannot completely eliminate human error or internal threats, so it remains critical for businesses to adopt strong policies that are effectively implemented by their employees. Cyber criminals are a common foe and we all must work together to protect personal consumer information from cyber attacks and data breaches. 
	Thank you again for the opportunity to testify today. I would be happy to answer any questions you may have.
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